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Pica8 PicOS supports Layer 2 switching protocols, including: STP, RSTP, MSTP, MAC learning, and
Q-in-Q. PicOS also supports several Layer 3 protocols, including: static routing, RIPv2, OSPF, IGMP,
PIM-SM, and IPv6. This guide provides instructions and examples for configuring switches and
controllers. Intended for system administrators, this guide assumes a working knowledge of Layer 2 and
Layer 3 protocols.

PicOS can run in 2 different modes of operation:

® Open vSwitch (OVS) Mode: In this mode, PicOS is dedicated and optimized for OpenFlow
applications.

® Layer 2/Layer 3 (L2/L3) Mode: In this mode, PicOS can run switching and routing protocols, as
well as OpenFlow applications.

In OVS mode, L2/L3 daemons are not running, and the system is fully dedicated to OpenFlow and OVS.
In L2/L3 mode, L2/L3 daemons are running, and OVS can also be used if CrossFlow is activated.

This chapter assumes that user is running PicOS L2/L3 mode. Please see PicOS Mode Selection to
learn how to switch between L2/L3 and OVS modes.
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Supported Features
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Command-Line Interface

® From Linux Shell to L2/L3 Shell

® Operation Mode and Configuration Mode
® Displaying the Current Configuration

® Display Setting Configuration

® Rolling Back a Configuration

®* Managing Configuration Files

¢ Saving and Loading Configuration Files
¢ Commit Confirmed

¢ Commit Check

¢ Commit Failed and Exit Discard

® Configuring a Command Alias

® Configure L2/L3 from Linux Shell

¢ Bash Linux Shell

® PicOS Upgrade and Configuration Change
¢ Set CLI
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System Administration

Configuring DHCP and Static IP Address

Configuring DHCP Relay

Configuring DHCP Relay after PicOS 2.9.2(including 2.9.2)

Configuring DHCP Option82

Configuring DHCP Snooping

Configuring DHCP Snooping after PicOS 2.9.2(including 2.9.2)

Configuring DHCP Relay and DHCP Snooping together after PicOS 2.9.2(including 2.9.2)

Configuring a User Account

Configuring Authentication, Authorization, and Accounting

Configuring SSH and Telnet Parameters

Configuring the Log-in ACL

Configuring NTP and the Time Zone Parameter

Configuring PTP

Configuring the linux-config-unreliable
Configuring IPFIX

Configuring sFlow

Configuring SNMPv2

Configuring the Syslog Log Level
Configuring the Syslog Disk and Syslog Host
Displaying System Information
Technical Support

Flushing ARP and the Neighbor Table
Rebooting the System

Displaying the Debugging Message
System Management Command List
IPv6 Management Support

PoE Configuration

NETCONF Configuration

Configuring SNMPv3
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Ethernet Ports Configuration

® Physical Ethernet Port Configuration

® VLAN Port Configuration

® 40G Changes to 4*10G in L2/L3

40G Changes to 4*10G in L2/L3 mode on P-5101
40G Changes to 4*10G in L2/L3 mode on P-5401
40G Changes to 4*10G in L2/L3 mode on accton_as6701_ 32x
40G Changes to 4*10G in L2/L3 mode on P-3922
40G Changes to 4*10G in L2/L3 mode on P-3920
40G Changes to 4*10G in L2/L3 mode on accton_as5712 54x/HP5712
40G Changes to 4*10G in L2/L3 mode on P-3930
40G Changes to 4*10G in L2/L3 mode on Niagara2632XL
40G Changes to 4*10G in L2/L3 mode on Niagara2948 6XL
40G Changes to 4*10G in L2/L3 mode on as5812 54t
® 40G Changes to 4*10G in L2/L3 mode on arctica4806xp

® |LLDP Configuration (Link Layer Discovery Protocol)

® Voice Vlan with LLDP Configuration Guide

® Voice Vlan with LLDP Compliance CDP Configuration Guide

® Voice Vlan Configuration Guide

* LLDP MED Configuration

® Voice Vlan with LLDP MED Configuration Guide

® Static Link Aggregation (LAG) Configuration

® LAG Hashing Configuration

LAG Hashing Configuration and Example
LAG Hash Mapping

Resilient LAG Hashing Configuration and Example

® Link Aggregation Control Protocol (LACP) Configuration

¢ Storm Control in Ethernet Port Configuration

¢ UDLD Configuration

® Port Security Configuration

® 802.1x Configuration

* Buffer management
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Layer 2 Switching Configuration

¢ Static MAC entries and Dynamic MAC Address Learning
® Cut-Through Switching Method
®* MLAG Configuration Guide
® Configuring a Basic MLAG Step-by-Step Procedure
® Configuring a Basic MLAG Example
® Configuring Switch A with Static and LACP LAG
® Configuring Switch B with Static and LACP LAG
® Configuring Switch C with LACP and LAG
* View the MLAG Internal and Neighbor Status
® Configuring a MLAG domain with MSTP example
® Configuring Switch A with LACP LAG
® Configuring Switch B with LACP LAG
® Configuring an Aggregation Interface to VLAN Members
¢ Configuring Switch C and Switch D with LACP LAG
® Configure Mlag and Active-Active-Vrrp example
® Configure on Switch A
® Configure on Switch B
® Configure on Switch C
® Configure on Switch D
¢ Configuring a MLAG with vxlan Example
® (1 Configuring mlag in Switch A and Switch B
® Configuring Lag in Switch C and Switch D
® 02 Configuring Lag in Switch C and Switch D
® (03 Configuring vxlan in Switch A and Switch B
® Q-in-Q Basic Port Configuration
® MSTP Configuration
® MSTP Configuration Example
® PVST Configuration
® PVST Configuration Example
® Configuring Mirroring

® Configuring Mirroring Guide
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BPDU Tunneling Configuration

Configuring IPv6 RA Guard

LFS Configuration

Symmetric Hash for ECMP and LAG Configuration Example
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Layer 3 Unicast Routing Configuration

¢ Layer 3 VLAN Interface Configuration
* ARP Configuration
®* Dynamic ARP Inspection
® Default Administrative Distance Values
¢ Static Routing Configuration
® Static Routing Configuration Example
* RIPv2 Routing Protocol Configuration
® RIPv2 Routing Configuration Example
® OSPF (Open Shortest Path First)

® OSPF Overview

® Basic OSPF Configuration Tasks

® Basic OSPF Configuration Example
® OSPF Configuration Example: NSSA Stub Normal
® OSPF Stub Area NSSA Summary
® QOSPF Virtual Link Configuration Guide
® OSPF Area Range Configuration Guide
® Importing an External Route into an OSPF Area
®* BFD Protocol Configuration
* BFD Basic Configuration Example
® Configuring ECMP (Equal-Cost Multipath Routing)
® Configuring VRRP (Virtual Router Redundancy Protocol)
® Configuring Active-Active-VRRP(Active Active Virtual Router Redundancy Protocol)
® |Pv6 Neighbor Configuration
* |Pv6 Static Routing Configuration
® OSPFv3 Routing Protocol Configuration
¢ ACL and Filter Configuration

® Configuring Control Plane Security Guide

® Configuration Control Plane Security Policer
® Control Plane Security Examples

* |Pv4/IPv6 BGP Configuration
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® |Pv4 BGP configuration

BGP Configuration Guide

BGP Basic Configuration Example

BGP Route Reflector Configuration Example
BGP Confederation Configuration Example

BGP Load Balancing Configuration Example

* |Pv6 BGP Configuration

IPv6 BGP Introduction
Building Peering Sessions
®* EBGP Peering
* |IBGP Peering
Establish BGP Peer Use 4-byte-AS-Number

Sources of Routing Updates

® Injecting Information Dynamically into BGP

® Injecting Information Statically into BGP
BGP Attributes

® The NEXT_HOP Attribute

® The AS_PATH Attribute

The LOCAL_PREF Attribute
® The MULTI_EXIT_DISC Attribute
® The COMMUNITY Attribute
BGP-4 Aggregation
Synchronization
Controlling Large-Scale Autonomous System
® Confederations
®* Route Reflectors
Redundancy and Load Balancing

Designing Stable Internets

® |abel BGP

Labeled BGP Support
Configuration Example for Labeled Support
® |PV4 Labeled BGP Configuration
®* |PV6 Labeled-BGP Configuration
Debugging CLI for Labeled-BGP
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Layer 3 Multicast Routing Configuration

IGMP Snooping Configuration
IGMP Configuration

PIM-SM Configuration

PIM-SM Configuration Example
Multicast Command List
PIM-SSM Configuration

PIM-SSM Configuration Example
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QoS Configuration

* Weighted Random Early Detection
®* WRED Overview
* WRED Configuration Tasks
* WRED Configuration Example
® QoS Principle
® SP Configuration Example
* WRR Configuration Example
* WFQ Configuration Example
® QoS Configuration Guide

® PFC Configuration Example
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OpenFlow in Crossflow Mode

® Crossflow Mode Introduction
® CrossFlow Mode Known Limitations

® Configurations Example in Crossflow Mode

35



PicOS Routing and Switching Configuration Guide

VXLAN Configuration

® VXLAN Configuration Guide
® VXLAN Base Configuration Example
* VXLAN ECMP Configuration
® OVSDB VTEP Configuration
® Configuring an OVSDB VTEP

OVSDB VTEP with Midonet Configuration

OVSDB VTEP with NSX Configuration
® OVSDB VTEP with vtep-ctl Configuration Examples
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L2/L3 Troubleshooting Guide

® Monitoring and Debugging L2/L3 protocols
® Routing and Forwarding Table
® Using Pipe (|) Filter Functions

® Using the show tech-support Command
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Configuration Appendix

® Other Command List

The PicOS documentation is available at the Pica8 website:
http://www.pica8.com/portal/
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Summary of

Supported Services

Table 1 Supported Layer 2 and Layer 3 Protocols

Category

System Management and
Administration

Device Configuration, Software,
and File Management

Layer 2 Forwarding and
Protocol

Features

Support for clock/date setting and NTP (Network Time Protocol)

Support for inbound IP access via any routed interface

Support for DHCP (Dynamic Host Configuration Protocol); DHCP client, DHCP relay, DHCP Option82, and
DHCP snooping

Support for multiple local user accounts

Support for SSHv2 (Secure Shell) protocol

Ability to enable debugging for a specific module

Support for Read Only and Read Write access SNMP (Simple Network Management Protocol)

Support for IPFIX (IP Flow Information Export), monitors data flow in specified server

Support the ability to save the configuration to flash on the device

Support for configuration versioning and rollback; compares the two configurations, identifying differences

Ability to import/export configuration files, device software, and logs from a file on a remote server (tftp/scp as
options)

Ping and Trace route tool from CLI (command line interface)

SSH and telnet tool from CLI

Ability to view and configure MAC/ARP (Address Resolution Protocol) table information

Support for LLDP (Link Layer Discovery) protocols for detecting devices on a link

Support for LACP (Link Aggregation Control) protocol and hashing of traffic using src/Dst
(Source/Destination) MAC address, Src/Dst IP address, and Layer 4 port information and flag

Support for 802.1q trunked interfaces, for both single and LAG (Link Aggregation Group) interfaces

Support for 802.1q tagged/untagged interfaces and native tags

Support for Q-in-Q

Support for Jumbo Frame

Support for 802.1d STP (Spanning Tree Protocol)

Support for 802.1w RSTP (Rapid STP) and PVST (Per-VLAN STP)

Support for 802.1s MSTP (Multiple Spanning Tree protocol)
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Layer 3 Forwarding and
Routing Protocol

Support for functionality of BPDU (Bridge Protocol Data Unit) Guard / Filter/UDLD (Unidirectional Link
Detection)

Support for storm-control for unicast, multicast, broadcast

Support for ingress/egress port mirroring

Support for 802.1p in Layer 2 forwarding

Support for Flow control per-interface

Support for IGMP (Internet Group Management Protocol) snooping enable per-VLAN

Support for IGMP snooping query per-VLAN

Full support for dual stacked IPv4 and IPv6 addressing.

Support for 6 members in a Layer 3 LAG (Link Aggregation Group) interface

Support for IPv4 and IPv6 static route configuration

Support for OSPFv2 (Open Shortest Path First) IPv4 only

Support for stub, normal, and NSSA (Not-So-Stubby Area) OSPF area types

Support for up to 32 equal-cost routes in OSPF

Support for RIP routing protocol

Support for BGP (Border Gate Protocol) routing and BFD (Bidirectional Forwarding Detection)

Support for 128 equal-cost routes in the device's routing/forwarding tables

Support for ECMP (Equal-Cost Multi-path) routing with hashing of traffic using Src/Dst IP and Port

Support the ToS and DSCP (Differentiated Services Code Point) in Layer 3 forwarding

Support for IGMP v1/v2

Support for PIM-SM (Protocol Independent Multicast Routing-Sparse Mode)

Support for VRRP (Virtual Router Redundancy Protocol)

40



PicOS Routing and Switching Configuration Guide

This chapter describes the different ways to configure PicOS and demonstrates the CLI configuration.
There are 2 CLI's used to configure PicOS:

® The Linux CLI

® The PicOS CLI
The Linux CLI is a standard debian based bash shell.

A good Bash tutorial can be found at this address:
http://www.tldp.org/LDP/Bash-Beginners-Guide/html/

PicOS added some commands to the standard Bash shell:

Version - This is to provide the PicOS version running on the switch

adm n@Xor Pl us$ver si on
Copyright (C 2009-2014 Pica8, Inc.

Har dwar e Mbdel . P-5101

Li nux System Version/ Revision : 2.5/17907
Li nux System Rel eased Date . 10/ 14/ 2014
L2/ L3 Versi on/ Revi si on . 2.5/17907
L2/ L3 Rel eased Date . 10/ 14/ 2014
OVS/ OF Versi on/ Revi si on . 2.5/17907
OVS/ OF Rel eased Date . 10/ 14/ 2014

cli - command to move to the PicOS command or launch PicOS CLI commands from the Linux shell.

adm n@Xor Pl us$cl i

Synchroni zi ng configuration...OK
Pi ca8 PicCS Version 2.5

Wel cone to PicOS L2/L3 on XorPl us
adm n@Xor Pl us>

In the above example, the cli command is used to move to the PicOS CLI.

adm n@or Pl us$cli -c "show version"
Synchroni zi ng configuration...OK

Pi ca8 PicCS Version 2.5

Wel cone to PicOS L2/L3 on XorPl us
adm n@Xor Pl us>

Execut e command: show versi on

Copyright (C) 2009-2014 Pica8, Inc.

Base et hernet MAC Address . 48:6e:73:01: 00: 01
Har dwar e Model . P-5101

Li nux System Version/ Revision : 2.5/17907

Li nux System Rel eased Date : 10/ 14/ 2014

L2/ L3 Versi on/ Revi si on . 2.5/17907

L2/ L3 Rel eased Date : 10/ 14/ 2014
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In the command above, the cli command is used to launch commands of the PicOS CLI from the Linux
shell.

® From Linux Shell to L2/L3 Shell

® QOperation Mode and Configuration Mode
® Displaying the Current Configuration

® Display Setting Configuration

® Rolling Back a Configuration

® Managing Configuration Files

® Saving and Loading Configuration Files
¢ Commit Confirmed

¢ Commit Check

¢ Commit Failed and Exit Discard

® Configuring a Command Alias

® Configure L2/L3 from Linux Shell

® Bash Linux Shell

®* PicOS Upgrade and Configuration Change
¢ SetCLI

From Linux Shell to L2/L3 Shell

Once in the Linux shell, user can use the command pica_sh or cli (under /pica/bin) to launch the L2/L3

CLI (or XORP CLI).

adm n@Q.i ma$

admi n@Xor Pl us$cl i

Synchroni zi ng configuration...OK
Pica8 PicCS Version 2.4

Wl cone to PicOS L2/L3 on XorPl us
adm n@Xor Pl us>

To come back to the Linux Shell from the L2/L3 CLI (or XORP CLI), use the exit command.

adm n@Xor Pl us> exit
adm n@Xor Pl us$

Operation Mode and Configuration Mode

By default, the switch's operation mode is activated when it starts up.

Welcome to PicOS L2/L3 on XorPlus
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adm n@Xor Pl us>

Activate the configuration mode by entering the configure command. Be sure to enter the configuration
mode if the admin@XorPlus# prompt appears.

adm n@Xor Pl us> confi gure

Entering configuration node.

There are no other users in configuration node.
adm n@Xor Pl us#

In L2/L3, non-default configuration can be displayed with the show commands. The command show all
displays the default value of the current configuration. Default configurations are shown in the
pica_default.boot file. The command show running-config displays the configuration active on the
system.

adm n@Xor Pl us# show
vl ans {

vl an-id 200 {

}

}
adm n@Xor Pl us#

adm n@Xor Pl us# show al |
vl ans {

vl an-id 200 {
description:

vl an- nane: "defaul t"

| 3-interface:

}

}

adm n@Xor Pl us> show runni ng-config

vl ans {
vl an-id 200 {
}

}

This command displays which settings the configuration has set by default and which settings need to
set manually.

adm n@Xor Pl us# show | display set

set interface ethernet-sw tching-options anal yzer test input ingress ge-1/1/2
set interface ethernet-sw tching-options anal yzer test input egress ge-1/1/2
set interface ethernet-sw tching-options anal yzer test output "ge-1/1/3"
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adm n@Xor Pl us# show | display set
set vlans vlian-id 11
set vlans vlan-id 22
adm n@Xor Pl us#
adm n@Xor Pl us# set vlans vlan-id 33
adm n@Xor Pl us# set vlans vlan-id 44
adm n@Xor Pl us# set vlans vlan-id 55
adm n@Xor Pl us# show | display set
set vlans vlan-id 11
set vlans vlan-id 22
> set vlans vlan-id 33
> set vlans vlan-id 44
> set vlans vlan-id 55
adm n@Xor Pl us# com
Mer gi ng the configuration.
Commit OK
Save done.
adm n@Xor Pl us# show | display set
set vlans vlan-id 11
set vlans vlan-id 22
set vlans vlan-id 33
set vlans vlan-id 44
set vlans vlan-id 55
adm n@Xor Pl us#

Each time a configuration in L2/L3 is commited, a rollback configuration file is created. For example, if

configuration is committed 10 times, pica.conf.01 through pica.conf.10 are created. User can rollback
to any of these configurations when necessary. The maximum quantity of rollback files is limited to 50.

The current configuration is located in pica.conf.

adm n@Xor Pl us# rol | back 1

adm n@Xor Pl us# Loading config file...
Config file was | oaded successfully.
adm n@Xor Pl us# commi t

Mer gi ng the configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Displaying the difference between the current config with destination config file

adm n@Xor Pl us# show | conpare roll back 2
[edit vlans]

+vlan-id 3 {
+}
adm n@Xor Pl us#

Configuration files can be copied, deleted, or renamed in the system, but system files should not be
deleted.

The L2/L3 configuration is stored in /pica/config/pica_startup.boot.
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adm n@Xor Pl us$
adm n@Xor Pl us$cd / pi cal/ confi g/
adm n@Xor Pl us$l s

adm n pi ca.conf.06 pica.conf.13 pica.conf.20 pica.conf.27 pica.conf.34
pi ca.conf. 41 pica.conf. 48
pi ca. conf pi ca.conf.07 pica.conf.14 pica.conf.21 pica.conf.28 pica.conf.35

pi ca.conf. 42 pica. conf. 49

pi ca.conf.01 pica.conf.08 pica.conf.15 pica.conf.22 pica.conf.29 pica.conf.36
pi ca. conf. 43 pica_startup. boot

pi ca.conf.02 pica.conf.09 pica.conf.16 pica.conf.23 pica.conf.30 pica.conf.37
pi ca. conf. 44

pi ca.conf.03 p
pi ca. conf. 45
pica.conf.04 p
pi ca. conf. 46
pica.conf.05 p
pi ca. conf. 47

ca.conf.10 pica.conf.17 pica.conf.24 pica.conf.31 pica.conf.38

ca.conf.11 pica.conf.18 pica.conf.25 pica.conf.32 pica.conf.39

ca.conf.12 pica.conf.19 pica.conf.26 pica.conf.33 pica.conf.40

User can display the files of a specified directory:

adm n@or Plus> file list /

drwxr-xr-x 2 root xorp 4096 Sep 25 00: 54 bin

dr wxr - Xr - X root xorp 4096 Sep 24 06: 21 boot

dr wxr - Xr - X root xorp 4096 Sep 23 17:05 cftnp

- P WXT - XT - X root xorp 40559 Sep 23 17:05 config. bcm
dr wxr - Xr - X root root 4096 Sep 25 00: 54 dev

dr wxr - Xr - X root xorp 4096 Sep 25 00:55 etc

dr wxr - Xr - X root xorp 4096 Sep 24 06:21 lib

| rwxr wWxr wx root root 11 Sep 24 06:21 |inuxrc -> bin/busybox
dr wxr - Xr - X root xorp 4096 Sep 24 06: 21 mmt

dr wxr - Xr - X root xorp 4096 Sep 23 17: 05 opt

dr wxr - Xr - X root xorp 4096 Sep 24 06: 21 ovs
drwxr-xr-x 14 root xorp 4096 Sep 24 06: 23 pica
dr-xr-xr-x 52 root root 0 Jan 1 1970 proc

-rwxr-xr-x 1 root xorp 59012 Sep 23 17:05 rc. soc
drwxr-xr-x 2 root xorp 4096 Sep 24 06: 21 sbin
drwxr-xr-x 11 root root 0 Jan 1 1970 sys

drwxrwxrwx 8 root xorp 1024 Sep 25 00: 55 tnp
drwxr-xr-x 7 root xorp 4096 Sep 24 06: 22 usr
drwxr-xr-x 7 root xorp 4096 Sep 24 06: 23 var

adm n@Xor Pl us> file list /tnp

drwxrwxr-x 5 root xorp 1024 Sep 25 00: 54 hone
drwxrwxr-x 2 root xorp 1024 Sep 25 00: 54 | og
drwx------ 2 root root 12288 Sep 25 00: 54 | ost +f ound
drwxrwxr-x 3 root xorp 1024 Sep 25 00: 55 run
drwxrwxr-x 2 root xorp 1024 Sep 25 00: 54 snnp
drwxrwxr-x 2 root xorp 1024 Sep 25 00: 56 system

GONO R, AEANBPBELPDNDN

Display the contents of a specified file:
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-- 1 root r oot 410 Sep 24 06: 23 boot. | st
-rwrwr-- 1 root xorp 16006 Sep 24 07: 44 pica. conf
-rwrwr-- 1 root xorp 16003 Sep 24 07: 22 pica.conf.01
-rwrwr-- 1 root xorp 15826 Sep 24 07:19 pica. conf. 02
-rwrwr--1 root xorp 15536 Sep 24 07: 18 pi ca. conf. 03

-rwrwr-- 1 root xorp 15915 Sep 24 07: 18 pica.conf. 04
-rwrwr-- 1 root xorp 15567 Sep 24 07:09 pica. conf. 05
-rwrwr-- 1 root xorp 15188 Sep 24 06: 44 pica. conf. 06
-rwrwr-- 1 root xorp 14953 Sep 24 06: 35 pica. conf. 07

drwxrwxrwx 2 root root 4096 Sep 24 06: 25 root
adm n@Xor Pl us> file show /pi cal/ confi g/ pi ca. conf
[/ *XORP Configuration File, vi1.0*/

interface {

ecnp {

max- path: 4

hash- nmappi ng {

field {

i ngress-interface {

di sabl e: false

}

vl an {

di sabl e: false

}

i p-protocol {

di sabl e: false

}

i p-source {

di sabl e: false
}

i p-destination {
di sabl e: false

}
port-source {
di sabl e: false

}

port-destination {
di sabl e: false

}
}
}
}

User can also copy, archive, checksum, compare, rename, and sync files.
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adm n@Xor Pl us> file list /picalconfig

-rwr--r-- 1 root root 410 Sep 24 06: 23 boot. | st
-rwrwr-- 1 root xorp 16006 Sep 24 07:44 pica. conf
-rwrwr-- 1 root xorp 16003 Sep 24 07:22 pica.conf.01
-rwrwr-- 1 root xorp 15826 Sep 24 07: 19 pica.conf. 02
-rwrwr-- 1 root xorp 15536 Sep 24 07:18 pica. conf. 03
-rwrwr-- 1 root xorp 15915 Sep 24 07: 18 pica.conf. 04
-rwrwr-- 1 root xorp 15567 Sep 24 07:09 pica. conf. 05
-rwrwr-- 1 root xorp 15188 Sep 24 06: 44 pica. conf. 06
-rwrwr-- 1 root xorp 14953 Sep 24 06: 35 pica. conf. 07
drwxrwxrwx 2 root root 4096 Sep 24 06: 25 root

adm n@Xor Pl us> file copy /picalconfig/pica.conf

Possi bl e conpl eti ons:

<destination-file> Copy files to and fromthe router
adm n@Xor Pl us> fil e copy /pical/config/pica.conf /picalconfig/ychen.conf
adm n@Xor Pl us> file list /picalconfig

-rwr--r-- 1 root root 410 Sep 24 06: 23 boot. | st

-rwrwr-- 1 root xorp 16006 Sep 24 07: 44 pica. conf

-rwrwr-- 1 root xorp 16003 Sep 24 07:22 pica.conf.01
-rwrwr-- 1 root xorp 15826 Sep 24 07: 19 pica.conf. 02
-rwrwr-- 1 root xorp 15536 Sep 24 07:18 pica. conf. 03
-rwrwr-- 1 root xorp 15915 Sep 24 07: 18 pica.conf. 04
-rwrwr-- 1 root xorp 15567 Sep 24 07:09 pica. conf. 05
-rwrwr-- 1 root xorp 15188 Sep 24 06: 44 pica. conf. 06
-rwrwr-- 1 root xorp 14953 Sep 24 06: 35 pica. conf. 07

drwxrwxrwx 2 root root 4096 Sep 24 06: 25 root

-rwrwr-- 1 root root 16006 Sep 25 02: 22 ychen. conf

adm n@Xor Pl us>

adm n@Xor Pl us> file rename /picalconfig/ychen.conf /picalconfig/ychen-1.conf
adm n@Xor Pl us> file list /picalconfig

-rwr--r-- 1 root root 410 Sep 24 06: 23 boot. | st

-rwrwr-- 1 root xorp 16006 Sep 24 07: 44 pica. conf

-rwrwr-- 1 root xorp 16003 Sep 24 07:22 pica.conf.01
-rwrwr-- 1 root xorp 15826 Sep 24 07: 19 pica.conf. 02
-rwrwr-- 1 root xorp 15536 Sep 24 07:18 pica. conf. 03
-rwrwr-- 1 root xorp 15915 Sep 24 07: 18 pica.conf. 04
-rwrwr-- 1 root xorp 15567 Sep 24 07:09 pica. conf. 05
-rwrwr-- 1 root xorp 15188 Sep 24 06: 44 pica. conf. 06
-rwrwr-- 1 root xorp 14953 Sep 24 06: 35 pica. conf. 07
2

dr wxr wxr wx root root 4096 Sep 24 06: 25 root

-rwrwr-- 1 root root 16006 Sep 25 02: 22 ychen- 1. conf

adm n@Xor Pl us>

adm n@Xor Pl us> file checksum / pi cal/ confi g/ ychen- 1. conf

3559192236 16006 / pi cal/ confi g/ ychen-1. conf

adm n@Xor Pl us>

adm n@Xor Pl us> file sync

adm n@Xor Pl us>

adm n@Xor Pl us> fil e conpare /picalconfig/pica.conf /picalconfig/pica.conf.01
adm n@Xor Pl us> fil e conpare /picalconfig/pica.conf /picalconfig/pica.conf.01
3c3

< /[*Last conmit : Mon Jan 13 14:13: 01 2014 by admi n*/

> [*Last conmit : Mon Jan 13 14:12:26 2014 by admi n*/

510, 514d509

< controller 1 {

< protocol: "tcp"

< address: 10.10.50.47

< port: 6633

<}

User can change the current directory using functions like cwd or cd.
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adm n@Xor Plus> file cwd

Current working directory: /tnp/hone/admi n
adm n@Xor Pl us>

adm n@Xor Pl us> file cwd /pical/config

adm n@or Plus> file cwd

Current working directory: /picalconfig
adm n@Xor Pl us>

The Pica8 PicOS provides several commands to save, load, and execute PicOS configuration files, as
detailed in this document.

(D The save command saves configuration files in the /pica/config/admin directory. The load and execute commands look for
configuration files in the same directory.

You can use the save command in L2/L3 configuration mode to save the running configuration to a file.
The following example demonstrates how to save the running configuration to a file named
myconfig.conf.

adm n@pi nel# save ?
Possi bl e conpl eti ons:
<file nanme> Save running configuration to specified file
adm n@pi nel# save nyconfi g. conf
Save done.

The configuration saved earlier in a file can be loaded or applied using the load merge or load override
command in L2/L3 mode.

adm n@pi nel# | oad ?
Possi bl e conpl eti ons:

nmer ge Merge the | oaded configuration to the current running
configuration
override Override the current running configuration with the | oaded

configuration

The load override command completely replaces the running configuration with the configuration in a
file (saved earlier). The following example replaces the running configuration with the configuration in a
file named myconfig.conf.

adm n@pi nel# | oad override ?
Possi bl e conpl eti ons:
<t ext > Local file nane
nmyconfi g. conf Si ze: 16643, Last changed: Wed Sep 9 21:33:21 2015
adm n@pi nel# | oad override myconfig. conf
Loadi ng config file...
Config file was | oaded successfully.

The load merge command merges the configuration in a file (saved earlier) with the running
configuration. The following example merges the configuration in a file named myconfig.conf with the
running configuration.
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adm n@pi nel# | oad nerge ?
Possi bl e conpl eti ons:
<t ext > Local file nane
nmyconfi g. conf Si ze: 16643, Last changed: Wed Sep 9 21:33:21 2015

adm n@pi nel# | oad nerge nyconfig. conf
Loadi ng config file...
Config file was applied successfully.

User can commit a candidate configuration before this configuration becomes permanent. By using
commit confirmed, the system will apply the configuration with a ten minute default. After ten minutes,
the system will roll back to the original configuration automatically. User can configure the roll back time
in the CLI. By default, roll back time is 10 minutes.

By default, it will be automatically rolled back to the previous configuration after 600 seconds (10

minutes).

adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# commit confirned

Mergi ng the configuration.

Wl be automatically rolled back in 600 seconds unless confirned by new comm t.

Commit OK.
adm n@Xor Pl us#

Modify the rollback confirmation time

adm n@Xor Pl us# set vlans vlan-id 3

adm n@Xor Pl us# commit confirnmed 100

Mergi ng the configuration.

WII be automatically rolled back in 100 seconds unl ess confirnmed by new conmt.

Commit OK.
adm n@Xor Pl us#

User can check to see if the configuration is correct before this configuration becomes permanent. Use
commit check. A result of "Commit check ok" means the configuration is correct as is. Then, user can
commit the configuration to become permanent. A result of "Commit check failed" means the
configuration has an error that needs to be corrected.

Commit Check one correct configuration
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adm n@Xor Pl us# set vlans vlan-id 4094

adm n@Xor Pl us# commit check

Commit check OK

adm n@Xor Pl us#

adm n@Xor Pl us# show al |

vl ans {

vl an-id 4094 {

descri pti on:
vl an- nane: "default"
| 3-interface: ""

V VV VYV

}
}
adm n@Xor Pl us#
adm n@Xor Pl us# conmi t
Commit OK.
Save done.
adm n@Xor Pl us#
adm n@Xor Pl us# show al |
vl ans {
vl an-id 4094 {
description:
vl an- nane: "default"
| 3-interface: ""

}
}
adm n@Xor Pl us# run show vl ans
VianlD Tag Interfaces
1 unt agged ge-1/1/1, ge-1/1/2, ge-1/1/3, ge-1/1/4, ge-1/1/5
ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9, ge-1/1/10
ge-1/1/11, ge-1/1/12, ge-1/1/13, ge-1/1/14, ge-1/1/15
ge-1/1/16, ge-1/1/17, ge-1/1/18, ge-1/1/19, ge-1/1/20
ge-1/1/21, ge-1/1/22, ge-1/1/23, ge-1/1/24, ge-1/1/25
ge-1/1/ 26, ge-1/1/27, ge-1/1/28, ge-1/1/29, ge-1/1/30
ge-1/1/31, ge-1/1/32, ge-1/1/33, ge-1/1/34, ge-1/1/35
ge-1/1/36, ge-1/1/37, ge-1/1/38, ge-1/1/39, ge-1/1/40
ge-1/1/41, ge-1/1/42, ge-1/1/43, ge-1/1/44, ge-1/1/45
ge-1/1/46, ge-1/1/47, ge-1/1/48, te-1/1/49, te-1/1/50
te-1/1/51, te-1/1/52
t agged
4094 unt agged
t agged

Commit Check one incorrect configuration

adm n@Xor Pl us# set vlans vlan-id 4096
adm n@Xor Pl us# commit check

Invalid vlan 4096

Commit check fail ed.

adm n@Xor Pl us#

adm n@Xor Pl us# show

vl ans {
> vl an-id 4096 {
> }

adm n@Xor Pl us# conmi t
Invalid vlan 4096

Commit fail ed.

adm n@Xor Pl us#

adm n@Xor Pl us# exit discard
adm n@Xor Pl us>

adm n@Xor Pl us> configure

50



PicOS Routing and Switching Configuration Guide

Switch from the configuration mode to the execution mode without any uncommitted configurations.

adm n@Xor Pl us# exit
adm n@Xor Pl us>

Use the exit discard command to enter the execution mode from the configuration mode with any
uncommitted or failed committed configurations.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 disable true
adm n@Xor Pl us# exit

ERROR: There are uncommitted changes.

Use "commit" to commit the changes, or "exit discard" to discard them
adm n@Xor Pl us# exit discard

adm n@Xor Pl us>

User can configure an alias for a PicOS command. This CLI also supports multiple parameters. In other
words, user can use the parameter in PicOS CLI e.g. $1,$2...., which will be used in the alias command.

adm n@Xor Pl us# set alias set _vlans as "set vlans vlian-id $1"
adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK

Save done.

adm n@Xor Pl us# set vl ans 10

adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK

Save done.

adm n@Xor Pl us# set alias set vlans interface as
adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK.

Save done.

adm n@Xor Pl us# set _vlans_interface 20 vl an20
adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK.

Save done.

set vlans vlan-id $1 vl an- nanme $2"

Configure L2/L3 via Linux Shell on PicOS.
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adm n@Xor Pl us$cli -c "configure;set vlans vlian-id 100; conmit"
Synchroni zi ng configuration...OK

Pi ca8 PicCS Version 2.5

Wel come to PicOS L2/L3 on XorPl us

adm n@Xor Pl us>

Execut e conmand: confi gure.

Entering configuration node.

There are no other users in configuration node.
adm n@Xor Pl us#

Execut e command: set vlans vlan-id 100.

adm n@Xor Pl us#

Execut e conmand: conmit

Commit OK.
Save done.
adm n@Xor Pl us#
adm n@Xor Pl us$

Show the Configuration via Linux Shell

adm n@Xor Pl us$cli -c "show vl ans"
Synchroni zi ng configuration...OK
Pi ca8 PicCS Version 2.5

Wel cone to PicOS L2/L3 on Xor Pl us
adm n@Xor Pl us>

Execut e conmand: show vl ans

VianlD Tag Interfaces
1 unt agged ge-1/1/1, ge-1/1/2, ge-1/1/3, ge-1/1/4, ge-1/1/5
ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9, ge-1/1/10
ge-1/1/11, ge-1/1/12, ge-1/1/13, ge-1/1/14, ge-1/1/15
ge-1/1/16, ge-1/1/17, ge-1/1/18, ge-1/1/19, ge-1/1/20
ge-1/1/21, ge-1/1/22, ge-1/1/23, ge-1/1/24, ge-1/1/25
ge-1/1/ 26, ge-1/1/27, ge-1/1/28, ge-1/1/29, ge-1/1/30
ge-1/1/31, ge-1/1/32, ge-1/1/33, ge-1/1/34, ge-1/1/35
ge-1/1/36, ge-1/1/37, ge-1/1/38, ge-1/1/39, ge-1/1/40
ge-1/1/41, ge-1/1/42, ge-1/1/43, ge-1/1/44, ge-1/1/45
ge-1/1/ 46, ge-1/1/47, ge-1/1/48, te-1/1/49, te-1/1/50
te-1/1/51, te-1/1/52
t agged
100 unt agged
t agged
adm n@Xor Pl us>
adm n@Xor Pl us$

User can execute Linux commands in the PicOS CLI to display the system process, create a directory, or
execute commands added by third party software.

adm n@Xor Pl us# run bash "ps"
PID TTY TI ME CMD

5289 ttyS0 00: 00: 00 bash

5301 ttySO 00: 00: 03 pi ca_sh

7725 ttyS0O 00: 00: 00 ps

adm n@Xor Pl us# run bash "pwd"

/t mp/ honme/ admi n

adm n@Xor Pl us>
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If the command requires multiple parameters, quotation marks are required. Here is an example from the
configuration mode used to check the system configuration file.

Tel Avi v# run bash "cat /pical/config/pica.conf"

[/ *XORP Configuration File, vi1.0*/

/* Copyright (C) 2009-2013 Pica8, Inc.*/

[*Last conmit : Fri May 9 12:43:39 2014 by admi n*/
/*Pi cCS Version : 2.3*%/

/ *Ver si on Checksum 6b1435290092celb89f b98c06e20e66¢c*/
[...]

PicOS Upgrade and Configuration Change

As part of PicOS improvements, the CLI configuration structure may change between releases. Some
commands or knobs may be added, removed, or modified. At the same time, a switch should be able to
be upgraded without impact to a network, while still keeping the configuration intact.

A process was defined to achieve both of those goals (improved CLI with smooth upgrade).
When a command is modified in a release, the old command is marked with a "deprecated" flag.

A "deprecated" command can still be used on the next PicOS version, and, at a minimum, on all the
PicOS versions published during the life time of this version (typically 9 months for a standard release).

Deprecated commands are hidden from the CLI, so a hew user cannot access it without specific
knowledge of the command (old commands cannot be auto-completed by tab key or shown by “?”). The
old command must be fully entered manually to be used.

A warning message will be shown when a commit is done using a deprecated command.
Here is an example:

On PicOS 2.4, the command of “set interface management-ethernet” was deprecated and replaced by
“set system management-ethernet.”

This means that both of these commands work on PicOS 2.4, and the “interface management-ethernet”
will be removed in a future release (9 months after PicOS 2.4 is published).

When using "set interface management-ethernet” in CLI, user will get the following information:
Configure node "interface management-ethernet" has been deprecated in version 2.4, please use

"system management-ethernet" instead.

1 Note: The prompted information will not disappear until you remove the deprecated command.

When upgrading an image from an old version to a new one with configuration save, there will be some
configuration nodes that are marked as deprecated in the new version, and user will get some notice
information when committing in CLI.

For example, the following example reflects what may have happened during an upgrade from 2.3to 2.4
with configuration saved, after upgrading and removing VLAN:
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adm n@Xor Pl us# del ete vlans vlan-id 111

Del eti ng:

111 {

}

(04

adm n@Xor Pl us# conmi t
Commit OK.

Configure node "interface managenent - et hernet" has been deprecated in version 2.4, please
use "system managenent - et hernet" i nstead.

Configure node "system sysl og host" has been deprecated in version 2.4, please use "system
sysl og server-ip" instead.

Configure node "system sysl og port-nunber" has been deprecated in version 2.4, please use
"system sysl og server-ip" instead.

Configure node "system syslog port-protocol" has been deprecated in version 2.4, please use
"system sysl og server-ip" instead.

Save done.

adm n@Xor Pl us#

1 When upgrading image from an old version to a new one, with a configuration that contains deprecated nodes, the upgrade will
fail. Remove the deprecated nodes on the configuration tree. Then, install upgrade again.

We support setting some values for CLI.

adm n@Xor Pl us> set cli ?

Possi bl e conpl eti ons:

idle-timout Set maximumidle time before | ogin session ends
screen-length Set term nal screen | ength

terminal Set term nal type

adm n@Xor Pl us> set cli screen-length ?

Possi bl e conpl eti ons:

<l engt h> Nunmber of lines of text that the terminal screen displays (0..10,000).
adm n@Xor Pl us> set cli ?

Possi bl e conpl eti ons:

idle-timout Set maximumidle time before | ogin session ends
screen-length Set term nal screen |ength

terminal Set term nal type

adm n@Xor Pl us> set cli idle-tinmout O

adm n@Xor Pl us> set cli screen-length ?

Possi bl e conpl eti ons:

<l engt h> Nunber of lines of text that the terminal screen displays (0..10,000).
adm n@Xor Pl us> set cli screen-length O

adm n@Xor Pl us>

adm n@Xor Pl us> set cli termnal ?

Possi bl e conpl eti ons:

ansi ANSI - conpati bl e term nal

| i nux Li nux-conpatible term nal

vt 100 VT100- conpati bl e term nal

xterm Xt erm wi ndow t er mi nal

adm n@Xor Pl us> set cli term nal
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Configuring DHCP and Static IP Address

This document describes the process to configure the management IP address on a PicOS switch. The
switch can obtain its IP address through DHCP (Dynamic Host Configuration Protocol), or user can
assign a static IP address.

Enabling DHCP

By default, DHCP is enabled on the management interface ethQ. User can manually enable DHCP with
the following command in PicOS L2/L3 configuration mode.

adm n@Xor Pl us# set system managenent - et hernet et hO i p-address | Pv4 dhcp
adm n@Xor Pl us# com

Commit OK

Save done.

adm n@Xor Pl us#

Configuring a Static IPv4 Address

User can configure the switch management interface ethO with a static IPv4 address and default
gateway, as shown below.

adm n@Xor Pl us# set system nmanagenent - et hernet ethO i p-address |Pv4 10. 10.50. 139/ 24
adm n@Xor Pl us# set system nanagenent - et hernet ethO ip-gateway | Pv4 10.10.50.1
adm n@Xor Pl us# conmnmi t

Commit OK

Save done.

Configuring a Static IPv6 Address

User can configure the switch management interface ethO with a static IPv6 address and default
gateway, as shown below.

adm n@Xor Pl us# set system managenent - et hernet ethO ip-address |Pv6 2001::123/64
adm n@Xor Pl us# set system nanagenent-et hernet ethO ip-gateway |Pv6 2001::1

adm n@Xor Pl us# conmnmi t

Commit OK

Save done.

Enabling DHCP Relay in a VLAN Interface

When you enable the DHCP relay in a VLAN interface, the switch will relay the received DHCP request
to the specified DHCP server, via routing. Normally, the port that connects to a trusted DHCP server
should be a trusted port. You should configure the port using the trust true option.
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adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# set vlans vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fami |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fami |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 192.168.1.1
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 192.168.2.1
prefix-length 24

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols dhcp relay vlan-interface vlan-2 disable fal se

adm n@Xor Pl us# set protocols dhcp relay vlan-interface vlan-2 dhcp-server-addressl
192. 168. 2. 100

adm n@Xor Pl us# set protocols dhcp snooping port ge-1/1/2 trust true

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

Configuring DHCP Relay after PicOS 2.9.2(including 2.9.2)

As broadcast is used to send the request message during the dynamic acquisition of IP address, DHCP
is only applicable to the case where the DHCP client and the server are on the same subnet. For
dynamic host configuration, you need to set up a DHCP server on all network segments, which is
obviously very uneconomical.

The introduction of DHCP relay function solves this problem: the client can communicate with the DHCP
server of other network segments through DHCP relay, and finally obtains the IP address. In this way,
DHCP clients on multiple networks can use the same DHCP server, saving cost and facilitating
centralized management.

Procedure

Step 1. Configure VLAN.

a). Configure VLAN ID.

set vlans <vlan-id>

b). Add an interface to the VLAN.

set interface gigabit-ethernet <port>family ethernet-switching native-vlan-id <vlan-id>
c¢). Configure the access/trunk mode.

set interface gigabit-ethernet <port>family ethernet-switching port-mode <port-mode>

d). Configure the IP address for the VLAN interface to implement Layer 3 connectivity .
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set vlan-interface interface <interface-name> vif <vif-name> address <address> prefix-length <
number>

Step 2. Associate a Layer 3 interface with a VLAN.

set vlans vlan-id <vian-id> 13-interface <interface-name>

Step 3. Enable the DHCP relay function on the VLAN interface.

set protocols dhcp relay vlan-interface <interface-name> disable {true | false}
Step 4. Configure the IP address of the DHCP server.

set protocols dhcp relay vlan-interface vian-interface-name { dhcp-server-address1 address |
dhcp-server-address2 address | dhcp-server-address3 address | dhcp-server-address4 address }

Step 5. Configure the interface connected to the DHCP server as DHCP snooping trusted interface.

set protocols dhcp snooping port <interface-name> trust {true | false}

NOTE

° ® |f the interface connected to the DHCP server is not configured as a DHCP snooping trusted interface, the data packets sent
from the DHCP server to the host will be dropped, the DHCP function will not work.

®  On the same switch, the DHCP client and DHCP relay functions are mutually exlusive. That is to say, if the command set
vlan-interface interface <interface-name> dhcp true is configured on a switch, setting a VLAN interface as a DHCP client,
then enabling the DHCP relay function on the same device will have the net effect of the DHCP replay function being
enabled whereas the client function will not be enabled.

Configuration Example

Networking Requirements

®* The IP address of the ge-1/1/1 interface of the Pica8 Switch is 192.168.1.1/24 and belongs to
VLAN 2. The IP address of the ge-1/1/2 interface is 192.168.2.1/24 and belongs to VLAN 3.

®* Enable the DHCP relay function on VLAN 2.
® The IP address of DHCP server is 192.168.2.100.
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DHCP Server

192 168.2.100
ze-1/1/2
192.168.2.1/24
VLAN3

i -

Pica8 Switch .~ "
DHCP Eelay .
- ze-1/1/1
192.168.1.124
VLANMZ
DHCP Client

Procedure

Step 1. Configure VLAN.

admin@ XorPlus# set vlans vlan-id 2

admin@ XorPlus# set vlans vlan-id 3

admin@XorPlus# set interface gigabit-ethernet ge-1/1/1 family ethernet-switching native-vlan-id 2
admin@XorPlus# set interface gigabit-ethernet ge-1/1/2 family ethernet-switching native-vlan-id 3
admin@XorPlus# set interface gigabit-ethernet ge-1/1/1 family ethernet-switching port-mode trunk
admin@XorPlus# set interface gigabit-ethernet ge-1/1/2 family ethernet-switching port-mode trunk
admin@XorPlus# set vlan-interface interface vlan-2 vif vlan-2 address 192.168.1.1 prefix-length 24
admin@XorPlus# set vlan-interface interface vlan-3 vif vlan-3 address 192.168.2.1 prefix-length 24
admin@ XorPlus# set vlans vlan-id 2 13-interface vlan-2

admin@ XorPlus# set vlans vlan-id 3 |13-interface vlan-3

Step 2. Enable the DHCP relay function on VLAN 2.

admin@XorPlus# set protocols dhcp relay vlan-interface vlan-2 disable false

Step 3. Configure the IP address of DHCP server as 192.168.2.100.

admin@XorPlus# set protocols dhcp relay vlan-interface vlan-2 dhcp-server-addressl 192.168.2.100
Step 4. Configure the interface connected to the DHCP server as DHCP snhooping trusted interface.
admin@XorPlus#set protocols dhcp snooping port ge-1/1/2 trust true

Step 5. Commit the configuration.
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admin@ XorPlus# commit

Step 6. Verify the configuration.

After the configuration is complete, run the show protocols dhcp relay command to view the
configuration of DHCP relay.

admin@Xorplus# show protocols dhcp relay

relay {
vlan-interface vlan2 {

dhcp-server-addressl: 192.168.2.100

}
}

Configuring DHCP Option82

Option82 is a relay agent used to specify the DHCP client location information. The DHCP Option82 is
disabled by default. To enable Option82, use the disable false option. Then, use the circuit-id command
to set the DHCP port information.

Enable DHCP Option82

adm n@Xor Pl us# set protocols dhcp option82 di sable fal se
adm n@Xor Pl us# conmi t

Mergi ng the configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#

Modify the Circuit-id of Option82

adm n@Xor Pl us# set protocols dhcp relay port ge-1/1/3 circuit-id v100
adm n@Xor Pl us# conmi t

Mer gi ng the configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring DHCP Snooping

DHCP snooping creates a mapping table, which includes the IP address, the MAC address, and the port
number. DHCP snooping is disabled by default. The steps below explain how to enable DHCP snhooping
and configure the DHCP snooping binding file, trust port (by default the port is untrusted), and timeout
functions.
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Enable DHCP Snooping

adm n@Xor Pl us# set protocols dhcp snoopi ng di sable false
adm n@Xor Pl us# conmi t

Commit OK

Save done.

Xor Pl us#

Configure DHCP Snooping Binding File and Timeout

Sync the DHCP snooping table to disk.

adm n@Xor Pl us# set protocols dhcp snooping binding file /tnp/run/dhcp_bi nd
adm n@Xor Pl us# set protocols dhcp snoopi ng binding tineout 8

adm n@Xor Pl us# conmi t

Mer gi ng the configuration.

Commit OK

Save done.

Configure DHCP Snooping Trust Port

DHCP reply is usually trusted. The port connected to the DHCP server should enable this.

adm n@Xor Pl us# set protocols dhcp snooping port ge-1/1/2 trust true
adm n@Xor Pl us# commi t

Mer gi ng the configuration.

Commit OK

Save done.

Display the DHCP Snooping Table of Host Information

adm n@Xor Pl us# run show dhcp snoopi ng
Total count: 1
MAC Address | P Address Port VLAN ID VLAN Interface

00: 1d: 09: fa: al: b4 192.168.1.10 ge-1/1/1 2 vlan2

DHCP snooping creates a mapping table, which includes the IP address, the MAC address, and the port
number. DHCP snooping is disabled by default. The steps below explain how to enable DHCP snooping
and configure the DHCP snooping binding file, trust port (by default the port is untrusted), and timeout
functions.
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Procedure

Step 1. Enable DHCP snooping on a VLAN.
set protocols dhcp snooping vian {<vian-id> | all}

Step 2. Configure the interface connected to the DHCP server as DHCP snooping trusted interface.

set protocols dhcp snooping port <interface-name> trust {true | false}

NOTE

The DHCP snooping trusted interface can not be a LAG interface.

Step 3. (Optional) Configure the DHCP snooping binding file and the value of timeout.

set protocols dhcp snooping binding file <file>
set protocols dhcp snooping binding timeout <time>

Configuration example
Networking Requirements
* ® Configure the ge-1/1/1 interface and ge-1/1/2 interface to VLAN 2.

®* Enable DHCP snooping on VLAN 2 and configure the interface connected to the DHCP
server as the DHCP snooping trusted interface.

DHCP Server

ge-1/1.2

VLANI

g

=
Pica8 Switch _’
ze-1/171
VLAM2

DHCP Client

Procedure
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Step 1. Configure VLAN.

admin@ XorPlus# set vlans vlan-id 2
admin@XorPlus# set interface gigabit-ethernet ge-1/1/1 family ethernet-switching native-vlan-id 2
admin@XorPlus# set interface gigabit-ethernet ge-1/1/2 family ethernet-switching native-vian-id 2

Step 2. Enable DHCP snooping on VLAN 2.

admin@XorPlus#set protocols dhcp snooping vlan 2

Step 3. Configure the interface connected to the DHCP server as DHCP snooping trusted interface.
admin@XorPlus# set protocols dhcp snooping port ge-1/1/2 trust true

Step 4. (Optional) Configure /tmp/run/dhcp_bind as the DHCP snooping binding file and the value of
timeout is 8.

admin@XorPlus# set protocols dhcp snhooping binding file /tmp/run/dhcp_bind
admin@XorPlus# set protocols dhcp snooping binding timeout 8

Step 5. Commit the configuration.
admin@ XorPlus# commit
Step 6. Verify the configuration.

* ° ® After the configuration is complete, run the show protocols dhcp snooping
command to view the configuration of DHCP snooping.

admin@Xorplus# show protocols dhcp snooping
snooping {
disable: false

}

o d ® After the configuration is complete, run the run show dhcp snooping command to
view the DHCP snooping binding table.

admin@XorPlus# run show dhcp snooping
Total count: 1
MAC Address IP Address Port VLAN ID VLAN Interface

00:1d:09:fa:al:b4 192.168.1.10 ge-1/1/1 2

The VLAN Interface has value when DHCP relay is configured to the VLAN interface, otherwise the
value is null.

Configuring DHCP Relay and DHCP Snooping together after PicOS
2.9.2(including 2.9.2)

By configuring DHCP relay and DHCP snooping together for ARP snooping defense, about DHCP relay
configuration please refer to Configuring DHCP Relay after PicOS 2.9.2(including 2.9.2), about DHCP
snooping configuration please refer to Configuring DHCP Snooping after PicOS 2.9.2(including 2.9.2).
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If we configure the DHCP relay and DHCP snooping together, the mapping table of DHCP snooping will
be synchronized to ARP inspection table to validate ARP packets in a network, please refer to Dynamic
ARP Inspection for detail of ARP inspection table .

Configuration example

Networking Requirements

®* The IP address of the ge-1/1/1 interface of Pica8 Switch is 100.1.1.1/24 and belongs to VLAN
100, and enable DHCP relay function on VLAN 100.

®* The IP address of the ge-1/1/2 interface of Pica8 Switch is 200.1.1.1/24 and belongs to VLAN
200, and configure the interface as the DHCP snooping trusted interface.

®* Enable DHCP snooping on VLAN 100.
®* The IP address of DHCP server is 200.1.1.10.

DHCP Server

200.1.1.10
ge-1/172
200.1.1.1:24
VLAN2H

e g
Pica8 Switch .~ -

DHCP Relay -y

100.1.1.1/24
VLANI100

=

DHCP Client

Procedure
Step 1. Configure VLAN.

admin@ XorPlust#set vlans vlan-id 100

admin@ XorPlus#set vlans vlan-id 200

admin@XorPlus#set interface gigabit-ethernet ge-1/1/1 family ethernet-switching native-vlan-id 100
admin@XorPlus#set interface gigabit-ethernet ge-1/1/2 family ethernet-switching native-vlan-id 200
admin@XorPlus#set vlan-interface interface vlan-100 vif vlan-100 address 100.1.1.1 prefix-length 24
admin@ XorPlus#set vlan-interface interface vlan-200 vif vlan-200 address 200.1.1.1 prefix-length 24
admin@ XorPlus#set vlans vlan-id 100 I3-interface vlan-100

admin@ XorPlust#set vlans vlan-id 200 I3-interface vlan-200
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Step 2. Enable DHCP relay on VLAN 100.

admin@ XorPlust#set protocols dhcp relay vlan-interface vlan-100 disable false

Step 3. Configure the IP address of DHCP server as 200.1.1.10.

admin@ XorPlus#set protocols dhcp relay vlan-interface vlan-100 dhcp-server-addressl 200.1.1.10
Step 4. Enable DHCP snooping on VLAN 100.

admin@XorPlus#set protocols dhcp snooping vlian 100

"I\'IT:ZT\EI._AN that enabling DHCP snooping needs to be configured as the VLAN to which the interface connected to the host.
Step 5. Configure the interface ge-1/1/2 as DHCP snooping trusted interface.
admin@XorPlus#set protocols dhcp snooping port ge-1/1/2 trust true

Step 6. Commit the configuration.

admin@ XorPlus# commit

Step 7. Verify the configuration.

° ° ® After the configuration is complete, run the show protocols dhcp command to view
the configuration.

admin@ Xorplus# show protocols dhcp
relay {
vlan-interface vlan-100 {

dhcp-server-address1: 200.1.1.10

}

}

shooping {
disable: false

}

* ° ® After the configuration is complete, run the run show dhcp snooping command to
view the infomation of DHCP snooping binding table.

admin@XorPlus# run show dhcp snooping
Total count: 1
MAC Address IP Address Port VLAN ID VLAN Interface

00:1d:09:fa:al:b4 100.1.1.11 ge-1/1/1 100 vlan-100

Configuring a User Account

There are two types of user accounts: super-user and read-only. The newly created user account, by
default, is read-only.
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Creating a User Class and Password

adm n@Xor Pl us# set system | ogin user ychen authentication plain-text-password pica8
adm n@Xor Pl us#set system | ogi n user ychen cl ass super-user

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us#

Configuring a T elnet Announcement

adm n@Xor Pl us# set system | ogi n announcenent "wel cone the switch-1101"

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.
Commit OK.

Save done.

adm n@Xor Pl us#

PicOS supports Authentication/Authorization/Accounting (AAA). Once authenticated by the AAA server
(referred to as "admin" in our guide), user can configure the switch. PicOS supports TACACS+ and
RADIUS protocols. RADIUS supports only two levels: read-only and super-user.

Configure the local switch and server as shown below:

Configuring AAA in the Switch

Configure the tacacs enable:

di sabl e fal se

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
Commit OK.

Save done.

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#

set system aaa
set system aaa
set system aaa
conm t

set system aaa
set system aaa
conm t

Configure the radius enable:

tacacs- pl us
tacacs- pl us
tacacs- pl us

tacacs- pl us
tacacs- pl us

key pica8
server-ip 10.10.53. 53

aut hori zation true
accounting true
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adm n@Xor Pl us# set system aaa radi us authorization disable fal se
adm n@Xor Pl us# set system aaa radi us authorization server-ip 10.10.50.41 shared- key

testingl23

adm n@Xor Pl us# conmi t

Mer gi ng the configuration.
Commt OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set system aaa radi us accounting di sabl e fal se
adm n@Xor Pl us# set system aaa radi us accounting server-ip 10.10.50.41 shared-key testingl23

adm n@Xor Pl us# conmi t

Mer gi ng the configuration.
Commt OK

Save done.

Xor Pl us#

Displaying AAA information

adm n@Xor Pl us# show system aaa tacacs-pl us
Wai ting for building configuration.
aut hori zation: true

accounting: true

server-ip 10.10.53.53

key: "pica8"

Xor Pl us# show system aaa radi us
Bui | di ng the configuration.

aut hori zati on {

di sabl e: false

server-ip 10.10.50. 41 {

shar ed- key: "testingl23"

}

}

accounting {

di sabl e: false

server-ip 10.10.50. 41 {

shar ed- key: "testingl23"

}

}
adm n@Xor Pl us#

Configuring the AAA Server

Configure the AAA server configuration file as follows:

Tacacs server configuration:
key = pica8
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1. Accounting File
accounting file = /var/tmp/acctfile
default authentication = file /etc/passwd
user = admin {
member = admins
}
group = admins {
global = cleartext "password"
service = exec {
default attribute = permit

}
}

user = operator {

global = cleartext "operator"
service = exec {

default attribute = permit

}
}

user = ychen {

global = cleartext "ychen"
member = admins
service = exec {

default attribute = permit

}

}
Add "/

68



PicOS Routing and Switching Configuration Guide

usr/share/freeradius/dictionary.pica8" to radius server before the configuration.
Radius server configuration:

operator Cleartext-Password := "testing"

Service-Type = Framed-User,

Framed-Protocol = PPP,

Framed-IP-Address = 172.16.3.33,

Framed-IP-Netmask = 255.255.255.0,

Framed-Routing = Broadcast-Listen,

Framed-Filter-1d = "std.ppp",

Framed-MTU = 1500,

Framed-Compression = Van-Jacobsen-TCP-IP,

Class = "read-only"

ychen Cleartext-Password := "testing"

Service-Type = Framed-User,

Framed-Protocol = PPP,

Framed-IP-Address = 172.16.3.33,

Framed-IP-Netmask = 255.255.255.0,

Framed-Routing = Broadcast-Listen,

Framed-Filter-Id = "std.ppp",

Framed-MTU = 1500,

Framed-Compression = Van-Jacobsen-TCP-IP,

Class = "super-user"

Following the configuration above, the admin or operator can access the switch via telnet or SSH.
Any valid CLI commands executed by the admin or operator will be recorded to the specified
accounting file. In our example above, the accounting file is/var/tmp/acctfile.

Configuring the Local Log-in

adm n@Xor Pl us# set system aaa | ocal disable true
adm n@Xor Pl us# conmi t

Commit OK

Save done.

In the configuration above, user cannot log in to the switch with a local account.

Configuring SSH and Telnet Parameters

Configuring the SSH Connection Limit

adm n@Xor Pl us# set system services ssh protocol -version v2
adm n@Xor Pl us# set system services ssh connection-limt 5
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
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Disabling Telnet Service

adm n@Xor Pl us# set system services telnet disable true
adm n@Xor Pl us# conmi t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Enabling and Disabling Inband Service

By default, SSH and telnet with inband interfaces are disabled. You can enable inband services by
entering the command below.

adm n@Xor Pl us# set system i nband enabl e true
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configure the ACL to control whether remote hosts within specified sub-networks are allowed to log in to
the system. In our example, remote hosts from both sub-networks that we configured may log in.

adm n@Xor Pl us# set system | ogi n-acl network 192.168. 1.0/ 24
adm n@Xor Pl us# set system | ogi n-acl network 192.168. 100. 100/ 32
adm n@Xor Pl us#

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the NTP Server IP Address

The L2/L3 switch synchronizes with the NTP server only when the configuration commands are
committed using the commit command. User can change the NTP server's IP address, as shown below.

adm n@Xor Pl us# set system ntp-server-ip 192.168. 10. 100
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
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Configuring the Time Zone

Configure the time zone as follows (The time zone configured below is Pacific/Kosrae).

adm n@Xor Pl us# set systemti nmezone Pacific/ Kosrae
adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK.

Save done.

adm n@Xor Pl us#

Configuring the S ystem Clock

adm n@Xor Pl us> set date 2012. 01.01-23:59
Sun Jan 1 23:59: 00 UTC 2012
adm n@Xor Pl us>

The clock will be set in the hardware.

® Principle
® Introduction to PTP
® Basic Concepts

* Delay Request-Response Mechanism

Product Support

PTP Configuration
® Procedure

® Configuration Example

Principle

(D The PicOS supports PTP function since 2.9.2.

Introduction to PTP

On a modern communication network, most telecommunications services require that the frequency
offset or time difference between devices is within an acceptable range. To meet this requirement,
network clock synchronization must be implemented.

Network clock synchronization includes phase synchronization and frequency synchronization.

Phase synchronization
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Phase synchronization, also called time synchronization, refers to the consistency of both frequencies
and phases between signals. That is to say, the phase difference between signals is always 0.

Frequency synchronization

Frequency synchronization refers to constant phase difference between signals. It ensures that signals
are sent or received at the same rate at a moment so that all devices on the communication network
operate at the same rate.

Figure 1 Difference between phase synchronization and frequency synchronization

Phase synchronization
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PTP (Precision Time Protocol) is a time synchronization protocol, which is not only used for
high-precision time synchronization between devices, but can also be used to synchronize the frequency
between devices. Compared to the existing time synchronization mechanism, PTP has the following
advantages:

® Compared to NTP (Network Time Protocol), PTP can meet the more accurate time
synchronization requirements, NTP generally can only achieve sub-second time synchronization
accuracy, and PTP can reach sub-microsecond.

®* Compared to GPS (Global Positioning System), PTP has lower construction and maintenance
costs, and because it can get rid of the dependence on GPS, it has special meaning in national
security.

Basic Concepts

PTP domain
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A PTP domain is a logical grouping of clocks that synchronize to each other using the protocol IEEE
1588v2, but that are not necessarily synchronized to clocks in another domain. Each PTP domain is an
independent PTP clock synchronization system and has only one clock source.

Clock node
Clock nodes are nodes in a PTP domain. PTP defines the following types of clock nodes:

® Ordinary clock (OC) device: provides only one physical port to participate in time synchronization
in a PTP domain. An OC device uses this port to synchronize time with an upstream device or
send time to a downstream device.

® Boundary clock (BC) device: provides two or more physical ports to participate in time
synchronization in a PTP domain. One port synchronizes time with an upstream device, and the
others send the time to downstream devices. A clock node is also a BC device if it functions as
the clock source and sends time to downstream devices through multiple PTP ports.

®* Transparent clock (TC) device: forwards PTP messages between its PTP ports and measures the
link delay of the messages. Different from an OC device and a BC device, a TC device does not
synchronize time with other devices through ports.

® E2ETC (End-to-End Transparent Clock): forwards packets of non-P2P (non-Peer-to-Peer)
types directly on the network and participates in the calculation of the entire link Time.

E2ETC calculate the residence time of the device, which is the time it takes the event message from
ingress port to egress port, then add the calculated residence time to the correctionfield of the event

message.
° ® P2PTC (Peer-to-Peer Transparent Clock): forwards only Sync messages, Follow_Up
messages and Announce messages, and terminates other PTP packets, and participates
in the calculation the delay of each link on the entire link.
PTP port

A PTP port is a port running PTP. PTP ports are classified into the following types based on roles:

® Master port: The port is the source of time on the path served by the port, located on a BC or OC
device.

® Slave port: The port synchronizes to the device on the path with the port that is in the MASTER
state, located on a BC or OC device.

® Passive port: The port is not the master on the path nor does it synchronize to a master. It is an
idle port on a BC device and does not receive or send synchronization clock signals.

Master-slave hierarchy

Nodes in a PTP domain establish the master-slave hierarchy for clock synchronization. Master nodes
send synchronization clock signals, while slave nodes receive synchronization clock signals. A device
may receive synchronization clock signals from an upstream node and then send the synchronization
clock signals to a downstream device.

If two clock nodes synchronize time with each other:

®* The node that sends synchronization clock signals is the master node, and the node that receives
synchronization clock signals is the slave node.
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® The clock on the master node is the master clock, and the clock on the slave node is the slave
clock.

®* The port that sends synchronization clock signals is the master port, and the port that receives
synchronization clock signals is the slave port.

Grandmaster clock

All clock nodes in a PTP domain are organized into the master-slave hierarchy. The grandmaster clock
(GMC) is at the top of the hierarchy and is the reference clock in the PTP domain. Clock nodes
exchange PTP messages to synchronize the time of the GMC to the entire PTP domain. Therefore, the
GMC is also called the clock source. The GMC can be statically configured or dynamically elected
through the best master clock (BMC) algorithm.

PTP message

Nodes exchange PTP messages to establish the master-slave hierarchy and implement time and
frequency synchronization. PTP messages are classified into event messages and general messages
depending on timestamps:

®* Event message: is tagged with a timestamp when reaching or leaving a port. PTP devices
calculate the link delay based on the timestamps carried in event messages. Event messages
include Sync, Delay_Req, Pdelay_Req, and Pdelay_Resp messages.

® General message: is used to establish master-slave hierarchy, and to request and send time
information. General messages are not tagged with timestamps. General messages include
Announce, Follow_Up, Delay_ Resp, Pdelay_Resp_Follow_Up, Management, and Signaling
messages.

NOTE
Currently, devices supports only E2ETC function, and uses Sync, Delay_Req and Delay_Resp PTP messages.

Delay Request-Response Mechanism

Figure 2 shows the process of calculating the average link delay and time offset between the master and
slave devices using the E2E mechanism.

Figure 2 Delay request-response mechanism
Master clock Slave clock

3 =
~

J";H

Timestamps
known by slave

2

1, 2

t1, 2, t3

i, 2, t3, t4

74



PicOS Routing and Switching Configuration Guide

1. The master sends a Sync message to the slave and notes the time t1 at which it was sent.
2. The slave receives the Sync message and notes the time of reception t2.

3. The master conveys to the slave the timestamp t1 by:
a) Embedding the timestamp t1 in the Sync message. This requires some sort of hardware
processing for highest accuracy and precision.
b) Embedding the timestamp t1 in a Follow_Up message.

4. The slave sends a Delay Req message to the master and notes the time t3 at which it was sent.

5. The master receives the Delay Req message and notes the time of reception t4.

The master conveys to the slave the timestamp t4 by embedding it in a Delay Resp message.

By exchanging messages with the master device, the slave device obtains t1, t2, t3, and t4, and
calculates the average link delay and time offset between the master and slave devices. Then the slave
device can adjust the local time according to the calculated time offset to synchronize with the master
device. The formulas for calculating the link delay and time offset are as follows:

Average link delay = [(t4- t1) - (t3- t2)]/2
Offset = [(t2- t1) + (13- t4)]/2

Product Support

The table below shows the model and the corresponding switch ASIC that support the PTP function,
others do not support.

Switch ASIC Model
Helix4 BCM56342 as4610-30t
as4610_30p

BCM56340 as4610_54t

as4610_54p

Trident2 BCM56850 pronto5101

pronto5401

as6701-32x

as6712-32x

BCM56854 pronto5101

as5712-54x

s4048

arctica4806xp

Trident2Plus BCM56864 as5812-54t

asb5812-54x
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Tomahawk BCM56960 dcs7032q28
29100
as7312

as7712-32x

PTP Configuration

Configure the device interface as the E2ETC node type, enable the PTP function on the interface, and
implement the device to forward the PTP packets directly.

Procedure

Step 1. Configure the device interface as the E2ZETC node type, enable the PTP function on the
interface.

set interface gigabit-ethernet <port> ptp mode {e2etransparent | none}

By default, PTP is disabled on an interface.

NOTE
® The PTP function can only be configured on the physical interface.

® Onthe TC device, PTP must be enabled on all the interfaces that receive and send PTP messages. Otherwise, the PTP function will
work inproperly.

Configuration Example

Procedure

Step 1. Configure the port te-1/1/25 that receiving PTP messages and the port te-1/1/26 that sends PTP
packets as E2ETC node.

admin@ Xorplus#set interface gigabit-ethernet te-1/1/25 ptp mode e2etransparent
admin@Xorplus#set interface gigabit-ethernet te-1/1/26 ptp mode e2etransparent
Step 2. Verify the configuration.

After the configuration is complete, run the run show interface detail command to view the
configuration of PTP.
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adm n@Xor pl us# run show i nterface gi gabit-ethernet te-1/1/25 detail

Physi cal interface: te-1/1/25, Enabled, error-discard Fal se, Physical |link is Down
Interface index: 25, Mac Learning Enabl ed
Descri ption:

Li nk-1evel type: Ethernet, MIU. 1514, Speed: Auto, Duplex: Full
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps |Internal: 0x0
Interface rate limt ingress:0, egress:0
Preci sion Tinme Protocol npde: e2etransparent
Current address: 48:6e:73:01: 00: 61, Hardware address: 48:6e: 73:01: 00: 61
Traffic statistics:
5 sec input rate 0 bits/sec, 0 packets/sec
5 sec output rate O bits/sec, 0 packets/sec
- Mor e-

PicOS is a Linux distribution with Pica8 tools for Routing, Switching, and OpenFlow. As such, PicOS can
be configured directly from the Linux shell.

But sometimes, operators would like to be sure the CLI configuration completely reflects the state of the
system. It can be useful if the same parameter can be configured in the CLI, or in Linux at the same
time. A good example of such parameters would be the IP address of the system or its default gateway.

In the PicOS CLI configuration, all of those parameters have been gathered under the system hierarchy.
It is then the choice of the operator to choose either the CLI or Linux shell to configure the system
parameters.

A new knob has been added for control, in case the CLI configuration should override the Linux
configuration.

By default, the CLI configuration does NOT override the Linux system configuration.

1 When the linux-config-unreliable knob is modified, please commit it first, then set other system settings.
Do not commit the linux-config-unreliable and system delta at the same time.

You can choose bash control or xorp control. As shown below:

Xorp Control

adm n@Xor Pl us# set system | i nux-config-unreliable true
adm n@Xor Pl us# conm t
Commit OK
Save done.
adm n@Xor Pl us# show syst em
| i nux-config-unreliable: true
servi ces {
tel net {
di sabl e: false
}
}

| og-1evel: "trace"
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Bash Control

adm n@Xor Pl us# set system | inux-config-unreliable false
adm n@Xor Pl us# conm t
Commit OK
Save done.
adm n@Xor Pl us# show syst em
| i nux-config-unreliable: false
| og-1evel: "trace"

If user chooses bash control, the system settings should be set in bash, not from xorp. Otherwise, the
system command should be set in xorp.

adm n@Xor Pl us# show system
| i nux-config-unreliable: false
| og-1evel: "trace"
adm n@Xor Pl us# set system hostnane pi ca8
adm n@Xor Pl us# conmi t
The systemis managed by |i nux
Commit failed.
adm n@Xor Pl us#

1 The following system commands should always be set in PicOS, even when system is under bash control:
system aaa tacacs-plus
system log-level

(D When changing the system control straight from xorp control to bash control, the xorp configurations related to
system will be removed from the configuration tree automatically. When changing from Bash control to xorp
control, the configuration related to the system will be read and added into the xorp configuration tree
automatically.

system log-facility

By default, IPFIX is disabled. You can enable IPFIX and configure its parameters, as shown below.
Make sure the switch can connect to the IPFIX collector server correctly.

adm n@Xor Pl us# set protocols ipfix collector 192.168.2.10 udp-port 9999
adm n@Xor Pl us# set protocols ipfix interfaces ingress ge-1/1/1

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
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Globally Enabling sFlow

By default, sFlow is disabled. User can enable sFlow and configure the parameters, verify that the switch
can connect to the sFlow collector server, and configure the sFlow agent-id and source-address at the
same time that sFlow is enabled.

adm n@Xor Pl us# set protocols sflow disable false

adm n@Xor Pl us# set protocols sflow agent-id 10.10.50. 248

adm n@Xor Pl us# set protocols sflow source-address 10. 10.50. 248
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring sFlow Parameters

User can configure global parameters for sFlow, including agent-id, collector IP, polling-interval,
sampling-rate, and source-address.

adm n@Xor Pl us# set protocols sflow agent-id 10.10.50. 248

adm n@Xor Pl us# set protocols sflow collector 10.10.50.221 udp-port 6343
adm n@Xor Pl us# set protocols sflow polling-interval 30

adm n@Xor Pl us# set protocols sflow sanpling-rate ingress 2000
adm n@Xor Pl us# set protocols sflow sanpling-rate egress 2000
adm n@Xor Pl us# set protocols sflow header-len 128

adm n@Xor Pl us# set protocols sflow source-address 10. 10.50. 248
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# run show sfl ow

sFl ow : Enabl ed

Agent |1 D : 10.10.50. 248

Sour ce Address : 10.10.50. 248

Sanpl e rate ingress: 1:2000

Sanpl e rate egress : 1:2000

Polling interval : 30 seconds

Header Length : 128

adm n@Xor Pl us#

adm n@Xor Pl us# run show sfl ow col | ect or

Col | ector address UDP-port No of Sanples

10. 10. 50. 221 6343 5336

adm n@Xor Pl us#

Configuring sFlow on a Specific Interface

User can configure sFlow parameters on a specific interface but needs to enable sflow protocols on
global first.
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adm n@Xor Pl us# set protocols sflow interface ge-1/1/1 ?
Possi bl e conpl eti ons:

<[Enter] > Execute this comrand

di sabl e Di sabl e sflow on all interfaces by default

header -1 en The Length of sanpl ed packet in bytes, 64 by default

pol I i ng-i nt erval How of ten the sflow agent polls the interface in seconds,
30 by default

sanpling-rate The rate at which packets nust be sanpl ed, 2000 by default

adm n@Xor Pl us# set protocols sflow interface ge-1/1/1 disable false
adm n@Xor Pl us# set protocols sflow interface ge-1/1/1 header-len 128
adm n@Xor Pl us# set protocols sflow interface ge-1/1/1 polling-interval 10

adm n@Xor Pl us# set protocols sflow interface ge-1/1/1 sanpling-rate ingress 1000
adm n@Xor Pl us# conmi t

In the current version, sFlow samples only the ingress traffic of each interface. User can monitor the
traffic with sFlow Trend.
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1 User needs to enable sFlow on global and on the port so that it can sample flow and counters. If sFlow is only

enabled on global, it will only see the port count.

Configuring SNMPv2

Configuring SNMPv2 Parameters

By default, SNMP is disabled. You can enable SNMP and configure its parameters (e.g. community,
contact, location).
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adm n@Xor Pl us# set protocols snnp comunity Pica8-data-center

adm n@Xor Pl us# set protocols snnp comunity Pica8-data-center authorization read-only
adm n@Xor Pl us# set protocols snnp contact support @i ca8.com

adm n@Xor Pl us# set protocols snnp | ocation Beijing

adm n@Xor Pl us# set protocols snnp trap-group targets 10.10.1.1 security-nane
Pi ca8- dat a- cent er

adm n@Xor Pl us# set protocols snnp trap-group version v2

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

In version 2.8.1,security-name has to be configured for trap-group targets
whichever the version is .

Configuring an SNMP ACL

By default, all hosts can snmpwalk the information of the switch. Configure an SNMP ACL to control
which hosts within the subnetwork can snmpwalk the switch.

adm n@Xor Pl us# set system snnp-acl network 1.1.1.0/24
adm n@Xor Pl us# set system snmp-acl network 2.2.2.0/24
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring SNMPset

User can use "snmpset" (OID1.3.6.1.4.1.35098.2.0.0) to load a configuration and can use "snmpset"
(OID 1.3.6.1.4.1.35098.2.1.0) to delete or load a configuration. However, only set and delete commands
can be included in the command batch (which is OID 1.3.6.1.4.1.35098.2.1.0). Other commands are
invalid and ignored. Note that clearing a dependent configuration is not allowed.

adm n@Xor Pl us# set protocols snnp conmunity private authorization read-wite
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

Using snmpset to load a filter configuration:

root @ev: ~# snnpset -v 2c -c private |P .1.3.6.1.4.1.35098.2.0.0 s
"tftp:1.1.5.1:/pica8/acl.conf"
is0.3.6.1.4.1.35098.2.0.0 = STRING "tftp:1.1.5.1:/pica8/acl.conf"

Using snmpset to delete a filter configuration:
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root @ev: ~# snnpset -v 2c -c private |P .1.3.6.1.4.1.35098.2.1.0 s
"tftp:1.1.5.1:/pica8/del ete-acl.conf"
is0.3.6.1.4.1.35098.2.0.0 = STRING "tftp:1.1.5.1:/pica8/del ete-acl.conf"

Configuring the Syslog Level

Our system has five syslog levels. Listed in order of most fatal to least fatal, the levels are: Fatal, Error,
Warning, Info, and Trace. By default, the system is set to the Warning level. You can, of course, change
the log level.

In the example below, the system logs messages from Info, Warning, Error, and Fatal levels since the
system syslog level is set to Info.

adm n@Xor Pl us# set system | og-level info

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

You can display the | og nessages on the console screen by entering the foll owi ng command:
adm n@Xor Pl us# exit

adm n@Xor Pl us> sysl og nmoni tor on

If the switch's syslog level is Trace, the trace options of the nodul es shoul d be turned
on, as illustrated bel ow. You can also turn on the OSPF trace options for debuggi ng.

adm n@Xor Pl us# set protocols ospf4 traceoptions flag all disable fal se

adm n@Xor Pl us# set system | og-level trace

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# exit

adm n@Xor Pl us> sysl og nmonitor on

Configuring the SNMP Logging Facility

In accordance with the syslog standard, the logging facility can be configured as [0, 7].

adm n@Xor Pl us# set systemlog-facility O

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#

Oct 17 15:22:42 XorPlus |ocal 0.warn : admin | ogined the switch
Oct 17 15:22:50 XorPlus | ocal 0. warn pi ca_sh: Tacacs send acct body send failed: wote -1 of
127: Connection refused

adm n@Xor Pl us# set systemlog-facility 2

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#
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Oct 17 15:22:42 XorPlus local2.warn : admin logined the switch

Configuring the Syslog Disk and Syslog Host

Configuring the Syslog Host

After you configure the syslog server IP address, the log files will be sent to the syslog server.

adm n@Xor Pl us# set system syslog server-ip 192.168.1.1 ?
Possi bl e conpl eti ons:

<[Enter] > Execute this comrand
por t Renot e sysl og server port
pr ot ocol Renot e sysl og server protocol

adm n@Xor Pl us# set system syslog server-ip 192.168.1.1 protocol tcp
adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us#

1 Configuration of nodes "system syslog host", "system syslog port-number”, and "system syslog port-protocol" have been
deprecated in version 2.4.

Configuring Syslog for Local Storage

You can configure syslog messages to be stored in RAM or in a local SD card.

Xor Pl us# set system syslog |local-file disk
Xor Pl us# conm t

Waiting for merging configuration.

Commit OK.

Save done.

Xor Pl us#

Xor Pl us# set system syslog local-file ram
Xor Pl us# conm t

Waiting for merging configuration.

Commit OK.

Save done.

Xor Pl us#

Displaying System Information

User can display a system's information, including fan, power supply unit, and serial number information.
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Displaying the System Fan

adm n@Xor Pl us>show system f an

Sensor Tenper at ur e:

Sensor 1 Tenperature : 42 Centigrade
Sensor 2 Tenperature : 39 Centigrade
Sensor 3 Tenperature : 46 Centigrade
Sensor 4 Tenperature : 33 Centigrade

Fan St at us:

Fan 1 speed = 12529 RPM PW = 79
Fan 2 speed = 12413 RPM PWM = 79
Fan 3 speed = 12300 RPM PW = 79

Displaying the System Power Supply Unit

adm n@Xor Pl us> show system rpsu
RPSU 1:

TEMPERATURE 1 : N A

RPSU 2:

TEMPERATURE 1 : 38.00 Centi grade
TEMPERATURE 2 : 40.00 Centi grade
FAN _SPEED : 10784.0 RPM

FAN PWM : 60

Displaying the System Serial Number

adm n@Xor Pl us> show system seri al - nunber
Mot her Board Serial Nunber : QTFCXI 2460009
RPSU 1 Serial Number : NA

RPSU 2 Serial Nunmber : 601G10103C370ZG
SFP te-1/1/49 :

Vendor Nane : Pl CA8

Serial Nunmber : 78613B10987

Modul e Type : SR/ 850nm

Cabl e Length : 80m

SFP te-1/1/50 :

Vendor Name : JESS- LI NK

Serial Nunber : 12344D0001

Cabl e Length : 5m

SFP te-1/1/51 :

Vendor Nane : DELTA

Serial Nunmber : 084109000017

Modul e Type : SR/ 850nm

Cabl e Length : 80m

SFP te-1/1/52 :

Vendor Name : JESS- LI NK

Serial Nunber : 12344D0002

Cabl e Length : 5m

Displaying Additional System Information

adm n@Xor Pl us# run show system t enperat ure
Tenperature: 39 C /102F
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adm n@Xor Pl us#

adm n@Xor Pl us# run show system upti me
01:21:33 up 50 min, |oad average: 0.04, 0.06, 0.07
adm n@Xor Pl us#

adm n@Xor Pl us# run show syst em cpu-usage

Cpu usage: 15%

adm n@Xor Pl us#

adm n@Xor Pl us# run show system date

Mon Jan 13 18:11:04 UTC 2014

adm n@Xor Pl us#

adm n@Xor Pl us# run show syst em nmenory-usage
total used free shared buffers cached

Mem 515808 185468 330340 0 10320 68312

-/ + buffers/cache: 106836 408972

Swap: 0 0 O

adm n@Xor Pl us#

adm n@Xor Pl us# run show syst em name

adm n@Xor Pl us

adm n@Xor Pl us#

adm n@Xor Pl us# run show syst em nt p- st at us

Pl ease start the ntp server first!

adm n@Xor Pl us#

adm n@Xor Pl us# run show syst em os

Li nux XorPlus 2.6.27 #1 Thu Feb 13 00:42:23 CST 2014 ppc GNU Li nux
adm n@Xor Pl us# run show system processes bri ef
PID TTY STAT TI ME COMVAND

1 ? Ss 0:01 init [2]

2 ? S< 0:00 [kthreadd]

3 ? S< 0: 00 [ksoftirqd/0]
4 ? S< 0:00 [watchdog/ 0]
5 ? S< 0: 02 [events/O0]

6 ? S< 0: 00 [khel per]

48 ? S< 0: 00 [ kbl ockd/ 0]
55 ? S< 0: 00 [ata/O0]

56 ? S< 0:00 [ata_aux]
58 ? S< 0:00 [kseri od]
99 ? S 0: 00 [ pdfl ush]
101 ? S< 0: 00 [ kswapdO]
147 ? S< 0:00 [aio/0]
156 ? S< 0:00 [nfsiod]
831 ? S< 0:00 [ftld]

853 ? S< 0:00 [rpciod/0]
857 ? S< 0: 00 [Kkjournal d]
2222 ? S 0: 00 [ pdfl ush]

2356 ? Ss 0:00 /usr/sbin/cron -L O

2387 ? Ss 0:00 /usr/sbin/xinetd -pidfile /var/run/xinetd.pid -stayalive -inetd_conpat
-inetd_i pv6

2501 ? S 0: 03 pica_cardngr

2503 ? S 0:59 pica_sif

2649 ? S 0:05 pica_l acp

2664 ? Ss 0: 00 dhclient -pf /run/dhclient.ethO.pid -If /var/lib/dhcp/dhclient.ethO0.|eases
et hO

2666 ? S| 18: 06 pica_l cngr

2672 ? S 0: 04 pica_login

3166 ? SI 0: 00 /usr/sbin/rsyslogd -c5

3457 ? S 0: 35 pica_nstp

3462 ? S 0: 02 xorp_policy

3464 ? Ss 1:03 /pical/bin/xorp_rtrmgr -d -L localO0.info -P /var/run/xorp_rtrngr.pid
3500 ttyl Ss+ 0: 00 /sbin/getty 38400 ttyl

3507 tty2 Ss+ 0: 00 /sbin/getty 38400 tty2

3508 tty3 Ss+ 0: 00 /sbhin/getty 38400 tty3

3761 ttySO Ss+ 0:00 /shin/getty -s -L ttySO 115200 ans
4050 ? S 0:57 ovs-vsw tchd

4422 ? Ss 0:00 in.telnetd: 10.10.50.16

4423 pts/0 Ss 0:00 login -h 10.10.50.16 -p

4424 pts/0 S+ 0: 00 -bash

4434 pts/0 S+ 0: 03 /picalbin/pica_sh

6451 ? Ss 0:00 in.telnetd: 10.10.50.18

6452 pts/1 Ss 0:00 login -h 10.10.50.18 -p

6460 pts/1 S+ 0: 00 -bash
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6469 pts/1 R+ 0: 03 /picalbin/pica_sh

15113 pts/1 R 0: 00 ps a

adm n@Xor Pl us# run show systemrol | back ?
Possi bl e conpl eti ons:

conpare Show the difference between tow roll ed back configurations
file Show roll ed back configuration file

list Show rolled back file |ist

adm n@Xor Pl us# run show systemrol | back conpare to 02
3c3

< /Last commit : Mon Jan 13 14:13: 01 2014 by admi n/
> [Last commit : Mon Jan 13 14:11: 54 2014 by admi n/
83, 86d82

< crossfl ow {

< enable: true

< local -control: true

<}

95, 98d90

< crossfl ow {

< enable: true

< local -control: true

<}

510, 514d501

controller 1 {

protocol: "tcp"

address: 10.10. 50. 47

port: 6633

}

adm n@Xor Pl us#

adm n@Xor Pl us# run show systemrol | back file 02
/ XORP Configuration File, v1.0/

[* Copyright (C) 2009-2013 Pica8, Inc.*/

/Last conmit : Mon Jan 13 14: 11:54 2014 by admi n/
/PicCS Version : 2.2/

/ Ver si on Checksum 24226776f 6bc5622030e3b7959d612bf/
interface {

ecnp {

max- pat h: 4

hash- mappi ng {

field {

i ngress-interface {

di sabl e: true

}

vl an {

di sabl e: true

}

i p-protocol {

di sabl e: true

}

i p-source {

di sabl e: fal se

}

i p-destination {

di sabl e: fal se

}

port-source {

di sabl e: fal se

}

port-destination {

di sabl e: fal se

}

}

}

}

aggr egat e- bal anci ng {

N

<
<
<
<

adm n@Xor Pl us# run show systemrol | back |i st

-rwrwr-- 1 root xorp 23478 Jul 7 22:55 /picalconfig/pica.conf
-rwrwr-- 1 root xorp 23595 Jul 7 22:28 /picalconfig/pica.conf.01
-rwrwr-- 1 admin xorp 23595 Jul 7 22:27 /picalconfig/pica.conf.02
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-rwrwr-- 1 root xorp 23595 Jul 7 22:26 /picalconfig/pica.conf.03
adm n@Xor Pl us# run show system users

admn pts/0 Jan 13 14:19 (10.10.50. 16)

admn pts/1 Jan 13 15: 03 (10.10.50. 18)

adm n@Xor Pl us#

adm n@Xor Pl us# run show syst em cor e- dunps

total O

adm n@Xor Pl us#

adm n@Xor Pl us# run show syst em connecti ons

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State User |node

tcp 0 O 127.0.0. 1: 49152 0.0.0.0:* LI STEN O 6787
tcp 0 O 127.0.0. 1: 60833 0.0.0.0:* LISTEN O 5715
tcp 0 0 127.0.0.1:51714 0.0.0.0:* LISTEN 11 31043
tcp 0 O 127.0.0.1: 42179 0.0.0.0:* LISTEN O 6789
tcp 0 O 127.0.0. 1: 56484 0.0.0.0:* LISTEN O 5711
tcp 0 O 127.0.0.1: 51044 0.0.0.0:* LISTEN O 5705
tcp 0 O 127.0.0. 1: 40421 0.0.0.0:* LI STEN O 6764
tcp 0 O 127.0.0. 1: 56263 0.0.0.0:* LI STEN O 6822

adm n@Xor Pl us# run show syst em boot - messages

Copyright (c) 2009-2014 Pica8 Inc.

Al'l rights reserved.

Up time: 18:19:41

revision: 2.6.27

Usi ng MPC85xx CDS machi ne description

Mermory CAM mappi ng: CAMD=256My, CAML=256Mb, CAM2=0Mb resi dual : OM
Li nux version 2.6.27 (root @ev-16-new) (gcc version 4.2.2) #1 Thu Feb 13 00: 42: 23 CST 2014
Found | egacy serial port O for /soc8541@0000000/serial @500
mem=e0004500, taddr=e0004500, irqg=0, cl k=330000000, speed=0

Found | egacy serial port 1 for /soc8541@0000000/serial @600
mem=e0004600, taddr=e0004600, irqg=0, clk=330000000, speed=0

Execute the diagnostic command show tech_support to send information to Pica8 Technical Support
and receive a diagnostic report back.

Executing the Diagnostic Command

adm n@Xor Pl us> show t ech_support

Start......

Item 1: Display system version finished!

Item 2: Display systeminterface finished!

Item 3: Display systemconfiguration finished!

Item 4: Display systemconfig files finished!

Item 5: Display system process finished!

Item 6: Display system fdb table finished!

Item 7: Display systemfdb entries finished!

Item 8: Display system ospf neighbors finished!

Item 9: Display systemospf interfaces finished!

Item 10: Display systemroute table finished!

Item 11: Get error event froml og!

Item 12: Display system hard-route table finished!
Item 13: Display systemhard-route for host finished!
Item 14: Dispaly system spanning tree interfaces finished!
Item 15: Dispaly system spanning tree bridge finished!
Item 16: Display systemvlans table finished!

Item 17: Display systemvlan-interfaces finished!

Item 18: Display system core-dunp finished!

Item 19: Display systemuptinme finished!

Item 20: Display systemarp table finished!

The i nformati on has been stored in /tnp/ XorPl us-201307052220-t echSupport.| og, please
forward to support @i ca8. com

adm n@Xor Pl us>
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Flushing ARP and the Neighbor Table

You can manually flush the ARP entry and the IPv6 neighbor table.

Flushing the ARP Entry

adm n@Xor Pl us> flush arp all
adm n@Xor Pl us> flush arp ip-address 192.168.1.1

Rebooting the System

adm n@Xor Pl us>r equest system r eboot

U-Boot 1.3.0 (Apr 11 2011 - 10:41:10)

CPU. 8541, Version: 1.1, (0x80720011)

Core: E500, Version: 2.0, (0x80200020)

Cl ock Configuration:

CPU. 825 MHz, CCB: 330 MHz,

DDR: 165 MHz, LBC. 41 M1z

L1: D-cache 32 kB enabl ed

| -cache 32 kB enabl ed

I 2C. ready

DRAM Initializing

DDR. 512 MB

FLASH. 32 MB

L2 cache 256KB: enabl ed

Set et haddr MAC address = 60: eb: 69: d2: 9c: d8
In: serial

Cut: serial

Err: serial

Net: TSECO

| DE: Bus 0: OK

Devi ce 0: Model: TRANSCEND Firm 20091130 Ser#: 20100723 C4130E83
Type: Hard Di sk

Capacity: 1911.6 MB = 1.8 GB (3915072 x 512)

Displaying the Debugging Message

User can configure the debugging message in a current window.
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Syslog Monitor On

adm n@Xor Pl us> sysl og nmonitor on

Nov 21 2000 22:27:39 XorPlus local0.warn : [SIF]Interface ge-1/1/3, changed state to up
Nov 21 2000 22:27:41 XorPlus local 0.warn : root |ogined the switch

Nov 21 2000 22:41:18 XorPlus |ocal 0.info xinetd[1102]: START: tel net pid=7650
frome10. 10. 50. 16

Nov 21 2000 22:41:23 XorPlus aut hpriv.debug | ogi n[ 7651]: pam_uni x(| ogi n: account): account
adm n has password changed in future

Nov 21 2000 22:41:26 XorPlus local 0.warn : admin | ogined the swtch

Nov 21 2000 22:55:58 XorPlus |local 0.info xinetd[1102]: START: tel net pi d=8039
frome10. 10. 51. 16

Nov 21 2000 22:56: 01 XorPlus authpriv. debug | ogi n[ 8040]: pam_ uni x(| ogi n: account): account
root has password changed in future

Nov 21 2000 23:31: 13 XorPlus local 0.info xinetd[1102]: START: tel net pid=9028
frome10. 10. 50. 16

Nov 21 2000 23:31: 16 XorPlus authpriv.debug | ogi n[ 9029]: pam_ uni x(| ogi n: account): account
adm n has password changed in future

Nov 21 2000 23:31:21 XorPlus local 0.warn : admin | ogined the swtch

adm n@Xor Pl us>

User can view the list of system management commands supported by the Pica8 PicOS software here.

SNMP over IPv6

User can walk the SNMP model via IPv6 address.

Telnet/SSH over IPv6

User can log in to the switch via IPv6 address. (Static IPv6 address for a management port can be
configured.)

adm n@Xor Pl us# set system nanagenent - et hernet ethO i p-address ?
Possi bl e conpl eti ons:

<[ Enter]> Execute this conmand

| Pv4 | Pv4 address or negotiated via DHCP, e.g. 192.168.1.2/24 or dhcp
| Pv6 | Pv6 address or negotiated via DHCP, e.g. fecO::10/64 or dhcp
adm n@Xor Pl us# set system nanagenent - et hernet et hO ip-gateway ?
Possi bl e conpl eti ons:

<[ Enter]> Execute this conmand

| Pv4 Configure the |Pv4 gateway

| Pv6 Configure the |Pv6 gateway

Syslog over IPv6

User can send syslog via IPv6 address to remote server.
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adm n@Xor Pl us# set system syslog server-ip ?
Possi bl e conpl eti ons:

<lI Pv4> Renpve sysl og server

<I Pv6> Renbve sysl og server for |Pv6

NTP Client IPv6

User can synchronize the time via IPv6 address.

adm n@Xor Pl us# set system ntp-server-ip ?
Possi bl e conpl eti ons:

<I Pv4> Sync time with NTP server <IP>

<I Pv6> Sync tinme with NTP server <IPv6>

DNS Client IPv6

User can configure an IPv6 dns server IP address.

adm n@Xor Pl us# set system dns-server-ip ?
Possi bl e conpl eti ons:

<I Pv4> DNS server |P address <|P>

<I Pv6> DNS server |Pv6 address <| P>

DHCPv6 Client

PicOS supports dhcpv6 function.

Radius over IPv6

User can configure an IPv6 address for the radius server.

adm n@Xor Pl us# set system aaa radi us authorization server-ip ?
Possi bl e conpl eti ons:

<I Pv4> Radi us aut hori zation | Pv4 server address

<l Pv6> Radi us aut hori zation | Pv6 server address

PoE Configuration

PoE Configuration

PoE commands are only supported on PoE enabled devices. Currently, of the devices on our Hardware compatibility list, only
the AS4610-54P and the AS4610-30P are PoE enabled.
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Show Help Information

r oot @or Pl us$. / poe_t ool -help

Show Version Information

r oot @or Pl us$. / poe_tool -v

Key Words

Key words contain "-0, -p, -P". Meanings of these suffixes are as follows:

-0 refers to operation code (key). It is a hexadecimal number, such as 0x19.

-p refers to port number. Port numbers range from 0 to 48. When p is 0, all ports are referred to.

-P refers to parameters. Three is the maximum number of parameters. Multiple parameters should be
separated by semicolons. (e.g. pl:p2:p3).

PSE Function Enable
Key:0x00

The number of parameter is 1. The values range from 0 to 3.
0: disable pse

1: enable pse

2: force power

3: reserved

Configure enable pse for all ports:

r oot @or Pl us$. /poe_tool -0 0x00 -p 0 —P 1

Configure force power for port 1:

r oot @or Pl us$. /poe_tool -0 Ox00 -p 1 -P 2

Configure fail returns:

Port xx PSE function enable/disable/set force power failed

Configure success returns
Port xx PSE function enable/disable/set force power success

If user selects parameter 3, nothing is returned.
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Powerup Command
Key:0x01

The number of parameter is 1. The values range from O to 1.
Odisallow powerup
lallow powerup

Configure disallow powerup for all ports:

r oot @or Pl us$./poe_tool -0 0x01 -p 0 -P O

Configure allow powerup for port 32:

r oot @or Pl us$. /poe_tool -o 0x01 -p 32 -P 1
Configure fail returns:
Port xx set powerup/powerdown fail

Configure success returns
Port xx set powerup/powerdown success

Logical Port Map Enable

Key:0x02

The number of parameter is 1. The values range from O to 1.
Odisallow logical port map

lallow logical port map

Configure disallow logical port map:

r oot @or Pl us$. / poe_tool -0 0x02 -P 0O

Configure allow logical port map:

r oot @or Pl us$. / poe_tool -0 0x02 -P 1
Configure fail returns:
Enable/Disable logical port map fail

Configure success returns
Enable/Disable logical port map success
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Reset the Specified Port or Ports

Key:0x03

The number of parameter is 1. The values range from 0 to 1.
0: do not reset the port

1: reset the port

Configure reset port 1:

r oot @<or Pl us$. /poe_tool -0 0x03 -p 1 -P 1

Configure reset all ports:

r oot @or Pl us$. /poe_tool -0 0x03 -p 0 -P 1

Configure fail returns:
Reset port xx fail

Configure success returns
Reset port xx success

If user selects parameter 0, nothing is returned.

Reset the Error Statistics on Specified Ports

Key:0x05

The number of parameter is 1. The values range from O to 1.
0: don't reset the port error statistics

1: reset the port error statistics

Reset the error statistics on port 1:

r oot @or Pl us$./poe_tool -0 Ox05 -p 1 -P 1

Reset the error statistics on all ports:

r oot @or Pl us$. / poe_tool -o 0x05 -p 0 -P 1

Configure fail returns:
Port xx statistics reset fail

Configure success returns
Port xx statistics reset success

If user selects parameter 0, nothing is returned.
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Set the PSE Functionality on all Ports

Key:0x06

The number of parameter is 1. The values range from 0 to 3.
0: disable PSE functionality on all ports

1: enable PSE functionality on all ports

2: enable force power functionality on all ports

3: enable force power disconnect functionality on all ports

Configure enable PSE functionality on all ports:

r oot @or Pl us$. / poe_tool -0 0x06 -P 1

Configure fail returns:
Disable PSE functionality/Enable PSE functionality/Enable force power functionality/Enable force power
with disconnect functionality on all ports fail

Configure success returns
Disable PSE functionality/Enable PSE functionality/Enable force power functionality/Enable force power
with disconnect functionality on all ports success

Set the Default Maximum Allocated Power Parameters in High Power
Mode on all Ports in the POE Subsystem

Key:0x07

The number of parameters is 1. The values range from 0 to 3.
0: 22.5W

1. 26.5W

2:31.2wW

3:37W

Configure default maximum. Allocated power is 26.5W in high power mode on all ports in the PoE
subsystem.

r oot @or Pl us$. / poe_tool -0 0x07 -P 1

Configure fail returns:
Set default maximum allocated power on all ports fail

Configure success returns
Set default maximum allocated power on all ports success
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The Switch Port from Low Power Mode to High Power Mode

Key:0x08

The number of parameter is 1. The values range from 0 to 1.
0:switch the port from low power to high power

1:ignore

Configure all switch port from low power mode to high power mode.

r oot @or Pl us$. / poe_tool -o 0x08 -p 0 -P O

Configure fail returns:
set port xx to <high power mod> falil

Configure success returns
set port xx to <high power mod> success

If user selects parameter 1, nothing is returned.

Reset the Entire POE Subsystem

Key:0x09

The number of parameter is 1. The values range from 0 to 1.
0: ignore

1: reset the PoE subsystem

Configure reset the entire POE subsystem.

r oot @or Pl us$. / poe_tool -0 0x09 -P 1

Configure fail returns:
POE reset falil

Configure success returns
PoE reset success

Global System Parameters Configuration Command

Key:0x0a

The number of parameter is 3.

parameter 1: UVLO (Under Voltage Lock Out,the values should be bigger than 33,recommended to
choose 40)

parameter 2: 0-1 (O:disable double detection 1: enable double detection)

parameter 3: OVLO (Over Voltage Locked-out,the values should be bigger than 57,Recommended to
choose 60)
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Configure UVLO 40, enable double detection, OVLO 60.

r oot @or Pl us$. / poe_tool -o Ox0a -P 40:1: 60

Configure fail returns:
Global system parameters configuration: operation fail

Configure success returns
Global system parameters configuration: operation success

Configure Detection Type on Specified Ports

Key: 0x10

The number of parameter is 1. The values range from 0 to 6.
: no detection

: Legacy Capacitive Detection only

: IEEE 802.3af 4-Point Detection only

. IEEE 802.3af 4-Point followed by Legacy

: IEEE 802.3af 2-Point Detection

. IEEE 802.3af 2-Point followed by Legacy

: Reserved

o 00 W NP O

Configure no detection for all port:

r oot @<or Pl us$. /poe_tool -0 0x10 -p 0 -P O

Configure fail returns:
Port xx set detection type to <detection type> falil

Configure success returns:
Port xx set detection type to <detection type> success

Configure the Classify Type on Specific Ports

Key: Ox11

The number of parameters is 1. The values range from O to 1.
0: bypass classification

1: enable classification

Configure enable classification for all ports:

r oot @or Pl us$./poe_tool -0 Ox11 -p 0 -P 1
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Configure fail returns:
Port xx bypass/enable classification configuration fail

Configure success returns:
Port xx bypass/enable classification configuration success

Configure Auto Mode on Specific Ports

Key: 0x12

The number of parameter is 1. The values range from O to 1.
0: disable auto mode

1: enable auto mode

Configures auto mode on all ports:

r oot @or Pl us$./poe_tool -0 0x12 -p 0 -P 1

Configure fail returns:
Disable/enable port xx auto power-up mode fail

Configure success returns:
Disable/enable port xx auto power-up mode success

Configure Disconnect Type on Specific Ports

Key :0x13

The number of parameter is 1. The values range from 0 to 3.
0: None

1: AC Disconnect

2: DC Disconnect

3: DC Disconnect with delay

Configure DC Disconnect for all ports:

r oot @or Pl us$./poe_tool -o 0x13 -p 0 -P 2

Configure fail returns:
Port xx set disconnect type to <disconnect type> fail

Configure success returns:
Port xx set disconnect type to <disconnect type> success
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Configure Power Threshold Type on Specified Ports

Key:0x15

The number of parameter is 1. The values range from 0 to 2.
0: None

1: Class Based

2: User defined

Configure Class Based for all ports:

r oot @or Pl us$./poe_tool -o 0x15 -p 0 -P 1
Configure fail returns:
Port xx set power threshold type to <power threshold type> fail

Configure success returns:
Port xx set power threshold type to <power threshold type> success

Configure Max Threshold on Specific Ports

Key:0x16
The number of parameter is 1. The values should not be greater than 30.

Configure max threshhold 10 for port 1:

r oot @or Pl us$./poe_tool -0 0x16 -p 1 -P 10

Configure fail returns:
Port xx power threshold set to <max threshold> W fail

Configure success returns:
Port xx power threshold set to <max threshold> W success

Configure Power Management Mode

Key:0x17

The number of parameter is 1. The values range from 0 to 4.
0: None

1: Static Power Management with Port Priority

2: Dynamic Power Management with Port Priority

3: Static Power Management without Port Priority

4: Dynamic Power Management without Port Priorit

Configure Static Power Management with Port Priority:
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r oot @or Pl us$. / poe_tool -o 0x17 -P 1

Configure fail returns:
Set power management mod to <power management mode> fail

Configure success returns:
Set power management mod to <power management mode> success

Configure Power Supply Details for Each Combination of the MPSS
Pins

Key:0x18

The number of parameter is 3.

parameter 1. multi power source status pin combination,the values from 0 to 7.
parameter 2: total power. the values from 0 to 1600.

parameter 3: Guard band (recommend 10 percent of total power)

Configure power supply details for each combination of the mpss pins:

r oot @or Pl us$. / poe_tool -0 0x18 -P 0:100: 10

Configure fail returns:
Config power supply to PoE system fail

Configure success returns:
Config power supply to PoE system success

Configure Port Priority on Specific Ports

Key: Oxla

The number of parameter is 1. The values range from O to 3.
0: low

1: medium

2: high

3: critical

Configure critical priority for port 1:

r oot @or Pl us$./poe_tool -o Oxla -p 1 -P 3
Configure fail returns:
Port xx port priority configuration set to <port priority> fail

Configure success returns:
Port xx port priority configuration set to <port priority> success
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Configures Port Power Up Mode

Key: Ox1c
The number of parameter is 1. The values from 0 to 3.

0: IEEE 802.3af mode
1: high inrush mode
2: pre-IEEE 802.3at
3: IEEE 802.3at mode

Configure:

r oot @or Pl us$. / poe_tool -o Oxlc -p 0 -P O

Configure fail returns:
Port xx set power up mod fail

Configure success returns:
Port xx set power up mod success

Configure the Per Port Power Disconnect Mask

Key: Ox1le
The number of parameter is 1. The values range from O to 255.

Configure power disconnect mask 17 for all ports

r oot @or Pl us$. / poe_tool -o Oxle -p 0 -P 17

Configure fail returns:
Port xx power disconnect mask configuration fail

Configure success returns:
Port xx power disconnect mask configuration success

Acquire Port Status

Key: 0x21
The number of parameter is O.

Acquire port 1 status:

r oot @or Pl us$. /poe_tool -0 0x21 -p 1

Return port status
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Acquires the Total Power Allocated

Key: 0x23
The number of parameter is O.

Acquires the total power allocated:

r oot @or Pl us$. / poe_t ool -o 0x23

Return:
Total power allocated to the ports is xx W. Power available is xx W.

NETCONTF is a network configuration and management protocol based on XML.

NETCONF protocol uses XML for configuration data and protocol message encoding, using RPC and
Client/Server mechanism to update, install or delete the relevant part of the device configuration or all
the management information.

1 Now, we support <get>, <get-config> and <edit-config>

Enable NETCONF on switch:

adm n@Xor Pl us# set protocol s netconf
adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us#

Delete NETCONF configuration on switch:

adm n@Xor Pl us# del ete protocol s netconf
Del eti ng:
net conf {
}
(04
adm n@Xor Pl us# conmi t

Commit OK.
Save done.

YANG is a data modeling language used to model configuration and state data manipulated by
NETCONF.

You can find the YANG module file of different modules on your switch under the directory
"Ipica/bin/netconf/data-models".
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adm n@Xor Pl us$pwd
/ pi cal bi n/ net conf/ dat a- nodel s

adm n@Xor Pl us$

adm n@Xor Pl us$l s -1t
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SrwWr--r-- 1
SrwWr--r-- 1
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SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1
SrwWr--r-- 1

r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot

Xor p
Xor p
Xor p
Xor p
XOr p
Xor p
Xor p
Xor p
XOr p
Xor p
Xor p
Xor p
Xor p
XOr p
Xor p
Xor p
Xor p
Xor p
XOr p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p
Xor p

*

yang
2075
1143
7767
5612
2160
3030
13460
16760
18034
1529
2657
41585
4991
1147
3432
781
18188
4673
7835
5512
3408
4202
8203
3954
3031
4624
1207
2666
1670
1666
2747
6063
1747
6423
4186

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13

2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016

ar p. yang
bf d. yang

bgp. yang

cos. yang

dhcp. yang

dot 1x. yang
firewall.yang
ietf-inet-types.yang
i etf-yang-types.yang
?gnp.yang_

i gnpsnoopi ng. yang

i nterface. yang

i pfix.yang

| acp. yang

Il dp. yang

nf ea. yang

nst p. yang

nei ghbour . yang
ospfv2. yang
ospf v3. yang

ovsdb. yang

pi m yang

policy. yang

ri p.yang

ri png. yang
sfl ow. yang

snnp. yang
static-routes.yang
st m yang

udl d. yang

vl an-interface. yang
vl ans. yang
vrrp.yang

vxl ans. yang

XO0VSs. yang

Example of VLAN configuration via NETCONF use <edit-config>:

Step 1: Create an XML file according the vlan.yang for RPC request to create VLAN136:

<vl ans xm ns="http://pi ca8. com xor ppl us/ vl ans" >

<i d>136</i d>

<descri ption/ >

<vl an- nane>def aul t </ vl an- nane>
<| 3-interface>vl an136</| 3-i nterf ace>

</vl an-id>

</ vl ans>

Step 2: Display the configuration on switch after the client sending an RPC request.
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The configuration has been changed by user
DELTAS:
vl ans {
vlan-id 136 {
descri pti on:
vl an- nane: "defaul t"
| 3-interface: "vlanl36"

}
}
adm n@Xor Pl us# show | display set

set protocol s netconf
set vlans vlan-id 136 | 3-interface "vla

1 Now, we only support get the system's version information and vxlan information via NETCONF <get> function.

r oot

n136"

Example of get the system’'s version information via NETCONF use <get>:

Display the RPC reply after the client sending

<version xm ns="http://pica8. conl xor ppl us/v

an RPC request.

ersion">

<mac_addr ess>48: 0f : cf: af : 70: 3b</ mac_addr ess>

<har dwar e_node>HP5712</ har dwar e_node>

<system versi on>2. 8. 0/ aeec598</ syst em ver si on>

<system rel eased_dat e>10/ 13/ 2016</ sys

<L2_L3_version>2.8.0/aeec598</L2_L3_v

<L2 L3 rel eased_date>10/13/2016</L2_L
</ versi on>

NETCONF client

temrel eased_dat e>
ersi on>
3 _rel eased_dat e>

About NETCONF client, you can use ncclient which is python lib now.

1 If you use ncclient, you must modify the rpc.py : add two

lines codes to work with pica8 switch.

Edit the r pc. py file to contain the followings before the statement ‘self._session.send(req)’:

req = req.replace('nc:',")
req = req.replace(:nc',")

Here is the configuration relation diagram in SNMPv3.A user can be added to a group or not as you

need.Once a user joined a group,one or more kinds of views (notfiy-view, write-view, read-view) must be

configured.Besides, configurations on user change with the security-level of the group as below 3
diagrams. Note notify-view,write-view and read-view are optional but you have to choose at least one

view.In the below diagram,view1,view2,view3 can be the same or different.
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Configuring Basic Information

Contact and location information can be configured as below which is the same as SNMPv2.

adm n@Xor Pl us# set protocols snnp contact support @i ca8.com
adm n@Xor Pl us# set protocols snnp | ocation beijing

adm n@Xor Pl us# conmi t

Commit OK

Save done.
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Configuring trap-group

By default, trap messages are sent in the form of SNMPv2. But you can change it to SNMPv3 as below
and designate NMS to which trap messages are sent. Note that in SNMPv3, security-name is user while
in SNMPV2, security-name is community.

adm n@Xor Pl us# set protocols snnp trap-group version v3

adm n@Xor Pl us# set protocols snnp trap-group targets 10.10.51.42 security-nane userl
adm n@Xor Pl us# conm t

Commit OK

Save done.

Setting Up a User

By default, SNMPv3 is enabled. And you should set up a usm-user first before you configure other
functions of SNMPvV3. Besides, adding a user to a group is optional. When a user is added to a group,
the needed views should be configured. If you create a user without adding to any groups, you can
configure as below. However, under the below circumstance, all the OIDs can be visited by its NMS
which can read but can't write and be notified.

adm n@Xor Pl us# set protocols snnp v3 usmuser userl
adm n@Xor Pl us# conmi t

Commit OK

Save done.

Configuring Mib-view

If you want to improve security, the user needs to be added to a group. Because in this way, you can
configure a read-view, write-view or notify-view(you can choose only one kind or more as you need)
which defines the authority of a NMS. Before configuring a read-view(write-view or notify-view), please
set up a mib-view which is used as a view of the group. Here are the configurations. As for a mib-view,
you can include or exclude some subtrees and can also configure mask for them.

adm n@Xor Pl us# set protocols snnp v3 usmuser user2 group groupl
adm n@Xor Pl us# set protocols snnmp v3 mnib-view viewl subtree 1.3.6.1.2.1 type included
adm n@Xor Pl us# set protocols snnmp v3 mi b-view viewl subtree 1.3.6.1.2.1.6.13 type excl uded

sk fc
13 mask ff

adm n@Xor Pl us# set protocols snnp v3 m b-view viewl subtree 1.3.6.
adm n@Xor Pl us# set protocols snnp v3 m b-view viewl subtree 1.3.6.
adm n@Xor Pl us# set protocols snnp v3 group groupl read-view vi ewl

adm n@Xor Pl us# set protocols snnp v3 group groupl write-view viewl
adm n@Xor Pl us# set protocols snnmp v3 group groupl notify-view viewl
adm n@Xor Pl us# commi t

Commit OK

Save done.

2
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Configuring Security-level

You can improve security better by configuring security-level for the group. And the default setting of
security-level is NoAuthNoPriv. You can change it to AuthNoPriv or AuthPriv. But please remember to
configure authentication-mode, authentication-key, privacy-mode, privacy-key for the user. Configuration

are as below.

adm n@Xor Pl us# set
adm n@Xor Pl us# set
adm n@Xor Pl us# set
adm n@Xor Pl us# set
adm n@Xor Pl us# set

protocol s
protocol s
protocol s
protocol s
protocol s

adm n@Xor Pl us# conmi t

Commit OK.
Save done.

snnp
snnp
snnp
snnp
snnp

NMS Visits Switch by user

v3 group groupl security-level AuthPriv

v3 usntuser
v3 usntuser
v3 usnt user
v3 usnt user

user 1l aut henticati on-node nd5
user1l aut hentication-key aut hnkey
userl privacy-node des

userl privacy-key privykey

NMS reads OID tree 1.3.6.1.2.1.6.13 as below. userl is the user's name. AuthPriv is the security-level of
group. 10.10.51.155 is the IP of the switch.

pi ca8@i ca8: ~$snmpwal k -u userl -|
10.10.51.155 1.3.6.1.2.1.6.13

AuthPriv -A sha -a ullllkey -X des -x ulllilkey
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Ethernet Ports Configuration

® Physical Ethernet Port Configuration

® VLAN Port Configuration

® 40G Changes to 4*10G in L2/L3

40G Changes to 4*10G in L2/L3 mode on P-5101
40G Changes to 4*10G in L2/L3 mode on P-5401
40G Changes to 4*10G in L2/L3 mode on accton_as6701_ 32x
40G Changes to 4*10G in L2/L3 mode on P-3922
40G Changes to 4*10G in L2/L3 mode on P-3920
40G Changes to 4*10G in L2/L3 mode on accton_as5712 54x/HP5712
40G Changes to 4*10G in L2/L3 mode on P-3930
40G Changes to 4*10G in L2/L3 mode on Niagara2632XL
40G Changes to 4*10G in L2/L3 mode on Niagara2948 6XL
40G Changes to 4*10G in L2/L3 mode on as5812 54t
® 40G Changes to 4*10G in L2/L3 mode on arctica4806xp

® |LLDP Configuration (Link Layer Discovery Protocol)

® Voice Vlan with LLDP Configuration Guide

¢ Voice Vlan with LLDP Compliance CDP Configuration Guide

® Voice Vlan Configuration Guide

* LLDP MED Configuration

® Voice Vlan with LLDP MED Configuration Guide

® Static Link Aggregation (LAG) Configuration

® LAG Hashing Configuration

LAG Hashing Configuration and Example
LAG Hash Mapping

Resilient LAG Hashing Configuration and Example

® Link Aggregation Control Protocol (LACP) Configuration

¢ Storm Control in Ethernet Port Configuration

¢ UDLD Configuration

® Port Security Configuration

® 802.1x Configuration

* Buffer management
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Physical Ethernet Port Configuration

You can enable (or disable) the Ethernet port, configure the Ethernet port's MTU, rate-limit, flow control,
and change the ge-interface mode.

Shutting Down the Ethernet Port

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 disable true
adm n@Xor Pl us# conm t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the MTU and Rate-limit

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 rate-limting egress kil obits 10000
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 ntu 1200

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Enabling Port Flow Control

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 ether-options flowcontrol true
adm n@Xor Pl us# conmni t

Waiting for merging configuration.

Comit OK

Save done.

adm n@Xor Pl us#

Split 40GE Ports into 4x10GE Ports

You can split 40GE ports to multiple 10GE ports using a split cable.
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This is done by enabling the SFP mode on the relevant port. You can find details of this command in the
command reference guide.

adm n@Xor Pl us# set interface ge-interface-nbde SFP

adm n@Xor Pl us# com

Mer gi ng the confi gurati on.

Commi t OK.

Save done.

Qe interface nbde changes, please reboot systemto nmake it effect!
adm n@Xor Pl us#

adm n@Xor Pl us# set interface ge-interface-nde QSFP

adm n@Xor Pl us# conmi t

Mer gi ng the confi gurati on.

Commi t OK.

Save done.

Qe interface nbde changes, please reboot systemto nmake it effect!
adm n@Xor Pl us#
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Configuring Port Speed

adm n@Xor Pl us# run show i nterface gi gabit-ethernet ge-1/1/1 detai

Physi cal interface: ge-1/1/1, Enabl ed, Physical link is Up
Interface index: 1
Li nk-1evel type: Ethernet, MIU. 1514, Speed: 1Gb/s, Duplex: Ful

Source filtering: Disabled, Flow control
Interface flags:
Interface rate limt ingress:0, egress:0

Current address: c8:0a:a9: 04:49: 19, Hardware address:
Traffic statistics:

Input Packets.............. . ... ......... 35748
Qutput Packets............. ... ... ... .... 35143881241
Input Cctets........ ... 3923150
Qutput Octets. .. ...t 2266956387852
MAC statistics:

Miul ticast packets RX and TX.............. 199565932
Broadcast packets RX and TX.............. 4968094
Under si ze packets RX and TX.............. 0

Fragnents packets RX and TX.............. 0

Packets RX and TX 64 Cctets.............. 35088774487
Packets RX and TX 65-127 Cctets.......... 27771
Packets RX and TX 128-255 COctets......... 2574126
Packets RX and TX 256-511 COctets......... 52540605
Packets RX and TX 512-1023 Cctets........ 0

Packets RX and TX 1024-1518 Cctets....... 0

adm n@Xor Pl us# run clear interface statistics al

Enabl ed, Auto-negoti ati on:
Har dwar e- Down SNMP- Traps I nternal : 0x0

Enabl ed

c8: 0a: a9: 04: 49: 19

VLAN tagging (IEEE 802.1Q) is a networking standard that defines the VLAN. You can configure a port
as either a trunk or an access port. With the native VLAN ID, you can add the port (in trunk mode) to
more than one VLAN. Access ports belong to native VLANS, while trunk ports belong to more than one

VLAN, including the native VLAN.

adm n@Xor Pl us# set
access

adm n@Xor Pl us# set
t runk

adm n@Xor Pl us# comm t
Commit OK.

Save done

adm n@Xor Pl us#

Configure the Native VLAN ID

interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching port-node

interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching port-node

The native VLAN ID is the ID of the default VLAN (usually vlan-id 1) in which the port belongs. Every port

should be included in at least one VLAN.

110



PicOS Routing and Switching Configuration Guide

adm n@Xor Pl us# set vlans vlian-id 5

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 5

adm n@Xor Pl us# conmi t

Commit OK

Save done

adm n@Xor Pl us# run show vlans vlan-id 5
VLAN I D: 5

VLAN Nane: default

Descri pti on:

vl an-interface:

Nunmber of nenber ports: 1

Tagged port: None

Unt agged port: ge-1/1/1,

adm n@Xor Pl us#

Add a Port to a VLAN with Tagged Packet

adm n@Xor Pl us# set vlans vlian-id 5

adm n@Xor Pl us# set vlans vlian-id 6

adm n@Xor Pl us# set vlans vlan-id 7

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 5

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 6

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 7

adm n@Xor Pl us# conmi t

Commit OK

Save done

adm n@Xor Pl us# run show vl ans
VianlD Tag Interfaces
1 unt agged ge-1/1/1, ge-1/1/2, ge-1/1/3, ge-1/1/4, ge-1/1/5
ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9, ge-1/1/10
ge-1/1/11, ge-1/1/12, ge-1/1/13, ge-1/1/14, ge-1/1/15

ge-1/1/16, ge-1/1/17, ge-1/1/18, ge-1/1/19, ge-1/1/20
ge-1/1/21, ge-1/1/22, ge-1/1/23, ge-1/1/24, te-1/1/25

te-1/1/26, te-1/1/27, te-1/1/28, te-1/1/29, te-1/1/30
t agged
5 unt agged
t agged ge-1/1/2
6 unt agged
t agged ge-1/1/2
7 unt agged
t agged ge-1/1/2

Add a Port to a VLAN with Untagged Packet
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adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#

vlans vlan-id 5
vlans vlan-id 6
vlians vlian-id 7

set
set
set

adm n@Xor Pl us# set interface gigabit-ethernet
trunk
adm n@Xor Pl us# set interface gigabit-ethernet

menbers 5 unt agged
adm n@Xor Pl us# set
menbers 6 unt agged
adm n@Xor Pl us# set
menbers 7 unt agged
adm n@Xor Pl us# conmi t

i nterface gigabit-ethernet

i nterface gigabit-ethernet

ge-1/1/2 fam |y ethernet-switching port-node

ge-1/1/2 family ethernet-sw tching vlan
ge-1/1/2 family ethernet-sw tching vlan

ge-1/1/2 family ethernet-sw tching vlan

Commit OK
Save done.
adm n@Xor Pl us# run show vl ans
VianlD Tag Interfaces
1 unt agged ge-1/1/1, ge-1/1/2, ge-1/1/3, ge-1/1/4, ge-1/1/5
ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9, ge-1/1/10
ge-1/1/11, ge-1/1/12, ge-1/1/13, ge-1/1/14, ge-1/1/15
ge-1/1/16, ge-1/1/17, ge-1/1/18, ge-1/1/19, ge-1/1/20
ge-1/1/21, ge-1/1/22, ge-1/1/23, ge-1/1/24, te-1/1/25
te-1/1/26, te-1/1/27, te-1/1/28, te-1/1/29, te-1/1/30
t agged
5 unt agged ge-1/1/2
t agged
6 unt agged ge-1/1/2
t agged
7 unt agged ge-1/1/2
t agged

Creating a VLAN within the VLAN Range

You can create
adm n@Xor Pl us#

VLANs within the VLAN range,
set vlans vlan-id 2-4094

adm n@Xor Pl us# set interface gigabit-ethernet
trunk

adm n@Xor Pl us# set interface gigabit-ethernet
nmenbers 1-4094

adm n@Xor Pl us# set interface gigabit-ethernet
nmenbers 1-4094

adm n@Xor Pl us# set interface gigabit-ethernet
nmenbers 1-4094

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us#

VLAN Configuration Example

and then add ports to these VLANs.

ge-1/1/1 fam |y ethernet-switching port-node
ge-1/1/1 family ethernet-swtching vlan
ge-1/1/2 famly ethernet-swtching vlan

ge-1/1/3 family ethernet-swtching vlan

In the following topology, the VLANSs are configured for each switch.
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Vlan.2 Vian.2

ge-1/1/1 ge-1/1/2

B g ) Te-1/1149

Wlan.2 @ Vian.2

Switch A ¥

ge-1/1/3 ge-1/1/4

Vlan.@ @Vlanj

Figure 4-1.VLAN configuration.

Configuring Switch A

ge-1/1/1 ge-1/11/2
Te-1/1/4 ~
e-1/1/49 24 J Suitch B
ge-1/1/3 ge-1/1/4

Vlan.Sg} @\ﬂanﬁ

For Switch A, you should configure ge-1/1/1 through ge-1/1/4 as access ports and te-1/1/49 as the trunk
port because the 10Gbit link will trunk the traffic of VLAN-2 and VLAN-3.
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vlans vlian-id 2
vlans vlan-id 3

adm n@Xor Pl us#
adm n@Xor Pl us#

set
set

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1
access

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2
access

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3
access

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3
native-vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/4
access

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/4

native-vlan-id 3
adm n@Xor Pl us#set
t runk
adm n@Xor Pl us#set
nmenbers 2
adm n@Xor Pl us#set
menbers 3
adm n@Xor Pl us# conmi t
Commit OK
Save done
adm n@Xor Pl us#
adm n@Xor Pl us# run show vl ans
VianlD Tag
1 tagged
unt agged ge-1/1/5, ge-1/1/6, ge-1/1/7, ge-1/1/8,
ge-1/1/10, ge-1/1/11, ge-1/1/12, ge-1/1/13
ge-1/1/15, ge-1/1/16, ge-1/1/17, ge-1/1/18
ge-1/1/20, ge-1/1/21, ge-1/1/22, ge-1/1/23
ge-1/1/25, ge-1/1/26, ge-1/1/27, ge-1/1/28
ge-1/1/30, ge-1/1/31, ge-1/1/32, ge-1/1/33
ge-1/1/35, ge-1/1/36, ge-1/1/37, ge-1/1/38
ge-1/1/40, ge-1/1/41, ge-1/1/42, ge-1/1/43
ge-1/1/45, ge-1/1/46, ge-1/1/47, ge-1/1/48
te-1/1/50, te-1/1/51, te-1/1/52
te-1/1/49,
ge-1/1/1, ge-1/1/2,
te-1/1/49,
ge-1/1/3, ge-1/1/4,

nterface gigabit-ethernet te-1/1/49
interface gigabit-ethernet te-1/1/49

interface gigabit-ethernet te-1/1/49

I nterfaces

2 tagged
unt agged

3 tagged
unt agged

adm n@Xor Pl us#

ge-
ge-
ge-
ge-
ge-
ge-
ge-
te-

fam |y ethernet-sw tching port-nopde

fam |y ethernet-swtching

fam |y ethernet-sw tching port-node

fam |y ethernet-swtching

fam |y ethernet-sw tching port-node

fam |y ethernet-swtching

fam |y ethernet-sw tching port-node

fam |y ethernet-swtching

fam |y ethernet-sw tching port-nopde

fam |y ethernet-switching vlan

fam |y ethernet-switching vlan

ge-1/1/9,
1/ 1/ 14,
1/ 1/ 19,
1/ 1/ 24,
1/ 1/ 29,
1/ 1/ 34,
1/ 1/ 39,
1/ 1/ 44,
1/ 1/ 49,

Configuring Switch B

For Switch B, configure ge-1/1/1 through ge-1/1/4 as access ports and te-1/1/49 as the trunk port
because the 10 Ghit link will trunk the traffic of VLAN-2 and VLAN-3.
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adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# set vlans vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanmly ethernet-swtching port-node
access

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanily ethernet-swtching port-node
access

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swtching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanily ethernet-swtching port-node
access

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fami |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/4 fanily ethernet-swtching port-node
access

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/4 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us#set interface gigabit-ethernet te-1/1/49 fanily ethernet-swtching port-node
trunk

adm n@Xor Pl us#set interface gigabit-ethernet te-1/1/49 fanmily ethernet-sw tching vlan
menbers 2

adm n@Xor Pl us#set interface gigabit-ethernet te-1/1/49 fanmily ethernet-sw tching vlan
menbers 3

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#

adm n@Xor Pl us# run show vl ans

VI anl D Tag Interfaces
1 tagged
unt agged ge-1/1/5, ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9,

ge-1/1/10, ge-1/1/11, ge-1/1/12, ge-1/1/13, ge-1/1/14,
ge-1/1/15, ge-1/1/16, ge-1/1/17, ge-1/1/18, ge-1/1/19
ge-1/1/20, ge-1/1/21, ge-1/1/22, ge-1/1/23, ge-1/1/24,
ge-1/1/25, ge-1/1/26, ge-1/1/27, ge-1/1/28, ge-1/1/29
ge-1/1/30, ge-1/1/31, ge-1/1/32, ge-1/1/33, ge-1/1/ 34,
ge-1/1/35, ge-1/1/36, ge-1/1/37, ge-1/1/38, ge-1/1/39
ge-1/1/40, ge-1/1/41, ge-1/1/42, ge-1/1/43, ge-1/1/ 44,
ge-1/1/45, ge-1/1/46, ge-1/1/47, ge-1/1/48, te-1/1/49
te-1/1/50, te-1/1/51, te-1/1/52

2 tagged te-1/1/49

unt agged ge-1/1/1, ge-1/1/2,
3 tagged te-1/1/ 49,

unt agged ge-1/1/3, ge-1/1/4,

In L2/L3 mode, P-5401 ports can be configured to one of the following settings. Default is QSFP mode.

1. QSFP: All 32 ports work in 40G QSFP mode.
2. SFP: Ports 1-12, and 17-28 work in 4*10G, ports 13-16, and 29-32 work in 40G.
3. SFP- 64: Ports 1-8, and 17-24 work in 4*10G, ports 9-16, and 25-32 work in 40G.

In L2/L3 mode, P-5101 ports can be configured to one of the following settings. Default is QSFP mode.

1. QSFP: Ports 1-40 work in 10G, ports 41-48 work in 40G.
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2. SFP: Ports 1-40 work in 10G, ports 41-48 work in 4*10G.

In L2/L3 mode, as6701_32x ports can be configured to one of the following settings. Default is QSFP
mode.
1. QSFP: All 32 ports work in 40G.

2. SFP: Ports 5-16, and 21-32 work in 4*10G, ports 1-4, and 17-20 work in 40G.
In L2/L3 mode, P-3922 ports can be configured to one of the following settings. Default is QSFP mode.

1. QSFP: Ports 1-48 work in 10G, ports 48-52 work in 40G.
2. SFP: Ports 1-48 work in 10G, ports 48-52 work in 4*10G.

In L2/L3 mode, P-3920 ports can be configured to one of the following settings. Default is QSFP mode.

1. QSFP: Ports 1-48 work in 10G, ports 48-52 work in 40G.

2. SFP: Ports 1-48 work in 10G, ports 48-52 work in 4*10G.
In L2/L3 mode, as5712_54x ports can be configured to one of the following settings. Default is QSFP
mode.

1. QSFP: Ports 1-48 work in 10G, ports 48-54 work in 40G.

2. SFP: Ports 1-48 work in 10G, ports 48-54 work in 4*10G.
In L2/L3 mode, Niagara2632XL ports can be configured to one of the following settings. Default is QSFP
mode.

1. QSFP: All 32 ports work in 40G QSFP mode.

2. SFP: Ports 1-12, and 17-28 work in 4*10G, ports 13-16, and 29-32 work in 40G.
3. SFP- 64: Ports 1-8, and 17-24 work in 4*10G, ports 9-16, and 25-32 work in 40G.

® 40G Changes to 4*10G in L2/L3 mode on P-5101

® 40G Changes to 4*10G in L2/L3 mode on P-5401

® 40G Changes to 4*10G in L2/L3 mode on accton_as6701_32x

® 40G Changes to 4*10G in L2/L3 mode on P-3922

® 40G Changes to 4*10G in L2/L3 mode on P-3920

® 40G Changes to 4*10G in L2/L3 mode on accton_as5712_54x/HP5712
® 40G Changes to 4*10G in L2/L3 mode on P-3930

® 40G Changes to 4*10G in L2/L3 mode on Niagara2632XL

® 40G Changes to 4*10G in L2/L3 mode on Niagara2948_6XL

® 40G Changes to 4*10G in L2/L3 mode on as5812 54t
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40G Changes to 4*10G in L2/L3 mode on P-5101

In L2/L3 mode configure

You can set the port mode by issuing:

adm n@Xor Pl us# set interface ge-interface-node SFP/ QSFP.
adm n@Xor Pl us# commi t

After setting ports to a different mode, it is mandatory to restart the L2/L3 service in order to make the
new state take effect.

adm n@Xor Pl us# run request system reboot

QSFP (8 x 40G+40*10G)

When ports are in QSFP mode, the mapping between physical port and the associated port/interface

name is in the following table.

Physical Port number L2/L3 port/interface name

10

11

12

13

14

15

16

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

117



PicOS Routing and Switching Configuration Guide

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

ge -1/1/41

ge -1/1/42

ge -1/1/43

ge -1/1/44

ge -1/1/45

ge -1/1/46
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47 ge -1/1/47

48 ge -1/1/48

SFP (72x 10G)

When ports are in SFP mode, the mapping between physical port and the associated port/interface
name is in the following table.

Physical Port number L2/L3 port/interface name

1 te-1/1/1
2 te-1/1/2
3 te-1/1/3
4 te-1/1/4
5 te-1/1/5
6 te-1/1/6
7 te-1/1/7
8 te-1/1/8
9 te-1/1/9
10 te-1/1/10
11 te-1/1/11
12 te-1/1/12
13 te-1/1/13
14 te-1/1/14
15 te-1/1/15
16 te-1/1/16
17 te-1/1/17
18 te-1/1/18
19 te-1/1/19
20 te-1/1/20
21 te-1/1/21
22 te-1/1/22
23 te-1/1/23
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24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

4 x 10G

te -1/1/41

te -1/1/42

te -1/1/43

te -1/1/44

4 x 10G

te -1/1/45

te -1/1/46

te -1/1/47

te -1/1/48

4 x 10G

te -1/1/49

te -1/1/50
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44

45

46

47

48

te -1/1/51
te -1/1/52
4 x 10G

te -1/1/53
te -1/1/54
te -1/1/55
te -1/1/56
4 x 10G

te -1/1/57
te -1/1/58
te -1/1/59
te -1/1/60
4 x 10G

te -1/1/61
te -1/1/62
te -1/1/63
te -1/1/64
4 x10G

te -1/1/65
te -1/1/66
te -1/1/67
te -1/1/68
4 x10G

te -1/1/69
te -1/1/70
te -1/1/71

te -1/1/72

@ Note:

P-5101 does not support SFP-64 mode.

121



PicOS Routing and Switching Configuration Guide

40G Changes to 4*10G in L2/L3 mode on P-5401

In L2/L3 mode configure

You can set the port mode by issuing:

adm n@Xor Pl us# set
adm n@Xor Pl us# comni t

interface ge-interface-node SFP/ SFP-64/ QSFP.

After setting ports to different mode, it is mandatory to restart the L2/L3 service in order to make the new

state take effect.

adm n@Xor Pl us# run request system reboot

QSFP (32 x 40G)

When ports are in QSFP mode, the mapping between physical ports, interface name, and interface

support speed is in the following table.

Physical Port number Interface name Interface support speed

10

11

12

13

14

15

16

ge-1/1/1

ge-1/1/2

ge-1/1/3

ge-1/1/4

ge-1/1/5

ge-1/1/6

ge-1/1/7

ge-1/1/8

ge-1/1/9

ge-1/1/10

ge-1/1/11

ge-1/1/12

ge-1/1/13

ge-1/1/14

ge-1/1/15

ge-1/1/16

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

SFP-64 (16 x 40G + 64 x 10G)

ge-1/1/17

ge-1/1/18

ge-1/1/19

ge-1/1/20

ge-1/1/21

ge-1/1/22

ge-1/1/23

ge-1/1/24

ge-1/1/25

ge-1/1/26

ge-1/1/27

ge-1/1/28

ge-1/1/29

ge-1/1/30

ge-1/1/31

ge-1/1/32

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

When ports are in SFP-64 mode, the mapping between physical ports, interface name, and interface

support speed is in the following table.

Physical Port number Interface name Interface support speed

4 x 10G

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

4 x10G

te-1/1/5

te-1/1/6

te-1/1/7

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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te-1/1/8

4 x 10G

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

4 x 10G

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

4 x10G

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

4 x10G

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

4 x10G

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

4 x 10G

te-1/1/29

te-1/1/30

te-1/1/31

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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10

11

12

13

14

15

16

17

18

19

20

21

te-1/1/32

ge-1/1/9

ge-1/1/10

ge-1/1/11

ge-1/1/12

ge-1/1/13

ge-1/1/14

ge-1/1/15

ge-1/1/16

4 x 10G

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

4 x 10G

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

4 x 10G

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

4 x 10G

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

4 x 10G

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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22

23

24

25

26

27

28

29

30

31

32

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

te-1/1/53

te-1/1/54

te-1/1/55

te-1/1/56

4 x 10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

4 x 10G

te-1/1/61

te-1/1/62

te-1/1/63

te-1/1/64

ge-1/1/25

ge-1/1/26

ge-1/1/27

ge-1/1/28

ge-1/1/29

ge-1/1/30

ge-1/1/31

ge-1/1/32

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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SFP (8 x 40G + 96 x 10G)

When ports are in SFP mode, the mapping between physical port number, interfaces name, and

interface support speed is in the following table.

Physical Port number Interface name Interface support speed

1 4 x10G

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

2 4 x10G

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

3 4 x10G

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

4 4 x 10G

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

5 4 x 10G

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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10

11

4x10G

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

4 x 10G

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

4 x 10G

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

4 x 10G

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

4 x10G

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

4 x10G

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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12

13

14

15

16

17

18

19

20

21

4x10G

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/13

ge-1/1/14

ge-1/1/15

ge-1/1/16

4 x 10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

te-1/1/53

te-1/1/54

te-1/1/55

te-1/1/56

4 x 10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

4 x 10G

te-1/1/61

te-1/1/62

te-1/1/63

te-1/1/64

4 x 10G

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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22

23

24

25

26

27

te-1/1/65

te-1/1/66

te-1/1/67

te-1/1/68

4 x 10G

te-1/1/69

te-1/1/70

te-1/1/71

te-1/1/72

4 x 10G

te-1/1/73

te-1/1/74

te-1/1/75

te-1/1/76

4 x 10G

te-1/1/77

te-1/1/78

te-1/1/79

te-1/1/80

4 x 10G

te-1/1/81

te-1/1/82

te-1/1/83

te-1/1/84

4 x 10G

te-1/1/85

te-1/1/86

te-1/1/87

te-1/1/88

4 x 10G

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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28

29

30

31

32

te-1/1/89

te-1/1/90

te-1/1/91

te-1/1/92

4 x 10G

te-1/1/93

te-1/1/94

te-1/1/95

te-1/1/96

ge-1/1/29

ge-1/1/30

ge-1/1/31

ge-1/1/32

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40G Changes to 4*10G in L2/L3 mode on accton_as6701_32x

In L2/L3 mode configure

You can set the port mode by issuing:

adm n@Xor Pl us# set
adm n@Xor Pl us# conmi t

interface ge-interface-nnde SFP/ QSFP.

After setting ports to a different mode, it is mandatory to restart the L2/L3 service in order to make the
new state take effect.

adm n@Xor Pl us# run request system reboot

QSFP (32 x 40G)

When ports are in QSFP mode, the mapping between physical ports and the logical ports/interfaces
name is in the following table.

Physical Port number L2/L3 port/interface name interface support speed

ge-1/1/1

ge-1/1/2

40Gb/s

40Gb/s
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

ge-1/1/3

ge-1/1/4

ge-1/1/5

ge-1/1/6

ge-1/1/7

ge-1/1/8

ge-1/1/9

ge-1/1/10

ge-1/1/11

ge-1/1/12

ge-1/1/13

ge-1/1/14

ge-1/1/15

ge-1/1/16

ge-1/1/17

ge-1/1/18

ge-1/1/19

ge-1/1/20

ge-1/1/21

ge-1/1/22

ge-1/1/23

ge-1/1/24

ge-1/1/25

ge-1/1/26

ge-1/1/27

ge-1/1/28

ge-1/1/29

ge-1/1/30

ge-1/1/31

ge-1/1/32

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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SFP (8 x 40G + 96 x 10G)

When ports are in SFP mode, the mapping between physical ports and the logical ports/interfaces name

is in the following table.

Physical Port number L2/L3 port/interface name interface support speed

1 ge-1/1/1

2 ge-1/1/2

3 ge-1/1/3

4 ge-1/1/4

5 4 x 10G

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

6 4 x 10G

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

7 4 x 10G

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

8 4 x10G

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

9 4 x10G

40Gb/s

40Gb/s

40Gb/s

40Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gh/s

10Gh/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s
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10

11

12

13

14

15

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

4 x 10G

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

4 x 10G

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

4 x 10G

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

4 x 10G

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

4 x 10G

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

4 x 10G

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gh/s

10Gh/s
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16

17

18

19

20

21

22

23

24

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

4 x 10G

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/17

ge-1/1/18

ge-1/1/19

ge-1/1/20

4 x 10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

te-1/1/53

te-1/1/54

te-1/1/55

te-1/1/56

4 x 10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

4 x 10G

te-1/1/61

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s
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25

26

27

28

29

30

te-1/1/62

te-1/1/63

te-1/1/64

4 x10G

te-1/1/65

te-1/1/66

te-1/1/67

te-1/1/68

4 x 10G

te-1/1/69

te-1/1/70

te-1/1/71

te-1/1/72

4 x 10G

te-1/1/73

te-1/1/74

te-1/1/75

te-1/1/76

4 x 10G

te-1/1/77

te-1/1/78

te-1/1/79

te-1/1/80

4 x 10G

te-1/1/81

te-1/1/82

te-1/1/83

te-1/1/84

4 x 10G

te-1/1/85

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gh/s

10Gh/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gh/s

10Gb/s
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te-1/1/86 10Gb/s
te-1/1/87 10Gb/s
te-1/1/88 10Gb/s
31 4 x 10G
te-1/1/89 10Gb/s
te-1/1/90 10Gb/s
te-1/1/91 10Gb/s
te-1/1/92 10Gb/s
32 4 x10G
te-1/1/93 10Gb/s
te-1/1/94 10Gb/s
te-1/1/95 10Gb/s
te-1/1/96 10Gb/s

40G Changes to 4*10G in L2/L3 mode on P-3922

In L2/L3 mode configure

You can set the port mode by issuing:

adm n@Xor Pl us# set interface ge-interface-node SFP/ QSFP.
adm n@Xor Pl us# conmi t

After setting ports to a different mode, it is mandatory to restart the L2/L3 service in order to make the
new state take effect.

adm n@Xor Pl us# run request system reboot

QSFP(48*10G+4*40G)

When ports are in QSFP mode, the mapping between physical port, interface names, and interfaces
support speed is in the following table.

Physical Port number interface name interface support speed

1 te-1/1/1 10Gb/s and 1Gb/s
2 te-1/1/2 10Gb/s and 1Gb/s
3 te-1/1/3 10Gb/s and 1Gb/s
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/49

ge-1/1/50

ge-1/1/51

ge-1/1/52

SFP (64*10G)

When ports are in SFP mode, the mapping between physical port, the logical ports/interface names and

interfaces support speed is in the following table.

Physical Port number interface name interface support speed

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

4 x10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

te-1/1/53

te-1/1/54

te-1/1/55

te-1/1/56

4 x 10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

4 x 10G

te-1/1/61

te-1/1/62

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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te-1/1/63

te-1/1/64

10Gb/s

10Gb/s

40G Changes to 4*10G in L2/L3 mode on P-3920

In L2/L3 mode configuration

You can set the port mode by issuing:

adm n@Xor Pl us# set
adm n@Xor Pl us# comm t

interface ge-interface-nnde SFP/ QSFP.

After setting ports to a different mode, it is mandatory to restart the L2/L3 service in order to make the
new state take effect.

adm n@Xor Pl us# run request system reboot

QSFP(48*10G+4*40G)

When ports are in QSFP mode, the mapping between physical port, interface names, and interfaces
support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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45

46

47

48

49

50

51

52

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/49

ge-1/1/50

ge-1/1/51

ge-1/1/52

SFP (64*10G)

When ports are in SFP mode, the mapping between physical port, the logical ports/interface names, and

interfaces support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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48 te-1/1/48 10Gb/s and 1Gb/s
49 4 x 10G
te-1/1/49 10Gbh/s
te-1/1/50 10Gb/s
te-1/1/51 10Gb/s
te-1/1/52 10Gb/s
50 4 x 10G
te-1/1/53 10Gb/s
te-1/1/54 10Gb/s
te-1/1/55 10Gb/s
te-1/1/56 10Gb/s
51 4 x 10G
te-1/1/57 10Gb/s
te-1/1/58 10Gb/s
te-1/1/59 10Gb/s
te-1/1/60 10Gb/s
52 4 x 10G
te-1/1/61 10Gb/s
te-1/1/62 10Gb/s
te-1/1/63 10Gb/s
te-1/1/64 10Gbh/s

40G Changes to 4*10G in L2/L3 mode on accton_as5712 54x/HP5712

In L2/L3 mode configuration

You can set the port mode by issuing:

adm n@Xor Pl us# set interface ge-interface-nde SFP/ QSFP.
adm n@Xor Pl us# commi t

After setting ports to a different mode, it is mandatory to restart the L2/L3 service in order to make the
new state take effect.
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adm n@Xor Pl us# run request system reboot

QSFP(48*10G+6*40G)

When ports are in QSFP mode, the mapping between physical port, interface names, and interfaces
support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

23

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

a7

48

49

50

51

52

53

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/49

ge-1/1/50

ge-1/1/51

ge-1/1/52

ge-1/1/53

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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54

SFP (72*10G)

ge-1/1/54

40Gb/s

When ports are in SFP mode, the mapping between physical port, the logical ports/interface names, and

interfaces support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

te-1/1/25

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

4 x 10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

te-1/1/53

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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te-1/1/54

te-1/1/55

te-1/1/56

51 4 x10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

52 4 x 10G

te-1/1/61

te-1/1/62

te-1/1/63

te-1/1/64

53 4 x 10G

te-1/1/65

te-1/1/66

te-1/1/67

te-1/1/68

54 4 x 10G

te-1/1/69

te-1/1/70

te-1/1/71

te-1/1/72

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40G Changes to 4*10G in L2/L3 mode on P-3930

In L2/L3 mode configure

You can set the port mode by issuing:

adm n@Xor Pl us# set interface ge-interface-node SFP/ QSFP.

adm n@Xor Pl us# conm t
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After setting ports to different mode, it is mandatory to restart the L2/L3 service in order to make the new

state take effect.

adm n@Xor Pl us# run request system reboot

QSFP(48*10G+4*40G)

When ports are in QSFP mode, the mapping between physical port, interface names, and interfaces
support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s
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23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/49

ge-1/1/50

ge-1/1/51

ge-1/1/52

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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SFP (64*10G)

When ports are in SFP mode, the mapping between physical port, the logical ports/interface names, and
interfaces support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s
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27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

4 x 10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

te-1/1/53

te-1/1/54

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

155



PicOS Routing and Switching Configuration Guide

te-1/1/55 10Gb/s
te-1/1/56 10Gb/s
51 4 x 10G
te-1/1/57 10Gb/s
te-1/1/58 10Gb/s
te-1/1/59 10Gb/s
te-1/1/60 10Gb/s
52 4 x 10G
te-1/1/61 10Gb/s
te-1/1/62 10Gb/s
te-1/1/63 10Gb/s
te-1/1/64 10Gb/s

40G Changes to 4*10G in L2/L3 mode on Niagara2632XL

In L2/L3 mode configuration

You can set the port mode by issuing:

adm n@Xor Pl us# set interface ge-interface-node SFP/ SFP-64/ QSFP.
adm n@Xor Pl us# conmi t

After setting ports to different mode, it is mandatory to restart the L2/L3 service in order to make the new
state take effect.

adm n@Xor Pl us# run request system reboot

QSFP (32 x 40G)

When ports are in QSFP mode, the mapping between physical ports, interface name, and interface
support speed are in the following table.

Physical Port number Interface name Interface support speed

1 ge-1/1/1 40Gb/s
2 ge-1/1/2 40Gb/s
3 ge-1/1/3 40Gb/s
4 ge-1/1/4 40Gb/s
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

ge-1/1/5

ge-1/1/6

ge-1/1/7

ge-1/1/8

ge-1/1/9

ge-1/1/10

ge-1/1/11

ge-1/1/12

ge-1/1/13

ge-1/1/14

ge-1/1/15

ge-1/1/16

ge-1/1/17

ge-1/1/18

ge-1/1/19

ge-1/1/20

ge-1/1/21

ge-1/1/22

ge-1/1/23

ge-1/1/24

ge-1/1/25

ge-1/1/26

ge-1/1/27

ge-1/1/28

ge-1/1/29

ge-1/1/30

ge-1/1/31

ge-1/1/32

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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SFP-64 (16 x 40G + 64 x 10G)

When ports are in SFP-64 mode, the mapping between physical ports, interface name, and interface

support speed is in the following table.

Physical Port number Interface name Interface support speed

1 4 x10G

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

2 4 x10G

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

3 4 x10G

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

4 4 x 10G

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

5 4 x 10G

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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10

11

12

13

14

15

16

17

18

4x10G

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

4 x 10G

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

4 x 10G

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

ge-1/1/9

ge-1/1/10

ge-1/1/11

ge-1/1/12

ge-1/1/13

ge-1/1/14

ge-1/1/15

ge-1/1/16

4 x 10G

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

4 x 10G

te-1/1/37

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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19

20

21

22

23

24

te-1/1/38

te-1/1/39

te-1/1/40

4 x10G

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

4 x 10G

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

4 x 10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

te-1/1/53

te-1/1/54

te-1/1/55

te-1/1/56

4 x 10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

4 x 10G

te-1/1/61

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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25

26

27

28

29

30

31

32

SFP (8 x 40G + 96 x 10G)

te-1/1/62

te-1/1/63

te-1/1/64

ge-1/1/25

ge-1/1/26

ge-1/1/27

ge-1/1/28

ge-1/1/29

ge-1/1/30

ge-1/1/31

ge-1/1/32

10Gb/s

10Gb/s

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

When ports are in SFP mode, the mapping between physical port number, interfaces name, and

interface support speed is in the following table.

Physical Port number Interface name Interface support speed

4 x 10G

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

4 x 10G

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

4 x10G

te-1/1/9

te-1/1/10

te-1/1/11

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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te-1/1/12

4 x 10G

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

4 x 10G

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

4 x10G

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

4 x10G

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

4 x10G

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

4 x 10G

te-1/1/33

te-1/1/34

te-1/1/35

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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10

11

12

13

14

15

16

17

18

te-1/1/36

4 x 10G

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

4 x 10G

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

4 x10G

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/13

ge-1/1/14

ge-1/1/15

ge-1/1/16

4 x10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x10G

te-1/1/53

te-1/1/54

te-1/1/55

te-1/1/56

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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19

20

21

22

23

24

4x10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

4 x 10G

te-1/1/61

te-1/1/62

te-1/1/63

te-1/1/64

4 x 10G

te-1/1/65

te-1/1/66

te-1/1/67

te-1/1/68

4 x 10G

te-1/1/69

te-1/1/70

te-1/1/71

te-1/1/72

4 x10G

te-1/1/73

te-1/1/74

te-1/1/75

te-1/1/76

4 x10G

te-1/1/77

te-1/1/78

te-1/1/79

te-1/1/80

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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25

26

27

28

29

30

31

32

In L2/L3 mode configuration

You can set the port mode by issuing:

adm n@Xor Pl us# set
adm n@Xor Pl us# conmi t

4x10G

te-1/1/81

te-1/1/82

te-1/1/83

te-1/1/84

4 x 10G

te-1/1/85

te-1/1/86

te-1/1/87

te-1/1/88

4 x 10G

te-1/1/89

te-1/1/90

te-1/1/91

te-1/1/92

4 x 10G

te-1/1/93

te-1/1/94

te-1/1/95

te-1/1/96

ge-1/1/29

ge-1/1/30

ge-1/1/31

ge-1/1/32

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

interface ge-interface-nmde SFP/ QSFP
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After setting ports to a different mode, it is mandatory to restart the L2/L3 service in order to make the
new state take effect.

adm n@Xor Pl us# run request system reboot

QSFP(48*10G+6*40G)

When ports are in QSFP mode, the mapping between physical port, interface names, and interfaces
support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

23

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

a7

48

49

50

51

52

53

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/49

ge-1/1/50

ge-1/1/51

ge-1/1/52

ge-1/1/53

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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54

SFP (72*10G)

ge-1/1/54

40Gb/s

When ports are in SFP mode, the mapping between physical port, the logical ports/interface names, and

interfaces support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

te-1/1/25

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

4 x 10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

te-1/1/53

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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te-1/1/54

te-1/1/55

te-1/1/56

51 4 x10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

52 4 x 10G

te-1/1/61

te-1/1/62

te-1/1/63

te-1/1/64

53 4 x 10G

te-1/1/65

te-1/1/66

te-1/1/67

te-1/1/68

54 4 x 10G

te-1/1/69

te-1/1/70

te-1/1/71

te-1/1/72

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40G Changes to 4*10G in L2/L3 mode on as5812 54t

In L2/L3 mode configure

You can set the port mode by issuing:

adm n@Xor Pl us# set interface ge-interface-node SFP/ QSFP.

adm n@Xor Pl us# conm t
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After setting ports to a different mode, it is mandatory to restart the L2/L3 service in order to make the

new state to take effect.

adm n@Xor Pl us# run request system reboot

QSFP(48*10G+8*40G)

When ports are in QSFP mode, the mapping between physical port, interface names and interfaces
support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s
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23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/49

ge-1/1/50

ge-1/1/51

ge-1/1/52

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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53

54

SFP (72*10G)

ge-1/1/53

ge-1/1/54

40Gb/s

40Gb/s

When ports are in SFP mode, the mapping between physical port, the logical ports/interface names and
interfaces support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s
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25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

4 x 10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s , 1Gb/s and 100Mb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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te-1/1/53

te-1/1/54

te-1/1/55

te-1/1/56

51 4 x10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

52 4 x10G

te-1/1/61

te-1/1/62

te-1/1/63

te-1/1/64

53 4 x 10G

te-1/1/65

te-1/1/66

te-1/1/67

te-1/1/68

54 4 x10G

te-1/1/69

te-1/1/70

te-1/1/71

te-1/1/72

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

40G Changes to 4*10G in L2/L3 mode on arctica4806xp

In L2/L3 mode configure

You can set the port mode by issuing:

adm n@Xor Pl us# set interface ge-interface-node SFP/ QSFP.

adm n@Xor Pl us# conmi t
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After setting ports to a different mode, it is mandatory to restart the L2/L3 service in order to make the

new state to take effect.

adm n@Xor Pl us# run request system reboot

QSFP(48*10G+6*40G)

When ports are in QSFP mode, the mapping between physical port, interface names and interfaces
support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

te-1/1/23

te-1/1/24

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

ge-1/1/49

ge-1/1/50

ge-1/1/51

ge-1/1/52

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

40Gb/s

40Gb/s

40Gb/s

40Gb/s
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53

54

SFP (72*10G)

ge-1/1/53

ge-1/1/54

40Gb/s

40Gb/s

When ports are in SFP mode, the mapping between physical port, the logical ports/interface names and

interfaces support speed is in the following table.

Physical Port number interface name interface support speed

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

te-1/1/1

te-1/1/2

te-1/1/3

te-1/1/4

te-1/1/5

te-1/1/6

te-1/1/7

te-1/1/8

te-1/1/9

te-1/1/10

te-1/1/11

te-1/1/12

te-1/1/13

te-1/1/14

te-1/1/15

te-1/1/16

te-1/1/17

te-1/1/18

te-1/1/19

te-1/1/20

te-1/1/21

te-1/1/22

te-1/1/23

te-1/1/24

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s
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25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

te-1/1/25

te-1/1/26

te-1/1/27

te-1/1/28

te-1/1/29

te-1/1/30

te-1/1/31

te-1/1/32

te-1/1/33

te-1/1/34

te-1/1/35

te-1/1/36

te-1/1/37

te-1/1/38

te-1/1/39

te-1/1/40

te-1/1/41

te-1/1/42

te-1/1/43

te-1/1/44

te-1/1/45

te-1/1/46

te-1/1/47

te-1/1/48

4 x 10G

te-1/1/49

te-1/1/50

te-1/1/51

te-1/1/52

4 x 10G

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s and 1Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s
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te-1/1/53

te-1/1/54

te-1/1/55

te-1/1/56

51 4 x10G

te-1/1/57

te-1/1/58

te-1/1/59

te-1/1/60

52 4 x10G

te-1/1/61

te-1/1/62

te-1/1/63

te-1/1/64

53 4 x 10G

te-1/1/65

te-1/1/66

te-1/1/67

te-1/1/68

54 4 x10G

te-1/1/69

te-1/1/70

te-1/1/71

te-1/1/72

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

10Gb/s

LLDP Configuration (Link Layer Discovery Protocol)

LLDP is a standard link-layer discovery protocol which can broadcast its capability, IP address, ID, and
interface name as TLVs (Type/Length/Value) in LLDP PDUs (Link Layer Discovery Protocol Data Units).

An LLDP PDU includes 4 basic TLVs and several optional TLVs.

Basic TLVs include the Chassis ID, Port ID, TTL and End TLVs.

In L2/L3, you can select the following optional TLVs:
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TLV Name Description

mac-phy-cfg MAC address of the system
management-address Management IP address of the system
port-description The port description of system

port-vlan The VLAN ID of the port
system-capabilities System capability (e.g. switching, routing)
system-description System description

system-name System name

Configuring the LLDP Mode

LLDP supports 4 modes: TxRx, Tx_only, Rx_only, and Disabled. In TxRx mode, the system transmits
and receives LLDPDUSs. In Tx_only, the system only transmits LLDPDUSs. In Rx_only, the system only
receives LLDPDUs. In Disabled, the system will not transmit or receive any LLDPDUs.

You can configure the system as shown below:

adm n@Xor Pl us# set protocols Ildp enable true

adm n@Xor Pl us# set protocols Ildp interface te-1/1/1 worki ng-node tx_rx
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us#

Selecting Optional TLVs

adm n@Xor Pl us# set protocols Ildp tlv-select mac-phy-cfg true

adm n@Xor Pl us# set protocols |ldp tlv-sel ect nanagenent - address true
adm n@Xor Pl us# set protocols |ldp tlv-select port-description true
adm n@Xor Pl us# set protocols |Ildp tlv-select systemcapabilities true
adm n@Xor Pl us# conmi t

Wi ting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Displaying LLDP Information

adm n@Xor Pl us# show protocols |Idp
Waiting for building configuration.
enabl e: true
tlv-select {

}
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Configuring Other Parameters

You can configure other parameters, such as advertisement-interval, hold-time-multiplier, reinit-delay,
and transmit-delay, in a similar manner.

Voice Vlan with LLDP Configuration Guide

Voice vlan with LLDP means pica8 switch will learn OUI address from the source mac address of the
LLDP packet if LLDP is enabled between ip phone and pica8 switch.

Access port+ Access porte

Basic Configuration:

Stepl.Enable LLDP

set protocols |ldp enable true
Step2. Configuration voice vian
® Configure the auto mode of voice vlan on the access port:
set vlans vlan-id 10
! set interface gigabit-ethernet ge-1/1/1 fanily ethernet-sw tching port-node "trunk" :
! set interface gigabit-ethernet ge-1/1/1 voice-vlan vlan-id 10 :
! set interface gigabit-ethernet ge-1/1/1 voice-vl an node auto :
® Configure the manual mode of voice vlan on the access port:
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set
set
set
set

vlans vlian-id 10

i nterface gigabit-ethernet
i nterface gigabit-ethernet
i nterface gigabit-ethernet

Step3. Configuration Output port

set
set

i nterface gigabit-ethernet
i nterface gigabit-ethernet

Configurations example

ge-1/1/1 fam |y ethernet-sw tching port-node "trunk"
ge-1/1/1 voice-vlan vlan-id 10
ge-1/1/1 voi ce-vl an node manua

ge-1/1/2 fam |y ethernet-swtching port-node "trunk"
ge-1/1/2 fam |y ethernet-sw tching vlan nmenbers 10

1.Access port: Port Ge-1/1/45 and Port Ge-1/1/46 are configured voice-vlan 100 in the manual mode.

2.Access port: Ge-1/1/47 and Ge-1/1/48 are configured voice-vlan 200 in the auto mode(default).

3. Output port : Ge-1/1/1 are configured vian member 100 and 200 in the trunk mode.

adm n@Xor Pl us# show | display set

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
pr ot ocol s

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
I1dp enable true

vlans vlan-id 100
vlans vlan-id 200
vlans vlan-id 1000-1003

® |f the ports configured voice-vian
OUI addresses.

adm n@Xor Pl us# run show vl ans

Qui _Addr ess
:1:e3:0:0:0
:3:6b:0:0:0

14:d: 0:

Lear ned_Qui _Addr ess

P9ee99@
o
o
o
©

22:22:22:22:11:11
22:22:22:22:22: 22
22:22:22:22:33: 33
22:22:22:22:44: 44

Voi C
Mask

ff.ff:
ff.ff:
ff.ff:
ff.ff:
ff.ff:
ff.ff.ff:
ff.ff.ff:
Mask

ff.ff:
ff.ff.ff
ff.ff.ff
ff.ff.ff

ff:
ff:
ff:
ff:
ff:

eegeeee
eegeeee
cocoooooo

ff:
ff:
ff:
ff:

 f
 f
 f

ge-1/1/45
ge-1/1/45
ge-1/1/45
ge-1/1/45
ge-1/1/ 46
ge-1/1/ 46
ge-1/1/ 46
ge-1/1/ 46
ge-1/1/ 47
ge-1/1/ 47
ge-1/1/ 47
ge-1/1/48
ge-1/1/48
ge-1/1/48

fam |y ethernet-
fam |y ethernet-

voi ce-vl an node

voi ce-vl an vl an-
fam |y ethernet-
fam |y ethernet-

voi ce-vl an node

voi ce-vl an vl an-
fam |y ethernet-
fam |y ethernet-
voi ce-vl an vl an-
fam |y ethernet-
fam |y ethernet-
voi ce-vl an vl an-

swi t chi ng
swi t chi ng
"manual "
id 100
swi t chi ng
swi t chi ng
"manual "
id 100
swi t chi ng
swi t chi ng
id 200
swi t chi ng
swi t chi ng
id 200

native-vlan-id 1000
port-nmode "trunk”

native-vlan-id 1001
port-nmode "trunk”

native-vl an-id 1002
port-nmode "trunk”

native-vl an-id 1003
port-nmode "trunk”

ge-1/1/1 fam |y ethernet-swtching port-node "trunk"
ge-1/1/1 fam |y ethernet-swtching vlan menbers 100
ge-1/1/1 fam |y ethernet-sw tching vlan menbers 200

received lldp message from the phone, show oui, we'll get lidp

e-vlan ou

Descri ption

f:ff
f:ff
f:ff
f:ff

Si enrens phone

Ci sco phone

Avaya phone

Phi | i ps/ NEC phone
Pi ngt e
Pol ycom phone
3com phone

phone
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® Show voice-vlan, in manual mode, the lldp source mac address learned won't be shown in the
table, while in auto mode, the lldp source mac address learned will be shown in the table. If an
ingress port configure manual mode, as long as source mac address of phone can match any one
of all static OUI and learned OUI, packets from phone can be tagged in voice vlan id. But if in auto
mode, as long as source mac address of phone can only match OUI learned by the port, packets
from phone can be tagged in voice vlan id.

adm n@Xor Pl us# run show vl ans voice-vlan vlan-id 100
Voi ce M an | D: 100

Voice M an |ocal priority:6

Voi ce Ml an dscp: 46

Voice Ml an aging time: 1440 mi nutes

Current voice vlan enabl ed port node:

Por t Mode Tagged Mac_Addr ess St at us
ge-1/1/45 manual fal se Wor ki ng
ge-1/1/ 46 manual fal se Wor ki ng

adm n@Xor Pl us# run show vl ans voi ce-vlan vlan-id 200
Voi ce M an | D: 200

Voice M an |ocal priority:6

Voi ce Ml an dscp: 46

Voi ce Ml an aging time: 1440 mi nutes

Current voice vlan enabl ed port node:

Por t Mode Tagged Mac_Addr ess St at us
ge- 1/ 1/ 47 aut o fal se 22:22:22:22:33:33 Wirking
ge-1/1/48 aut o fal se 22:22:22:22:44: 44  \Wrking

Voice Vlan with LLDP Compliance CDP Configuration Guide

Voice vlan with LLDP Compliance CDP means the LLDP feature can get information from CDP packets
(Cisco Discovery Protocol packets).

This feature is customized for Cisco ip phone.
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Access port« Access port«

Basic Configuration:

Stepl.Enable LLDP Compliance CDP
® Enable LLDP Compliance CDP

| set protocols Ildp enable true

! set protocols Ildp conpliance cdp true

! set protocols Ildp interface ge-1/1/1 conpliance cdp true

! set protocols Ildp interface ge-1/1/2 conpliance cdp true
® Check the configuration status

............................................................................................................................................................................................ -
H i

i adm n@Xor Pl us# show protocols |ldp
enabl e: true
interface "ge-1/1/1" {
conpl i ance {
cdp: true
}
}

interface "ge-1/1/2" {
conpl i ance {

cdp: true
}
}
conpl i ance {
cdp: true

; }
i adm n@Xor Pl us# run show |l dp nei ghbor ge-1/1/1 detai
! Local Port: ge-1/1/1
{ CDP info:
i +Device ID. Rl
+Addr ess:

Prot ocol type: NLPID format

Prot ocol : | Pv4

| p_address: 192.168.0.1
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Protocol type: NLPID format

Protocol : |Pv4

| p_address: 192.168.0.2
+Port I D: G gabitEthernet0/5
+Capabi lities:

Rout er: YES

Transparent Bridge: YES

Source Route Bridge: YES

Swi tch: YES

Host: YES

| GWP capabl e: YES

Repeat er: YES

+Version: Cisco | 0S Software, 3700 Software (C3725- ADVENTERPRI SEK9-M, Version 12.4(9)T1,

RELEASE SOFTWARE (fc2)
Techni cal Support: http://ww:. ci sco. com t echsupport
Copyright (c) 1986-2006 by Cisco Systens, Inc.
Conpi | ed Wed 30- Aug- 06 18:48 by prod_rel team
+Platform cisco ip phone 7965
+Vt p_nanagenent _domai n: Lab
+Native vlan: 1
+Ful | / Hal f Dupl ex: Full

The information above is just an exanpl e.

Step2. Configuration voice vlan

® Configure the auto mode of voice vlan on the access port:

set vlans vlan-id 10

set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching port-node "trunk"
set interface gigabit-ethernet ge-1/1/1 voice-vlan vlan-id 10

set interface gigabit-ethernet ge-1/1/1 voi ce-vl an node auto

¢ Configure the manual mode of voice vlan on the access port:

set vlans vlan-id 10

set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching port-node "trunk"
set interface gigabit-ethernet ge-1/1/1 voice-vlan vlan-id 10

set interface gigabit-ethernet ge-1/1/1 voi ce-vl an node nmanual

Step3. Configuration Output port

set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swtching port-node "trunk"
set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan nenbers 10

Configurations example
1.Access port: Port Ge-1/1/45 and Port Ge-1/1/46 are configured voice-vlan 100 in the manual mode.
2.Access port: Ge-1/1/47 and Ge-1/1/48 are configured voice-vlan 200 in the auto mode(default).

3. Output port : Ge-1/1/1 are configured vian member 100 and 200 in the trunk mode.

adm n@Xor Pl us# show | display set

set interface gigabit-ethernet ge-1/1/45 fam |y ethernet-sw tching native-vlan-id 1000

set interface gigabit-ethernet ge-1/1/45 famly ethernet-switching port-node "trunk"
set interface gigabit-ethernet ge-1/1/45 voice-vlan node "nanual "
set interface gigabit-ethernet ge-1/1/45 voice-vlan vlan-id 100

set interface gigabit-ethernet ge-1/1/46 famly ethernet-sw tching native-vlan-id 1001
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ge-1/1/46 fam ly ethernet-sw tching port-node "trunk"
ge-1/1/ 46 voi ce-vl an node "nmanual "

ge-1/1/46 voice-vlan vlian-id 100

ge-1/1/47 family ethernet-sw tching native-vlan-id 1002
ge-1/1/47 famly ethernet-sw tching port-node "trunk"
ge-1/1/47 voice-vlan vlan-id 200

ge-1/1/48 family ethernet-sw tching native-vlan-id 1003
ge-1/1/48 fam ly ethernet-sw tching port-node "trunk"
ge-1/1/48 voice-vlan vlan-id 200

ge-1/1/1 fam |y ethernet-swtching port-node "trunk"
ge-1/1/1 fanmily ethernet-swtching vlan menbers 100
ge-1/1/1 fanmily ethernet-swtching vlan menbers 200

set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set interface gigabit-ethernet
set protocols |ldp enable true
set vlans vlan-id 100

set vlans vlan-id 200

set vlans vlan-id 1000- 1003

® |f the ports configured voice-vlan received CDP message from the IP phone, show oui, we'll get

the learned OUI addresses that are source mac addresses in CDP packets.

adm n@Xor Pl us# run show vl ans voi ce
CQui _Addr ess Mask
0:1:e3:0:0: 0 ff:.ff:ff:0:0:0
0:3:6b:0:0:0 ff:.ff:ff:0:0:0
0:4:d:0:0:0 ff:.ff:ff:0:0:0
0:60:b9:0:0:0 ff:.ff:ff:0:0:0
0:d0: 1e:0:0: 0 ff:.ff:ff:0:0:0
0:e0:75:0:0:0 ff:.ff:ff:0:0:0
0:e0: bb:0:0: 0 ff:.ff:ff:0:0:0
Lear ned_CQui _Address Mask
22:22:22:22:11:11 ff.ff.ff.ff.ff
22:22:22:22:22: 22 ff.ff.ff.ff.ff
22:22:22:22:33: 33 ff.ff.ff.ff.ff
22:22:22:22:44; 44 ff.ff.ff.ff.ff

-vl an oui
Descri ption
Si emens phone
Ci sco phone
Avaya phone
Phi | i ps/ NEC phone
Pi ngt el phone
Pol ycom phone
3com phone

Cff
Cff
Cff
Cff

® Show voice-vlan, in manual mode, the learned source mac address of CDP packet won't be

shown in the table, while in auto mode, the learned source mac address of CDP packet will be
shown in the table. If an ingress port configure manual mode, as long as source mac address of
phone can match any one of all static OUI and learned OUI, packets from phone can be tagged in
voice vlan id. But if in auto mode, as long as source mac address of phone can only match OUI
learned by the port, packets from phone can be tagged in voice vlan id.

adm n@Xor Pl us# run show vl ans voi ce-vlan vlan-id 100

I D: 100
| ocal

dscp: 4
agi ng

Voi ce MVl an
Voi ce MVl an
Voi ce MVl an
Voi ce Ml an
Current vo

priority:6
6
time: 1440 mi nutes

ce vlan enabl ed port nobde

Por t Mode Tagged Mac_Addr ess St at us
ge-1/1/ 45 nmanual fal se Wor ki ng
ge-1/1/ 46 nmanual fal se Wor ki ng
adm n@Xor Pl us# run show vl ans voi ce-vlan vlan-id 200

Voi ce Ml an | D: 200

Voi ce Ml an |ocal priority:6

Voi ce Vl an dscp: 46

Voi ce Ml an aging tine: 1440 m nutes

Current voice vlan enabl ed port node

Por t Mode Tagged Mac_Addr ess St at us
ge-1/1/ 47 aut o fal se 22:22:22:22:33: 33 Wor ki ng
ge-1/1/48 aut o fal se 22:22:22:22: 44: 44  \WrKki ng
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Voice Vlan Configuration Guide

Voice VLAN is a special VLAN designed to handle voice traffic. To improve the quality of voice traffic,
traffics in voice VLAN is configured customized QoS (Quality of Service).

Switch could recognize voice traffic according to its source MAC address. If source MAC address of
traffic matches OUI(Organizationally Unique Identifer), it can be considered as voice traffic.

]
L)

Default OUI:

1 0001-e300-0000 Siemens phone

2 0003-6b00-0000 Cisco phone

3 0004-0d00-0000 Avaya phone

4 0060-b900-0000 Philips/NEC phone
5 00d0-1e00-0000 Pingtel phone

6 00e0-7500-0000 Polycom phone

7 00e0-bb00-0000 3com phone

In our design, it is allowed to add more OUls. However, 3 more OUI (10 in total) is the maximum number
we support. Also, we support 4 VOICE VLANs at most. Each voice VLAN support 10 OUI at most.

There are two type of mode of voice VLAN configuration, that is, auto mode and manual mode.
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Auto Mode:

Until learned mac address, auto mode will automatically add port into voice VLAN and install
corresponding acl rules. Delete the port from the voice VLAN and uninstall acl rules after the voice-aging
time since the mac address is aged.

Manual Mode:

Manual mode allows user manually add port into voice VLAN. When the learned OUI address is aged,
the port will not be deleted from voice vlan, while it will be deleted in the auto mode.

Voice VLAN could not be configured as pvid or vlan members on a port
Voice vlan NOT supported on LAG interface.
Voice vlan Must be configured in the port with trunk port-mode.

For the case, traffic from Computer and traffic from VOIP may all arrive at the same port. Since both of
the traffics are all untagged packages, we use ACLs to separate these two traffics. Any untagged VOIP
traffic will tagged the number of voice vlan. Other untagged traffic from computer is tagged the number
its PVID. In this case, we can separate these two untagged traffic into two different vlans. And traffic from
computer and from VOIP can work at the same time.

Basic Configuration

set vlans vlan-id 10
set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching port-node "trunk"
set interface gigabit-ethernet ge-1/1/1 voice-vlan vlan-id 10

Configuration Examples:

In Auto mode:

set vlans vlan-id 10

set vl ans voice-vlan agi ng 600

set vl ans voice-vlan nac-address 00:11:11:00: 00: 01 mask ff:ff:ff:00:00: 00 description test
set vlans voice-vlan local -priority 6

set vl ans voice-vlan dscp 63

set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching port-node "trunk"

set interface gigabit-ethernet ge-1/1/1 voice-vlan vlan-id 10

set interface gigabit-ethernet ge-1/1/1 voice-vlan nbde auto

set interface gigabit-ethernet ge-1/1/1 voice-vlan tagged

In Manual mode;

set vlans vlan-id 10

set vl ans voice-vlan agi ng 600

set vl ans voice-vl an nmac-address 00:11:11: 00: 00: 01 mask ff:ff:ff:00:00: 00 description test
set vlans voice-vlan local -priority 6

set vl ans voice-vlan dscp 63
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set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching port-node "trunk"
set interface gigabit-ethernet ge-1/1/1 voice-vlan vlan-id 10

set interface gigabit-ethernet ge-1/1/1 voice-vlan node manual

set interface gigabit-ethernet ge-1/1/1 voice-vlan tagged

LLDP MED Configuration

In LLDP-MED protocol, it provides extra Organizationally Specific TLVs. The TLVs lists that Pica8 switch
support are as follows :

M Mandatory for this TLV to be included in all outgoing LLDP-MED LLDPDUSs,

C Conditionally required, mandatory for this TLV to be included in outgoing LLDP-MED LLDPDUs under
the described conditions,

LLDP-MED  TLV Name LLDPDU Usage
TLV Subtype

1 LLDP-MED Capabilites M

2 Network Policy C1

3 Location Identification C1

4 Extended Power-via-MDI  C2

Note 1: Transmission of these mandatory TLVs only applies if the associated TLV data contents have
been administratively configured and apply on a given port.

Note 2: Extended Power-via-MDI TLV is mandatory for IEEE 802.3af compliant PSE Network
Connectivity Devices. This TLV is not applicable for non-PoE capable ports, and should not be included
in outgoing LLDP-MED LLDPDUs on such ports.

Basic Configuration:

Enable LLDP

set protocols Ildp enable true

Configure lldp med tlvs

® basiclly these tlvs are selected by default:

set protocols Ildp ned-tlv-sel ect inventory-nmanagenent true/fal se
set protocols Ildp ned-tlv-sel ect network-policy true/false
set protocols Ildp ned-tlv-sel ect extended-power-via-MJl true/false

® Configure the lldp med fast start repeat count:

®* The LLDP-MED fast start repeat count specifies the number of LLDP packets that will be sent
during the LLDP-MED fast start period.
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set protocols |ldp ned-fast-start-repeat-count 5

The LLDP MED function will only be active by receiving lldp med packets.

Show the med working status:

adm n@Xor Pl us# run show || dp det ai
LLDP: Enabl e
Advertisement interval: 30
Re-initialization Delay: 2
Transnmit Delay: 2

Hold tiner: 120

LLDP- MED fast start repeat count: 5
Sel ected TLVs:

port _description

syst em name

system descri ption

system capabilities
managenent _addr ess

port_vlan_id

mac_phy
Sel ected MED TLVs:

i nvent ory managenent

net wor k_pol i cy

ext ended_power _vi a_ndi

Show the med information of neighbor device:

adm n@Xor Pl us# run show | | dp nei ghbor ge-1/1/1 det ai
Local Port: ge-1/1/1

LLDP i nf o:

Time To Live: 180

Chassis ld: 192.1.1.1

Port I D: 189C5DB7E4F4: P1

Port Description: SW PORT

Syst em Nanme: SEP189C5DB7E4F4

System Description: Cisco | P Phone 7965G V14,
System Capabi lity: Bridge, Tel ephone

Managenent Address:

Default VLAN ID: O

Aut o Negoti ation: Supported, Enabl ed

Physi cal medi a capabilities: FDX S Pause, FDX B Pause, 1000base_XFD, 1000base_T
Medi a Attachment Unit type: 1000base_T_Ful | _Dupl ex
+Med capabilities: Capabilities, Network Policy, Extended Power via MDI-PD, |nventory
Med device type: Endpoint Cass Il

+MED Net wor k Pol i cy

Appl i cation Type: Voice

Pol i cy Flags: Known Policy

VI an I D 4095

L2 Priority: 5

DSCP Val ue: 46

+MED Net wor k Pol i cy

Appl i cation Type: Voice Signaling

Pol i cy Flags: Known Policy

VI an I D 4095

L2 Priority: O

DSCP Val ue: 0

+MED Ext ended Power via MDI

Power Type: PD device

Power Source: Unknown
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Power Priority: Unknown

Power Val ue: 12.0 watts

+MED Hardware revi sion: 14

+MED Fi rmwar e revi sion: tnp65.9-3-1-CR17. bin
+MED Software revi sion:

+MED Seri al nunber: FCH174499U2

+MED Manuf acturer: G sco Systems, Inc.

+MED Mbdel nane: CP-7965G

+MED Asset | D:

Show the med information of local device :

adm n@Xor Pl us# run show I 1 dp | ocal _info ge-1/1/1 detaill

LLDP Local configuration details

Chassis I D 70: 72:cf:fd:8f:21

Syst em nane: Xor Pl us

System description: PICA8 Inc., Mdel as4610_30p, PicCS 2.9.1
Interface LLDP State

ge-1/1/1 Enable tx_rx

+Med capabilities: Capabilities, Network Policy, Extended Power via MDI-PD, |nventory
Med device type: Network Connectivity
+MED Net wor k Pol i cy

Application Type: Voice

Pol i cy Fl ags: Unknown Policy

Vian ID: O

L2 Priority: 6

DSCP Val ue: 46

+MED Net wor k Pol i cy

Application Type: Voice Signaling

Pol i cy Flags: Unknown Policy

Vian ID: O

L2 Priority: O

DSCP Val ue: 0

+MED Ext ended Power via MDI

Power Type: PSE device

Power Source: Primary Power Source
Power Priority: Unknown

Power Value: 0.0 watts

+MED Har dware revision: NA

+MED Fi rmnvare revision: 2.9.1/ac36038
+MED Software revision: 2.9.1/ac36038
+MED Serial nunber: AF10029779

+MED Manuf acturer: Edgecore

+MED Mbdel nane: as4610_30p

+MED Asset ID: NA

Voice vlan with LLDP MED means that pica8 switch will learn OUI address from the source mac address
of the LLDP MED packet if LLDP is enabled between ip phone and pica8 switch.
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Access port« Access port«

—
-
wl

Basic Configuration:

Stepl.Enable LLDP

............................................................................................................................................................................................ -

! set protocols |ldp enable true

Step2. Configuration voice vlan

® Configure the auto mode of voice vlan on the access port:

............................................................................................................................................................................................ -
H i

i set vlans vlan-id 10

i set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching port-nmode "trunk"
! set interface gigabit-ethernet ge-1/1/1 voice-vlan vlan-id 10

| set interface gigabit-ethernet ge-1/1/1 voice-vl an node auto

® Configure the manual mode of voice vlan on the access port:

............................................................................................................................................................................................ -
H i

i set vlans vlan-id 10

i set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-swtching port-nmode "trunk"
! set interface gigabit-ethernet ge-1/1/1 voice-vlan vlan-id 10

| set interface gigabit-ethernet ge-1/1/1 voi ce-vl an node nanual

Step3. Configuration Output port

............................................................................................................................................................................................ -
1 i

set interface gigabit-ethernet ge-1/1/2 fam ly ethernet-sw tching port-node "trunk"
! set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan menbers 10

Configurations example

1.Access port: Port Ge-1/1/45 and Port Ge-1/1/46 are configured voice-vlan 100 in the manual mode.
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2.Access port: Ge-1/1/47 and Ge-1/1/48 are configured voice-vlan 200 in the auto mode(default).

3. Output port : Ge-1/1/1 are configured vian member 100 and 200 in the trunk mode.

adm n@Xor Pl us# show | display set

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
prot ocol s

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
Il dp enabl e true

vlans vlan-id 100
vl ans vlan-id 200
vl ans vlan-id 1000- 1003

® |f the ports configured voice-vian
learned OUI addresses.

adm n@Xor Pl us# run show vl ans

CQui _Addr ess
:1:e3:0:0:0
:3:6b:0:0:0

Peeeees
o))
o
o
® © O

Lear ned_CQui _Addr ess

22:.22:22:22:11: 11
22:.22:22: 22: 22: 22
22:.22:22:22: 33: 33
22:.22:22:22: 44 44

Voi Cc
Mask

ff:.ff:ff:0
ff:.ff:ff:0
ff:.ff:ff:0
ff:.ff:ff:0
ff:.ff:ff:0
ff:.ff:ff:0
ff:.ff:ff:0
Mask

ff.ff:
ff.ff:
ff.ff:
ff.ff:

29ee99@

ff:
ff:
ff:
ff:

ff:of
ff:of
ff:of
ff:of

ge-1/1/45 family ethernet-sw tching native-vlan-id 1000
ge-1/1/45 famly ethernet-sw tching port-node "trunk"
ge- 1/ 1/ 45 voi ce-vl an node "nanual "

ge-1/1/ 45 voice-vlan vlan-id 100

ge-1/1/46 family ethernet-sw tching native-vlan-id 1001
ge-1/1/46 famly ethernet-sw tching port-node "trunk"
ge- 1/ 1/ 46 voi ce-vl an node "nanual "

ge-1/1/ 46 voice-vlan vlan-id 100

ge-1/1/47 family ethernet-sw tching native-vlan-id 1002
ge-1/1/47 famly ethernet-swi tching port-node "trunk"
ge-1/ 1/ 47 voice-vlan vlan-id 200

ge-1/1/48 family ethernet-sw tching native-vlan-id 1003
ge-1/1/48 famly ethernet-sw tching port-node "trunk"
ge-1/1/ 48 voice-vlan vlan-id 200

ge-1/1/1 family ethernet-switching port-node "trunk"
ge-1/1/1 fanmily ethernet-sw tching vlian nmenbers 100
ge-1/1/1 fanmly ethernet-sw tching vlan nenbers 200

received lldp med message from the phone, show oui, we'll get

e-vl an ou

Descri ption
0 Si enens phone
0 Ci sco phone
0 Avaya phone
0 Phi | i ps/ NEC phone
0 Pi ngt el phone
0 Pol ycom phone
0 3com phone
foff
foff
foff
foff

® Show voice-vlan, in manual mode, the lldp med source mac address learned won't be shown in
the table, while in auto mode, the lldp med source mac address learned will be shown in the table.
If an ingress port configure manual mode, as long as source mac address of phone can match
any one of all static OUI and learned OUI, packets from phone can be tagged in voice vlan id. But
if in auto mode, as long as source mac address of phone can only match OUI learned by the port,

packets from phone can be tagged in voice vlan id.

adm n@Xor Pl us# run show vl ans voi ce-vlan vlan-id 100
Voi ce Vlan | D: 100
Voi ce VI an | oca

priority:6
Voi ce MVl an dscp: 46

Voi ce Ml an aging tine: 1440 m nutes
Current voice vlan enabl ed port node

Por t

Mode

Tagged

Mac_Addr ess
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ge-1/1/45 manual fal se Wor ki ng
ge-1/1/ 46 manual fal se Wor ki ng
adm n@Xor Pl us# run show vl ans voi ce-vlan vlan-id 200

Voi ce MVl an | D: 200

Voi ce Ml an | ocal priority:6

Voi ce Ml an dscp: 46

Voi ce Ml an aging tine: 1440 m nutes

Current voice vlan enabl ed port node:

Por t Mode Tagged Mac_Addr ess St at us
ge-1/1/ 47 aut o fal se 22:22:22:22:33: 33 Wor ki ng
ge-1/1/48 aut o fal se 22:22:22:22:44: 44  \Wrki ng

® You can configure up to 48 LAGs in L2/L3, and each LAG can have up to 8 member ports.

® Both static and LACP LAGs can support the hashing of traffic using the Src/Dst MAC address, the

Src/DstlP address, and Layer 4 port information.

* |f all member ports of a LAN are link-down, the LAG will be link-down. The LAG will become
link-up when at least one member port is link-up.

®* The logical function and configuration of LAGs are same as those of a physical port.

Configuring Static LAGs

adm n@Xor Pl us# set interface aggregate-ethernet ael

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/4 ether-options 802. 3ad ael
adm n@Xor Pl us# comni t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Displaying S tatic LAG Information

adm n@Xor Pl us# run show i nterface aggregate-ethernet ael

Physi cal interface: ael, Enabled, Physical link is Up

Interface index: 53

Li nk-1evel type: Ethernet, MIU 1514, Speed: Auto, Duplex: Auto

Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps |Internal: 0x0

Current address: c¢8:0a:a9: 9e: 14: 9f, Hardware address: c8:0a: a9: 9e: 14: 9f
Traffic statistics:

Input Packets............ ... ... ... ...... 176
Qutput Packets............. ... ... ... .... 16
Input Cctets......... .. .. ... ... 12888
Qutput Cctets........ ... ... 1594

Aggregated |ink protocol: STATIC
Menmbers Status Port Speed
ge-1/1/1 Down Auto

ge-1/1/2 Down Auto

ge-1/1/3 Up Auto

ge-1/1/4 Up Auto
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The IEEE 802.3ad link aggregation protocol groups multiple Ethernet interfaces and forms a single link
layer interface known as LAG (link aggregation group). Traffic is balanced across the member links in the
LAG to make use of all available bandwidth. The balancing is done by the LAG hashing algorithm. The
LAG hashing algorithm determines the member link to be used for an incoming frame on the basis of
certain values in the frame header.

® LAG Hashing Configuration and Example
* | AG Hash Mapping

® Resilient LAG Hashing Configuration and Example

LAG Hashing Configuration and Example

This example configures the LAG hash mapping mode as ethernet-destination-only.

Configuration:

set interface aggregate-ethernet ael hash- mappi ng node et hernet-destination-only

Examples:

Configure one LAG with three ports.

set interface gigabit-ethernet ge-1/1/1 ether-opti ons 802. 3ad ael0
set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ael0
set interface gigabit-ethernet ge-1/1/3 ether-opti ons 802. 3ad ael0

Configure the LAG hash mapping mode as ethernet-destination-only.

set interface aggregate-ethernet ael0 hash-mappi ng node et hernet-destination-only

LAG Hash Mapping

User can configure the LAG hash mapping field a ccording to the requirement.

Configure one LAG with three ports.

set interface gigabit-ethernet ge-1/1/1 ether-opti ons 802. 3ad ael0
set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ael0
set interface gigabit-ethernet ge-1/1/3 ether-options 802. 3ad ael0

Configure the LAG hash mapping mode as ethernet-destination-only.

set interface aggregate-ethernet ael0 hash- mappi ng node et hernet-destination-only

Configure the LAG hash mapping field.
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set interface aggregate-bal anci ng hash-mappi ng fi el d ethernet-destination-address di sabl e
fal se
set interface aggregate-bal anci ng hash-nmappi ng field ethernet-source-address di sable fal se

Resilient LAG Hashing Configuration and Example

Configure the LAG hashing mode as advanced-resilient. By default, the hash-mapping field is disable
false all.

Without resilient mode, each traffic flow (the flow definition depends on the hash-mapping configuration)
is load balanced on one port of the LAG. This distribution is done via a hashing algorithm. If a port on
this LAG is added or removed (link up/down), the hash will change all flows to be re-distributed on the
remaining ports. It is typically not important if the device on the other side of the LAG is a router or a
switch but could be important if the LAG is sending traffic to equipment (like a cluster of servers) that
handles traffic differently on each port (for example, distributing http sessions on multiple servers).

In resilient mode, a removed link does not trigger the redistribution of traffic on the remaining ports. Only
the traffic from the removed port will be distributed to the remaining ports. An added link does not trigger
redistribution of traffic on the remaining ports. The added link will share the traffic on the remaining ports.

1 Currently, all the switch models, except Tomahawk based switches, support the resilient LAG hashing.

Configuration:

set interface aggregate-ethernet ael0 hash- mappi ng node advanced-resilient

Examples:

Configure one lag with three ports

set interface gigabit-ethernet ge-1/1/1 ether-opti ons 802. 3ad ael0
set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ael0
set interface gigabit-ethernet ge-1/1/3 ether-options 802. 3ad ael0

Configure the lag hash mode advanced-resilient

set interface aggregate-ethernet ael0 hash- mappi ng node advanced-resilient

Configure the hash-mapping field

set interface aggregate-bal anci ng hash-nmapping field i p-destinati on disable fal se
set interface aggregate-bal anci ng hash-nmapping field i p-source di sable fal se

LACP (802.3ad) provides the dynamic link aggregation function.

The LACPDU includes the LACP system priority, the system MAC, the port priority, and I.D. The port,
included in the LACP LAG, will transmit the LACPDU to its neighbors.
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The configuration of the LACP LAG is similar to that of the static LAG.

The min-selected-port label denotes that the LAG is up only when no fewer than the defined number of
ports are up. Below, our defined number is 4.

Configuring LACP LAGs

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregat ed-ether-options

m n-sel ect ed- port 4

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/4 ether-options 802. 3ad ael
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#

Displaying LACP LAG Information

adm n@Xor Pl us# run show i nterface aggregate-ethernet ael

Physi cal interface: ael, Enabled, Physical |ink is Down
Interface index: 53
Descri pti on:

Li nk-1evel type: Ethernet, MIU 1514, Speed: Auto, Duplex: Auto

Source filtering: Disabled, Flow control: Enabl ed, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps Internal: 0x0

Current address: 60:eb: 69:d2: 9c: d7, Hardware address: 60: eb: 69:d2: 9c: d7
Traffic statistics:

5 sec input rate O bits/sec, 0 packets/sec

5 sec output rate O bits/sec, O packets/sec

Input Packets............... ... ... ....... 0
Cut put Packets............. ... ... ........ 0
Input Cctets......... ... ... .. 0
Qutput Cctets......... ... ..., 0

Aggregated |ink protocol: LACP

M ni mum nunber of selected ports: 4
Menbers Status Port Speed

ge-1/1/1 up(active) Auto

ge-1/1/2 up(active) Auto

ge-1/1/3 up(active) Auto

ge-1/1/4 up(active) Auto

You can configure unicast, multicast, and broadcast storm control in packets per second, kilobits per
second or percentage of physical link speed. The storm control function can permit the max rate of
unicast, multicast, and broadcast traffics on ingress port.

(D ® Storm-control function is invalid for the known unicast traffic. It works on the unknown unicast, all multicast and
broadcast traffic.
® pps, kbps and ratio are mutually exclusive and can not be configured at the same time.
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Configuring Storm Control in packet per second on ingress port

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 stormcontrol broadcast pps 10000
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 stormcontrol nulticast pps 10000
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 stormcontrol unicast pps 10000
adm n@Xor Pl us# conmmi t

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Storm Control in ratio on ingress port

The ratio means the percentage of the physical link speed.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 stormcontrol broadcast ratio 10
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 stormcontrol nulticast ratio 20
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 stormcontrol unicast ratio 30
adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Storm Control in kilobits per second on ingress port

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 stormcontrol broadcast kbps 1000
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 stormcontrol nulticast kbps 1000
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 stormcontrol unicast kbps 1000
adm n@Xor Pl us# conmi t

Commit OK.

Save done.

adm n@Xor Pl us#

NOTE:
For storm control in kbps, the actual value of storm control and the configured value are not exactly the same, the correspondence is:

When the configured value is between 64*n and 64*n+63, where n is an integer, the actual value of the storm control is 64*n. For example,
when the configured value is 200 kbps (between 64*3 and 255), the actual value of the storm control is 64*3=192 kbps. There is a special
case, when the configured value is between 0 and 63, the actual value of the flow control is 64 kbps.

UDLD Configuration

UDLD (Unidirectional Link Detection) using for detecting optical fiber unidirectional link. It supports two
modes of operation: normal mode(the default) and aggressive mode. In normal mode, UDLD can detect
unidirectional links due to mis-connected interfaces. In aggressive mode, UDLD can also detect
unidirectional links due to one-way traffic, twisted-pair links, and mis-connected interfaces. You can
enable UDLD globally or on specific ports. When UDLD detectes uni-directional fault, the port status will
be setted Disabled(UDLD) and down, and there is no udld neighbor. In addition, UDLD can detect the
self loop port and disable this port. Self loop means TX links to RX on the same port.
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Configure UDLD normal mode on global

adm n@Xor Pl us# set protocols udld disable fal se
adm n@Xor Pl us# conm t

Commt OK

Save done.

Configure UDLD aggressive mode on global

adm n@Xor Pl us# set protocols udld disable fal se
adm n@Xor Pl us# set protocols udld aggressive true
adm n@Xor Pl us# conmi t

Commit OK.

Save done.

Configure UDLD normal mode on Specific Port

adm n@Xor Pl us# set protocols udld interface te-1/1/27 disable false
adm n@Xor Pl us# commi t

Commit OK

Save done.

Configure UDLD aggressive mode on Specific Port

adm n@Xor Pl us# set protocols udld interface te-1/1/27 disable false
adm n@Xor Pl us# set protocols udld interface te-1/1/27 aggressive true
adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK

Save done.

Configure UDLD Message-interval

adm n@Xor Pl us# set protocols udld nessage-interval 20
adm n@Xor Pl us# conmi t

Commit OK

Save done.

UDLD status as follows when the link is good

adm n@Xor pl us# run show udl d nei ghbors
Por t Devi ce Nanme Device ID Port 1D state

te-1/1/27 3295 QIFQXI 10700003 te-1/1/49 bi - di recti onal

adm n@Xor pl us# run show udld interface te-1/1/27
Interface te-1/1/27
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Udl d enabl ed, aggressive node
Current bidirectional state: bi-directiona
Current phase: advertisenent
Message interval: 15s
Ti meout interval: 5s
nei ghbor 1
Expiration time: 43.58s
Device I D QTFQXI 10700003
Port I D te-1/1/49
Message interval: 20s
Ti meout interval: 5s
Devi ce nane: 3295

UDLD status as follows when UDLD detect uni-directional fault

adm n@Xor pl us# run show udl d nei ghbors
Por t Devi ce Nane Device I D Port |ID state

adm n@Xor pl us# run show udld interface te-1/1/27
Interface te-1/1/27

Udl d enabl ed
Current bidirectional state: uni-directiona
Current phase: |inkdown

Message interval: 7s
Ti meout interval: 5s

adm n@Xor Pl us# run show i nterface gigabit-ethernet te-1/1/27
Physi cal interface: te-1/1/27, Disabled(UDLD), error-discard Fal se, Physical |link is Down
Interface index: 27, SFP type: SR/ 850
Descri pti on:
Li nk-1evel type: Ethernet, MIU. 1514, Speed: Auto, Duplex: Ful
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps |nternal: 0x0
Interface rate limt ingress:0, egress:0
Current address: 00:90: 4c: 06: a5: 73, Hardware address: 00:90: 4c: 06: a5: 73
Traffic statistics:
5 sec input rate O bits/sec, 0 packets/sec
5 sec output rate O bits/sec, 0 packets/sec

Input Packets............................ 16
Qutput Packets............... ..., 1360
Input Cctets....... ... ... 1797
Qutput Octets........ ... . 157178

UDLD status when self loop link

The example is that tx connect with rx on the same port te-1/1/27. The udld status will be
transmit-to-receive loop, and the port status will be setted Disabled(UDLD) and down, and there is no
udld neighbor.

adm n@Xor pl us# run show udl d nei ghbors
Por t Devi ce Name Device ID Port 1D state

adm n@Xor pl us# run show udld interface te-1/1/27
Interface te-1/1/27
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Udl d enabl ed, aggressive node

Current bidirectional state: transmt-to-receive |oop
Current phase: |inkdown

Message interval: 7s

Ti meout interval: 5s

adm n@Xor Pl us# run show i nterface gi gabit-ethernet te-1/1/27
Physical interface: te-1/1/27, D sabl ed(UDLD), error-discard Fal se, Physical |link is Down
Interface index: 27, SFP type: SR/ 850
Descri pti on:
Li nk-1evel type: Ethernet, MIU. 1514, Speed: Auto, Duplex: Full
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps Internal: 0x0
Interface rate limt ingress:0, egress:0
Current address: 00: 90: 4c: 06: a5: 73, Hardware address: 00: 90: 4c: 06: a5: 73
Traffic statistics:
5 sec input rate 0 bits/sec, 0 packets/sec
5 sec output rate O bits/sec, 0 packets/sec

Input Packets........... ... ... . ... ...... 16
Qutput Packets............. ... ... ... .... 1360
Input Cctets......... ... ... i .. 1797

Cut put Cctets

Recover port status Disabled(UDLD)

You can through down, up the port to recover the status Disabled(UDLD)

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/27 disable true
adm n@Xor Pl us# conmnmi t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/27 disable false
adm n@Xor Pl us# comni t

Commit OK

Save done.

adm n@Xor Pl us# run show i nterface gi gabit-ethernet te-1/1/27

Physi cal interface: te-1/1/27, Enabled, error-discard Fal se, Physical |link is Down
Interface i ndex: 27, SFP type: SR/ 850

Descri pti on:

Li nk-1evel type: Ethernet, MIU. 1514, Speed: Auto, Duplex: Full
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps |nternal: 0x0
Interface rate limt ingress:0, egress:0
Current address: 00:90:4c: 06: a5: 73, Hardware address: 00:90: 4c: 06: a5: 73
Traffic statistics:

5 sec input rate 0 bits/sec, 0 packets/sec

5 sec output rate O bits/sec, 0 packets/sec

Input Packets............................ 16
Qutput Packets........................... 1360
Input Cctets....... ... .. ... . ... 1797
Qutput Cctets........ ... 157178

Or you can using follow command to recover the status Disabled(UDLD)

adm n@Xor Pl us# run clear udld
adm n@Xor Pl us# run show i nterface gigabit-ethernet te-1/1/27

Physi cal interface: te-1/1/27, Enabl ed, error-discard Fal se, Physical |ink is Down
Interface i ndex: 27, SFP type: SR/ 850
Descri pti on:

Li nk-1evel type: Ethernet, MIU 1514, Speed: Auto, Duplex: Full

Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps |nternal: 0x0

Interface rate limt ingress:0, egress:0
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Current address: 00:90: 4c: 06: a5: 73, Hardware address:

Traffic statistics:
5 sec input rate 0 bits/sec, 0 packets/sec
5 sec output rate 0 bits/sec, 0 packets/sec

Input Packets........... ... ... . ... ...... 16
Qutput Packets............. ... ... ... .... 1360
Input Cctets......... .. ... .. 1797
Qutput Cctets........ ... ..., 157178

00: 90: 4c: 06: a5: 73

Port security is a layer two traffic control feature on Pica8 switches. It enables an administrator to
configure individual switch ports to allow only a specified number of source MAC addresses to ingress
through the port. Port security enables the switch administrator to prevent unauthorized devices from
gaining access to the network. Port security is normally enabled on access layer switches for this

purpose.

Enabling Port Security

Port security is not enabled by default. It can be enabled with default parameters by issuing a single

command on an interface:

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 port-security mac-limt 10

adm n@Xor Pl us# conm t

Mer gi ng the configuration.
Commt OK

Save done.

adm n@Xor Pl us#

Configuring the Maximum Number of Secure Dynamically Learned MAC

Addresses

User can use port security with dynamically learned MAC addresses to restrict a port's ingress traffic by
limiting the MAC addresses that are allowed to send traffic into the port.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 port-security mac-limt 5

adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show port-security address
Secure Mac Address Table

1 00:00:11:11:11:11 dynamic ge-1/1/1
1 00:00:11:11:11:12 dynamic ge-1/1/1
1 00:00:11:11:11:13 dynamic ge-1/1/1
1 00:00:11:11:11: 14 dynamic ge-1/1/1
1 00:00:11:11:11:15 dynamic ge-1/1/1
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MAC age tinme :300s
adm n@Xor Pl us#

Configuring Static Secure MAC Addresses on a Port

User can use port security with static MAC addresses to restrict a port's ingress traffic by limiting the
MAC addresses that are allowed to send traffic into the port.

adm n@Xor Pl us#

00: 00: 23: 23: 23:

adm n@Xor Pl us#

00: 00: 23: 23: 23:

adm n@Xor Pl us#

00: 00: 23: 23: 23:

adm n@Xor Pl us#

00: 00: 23: 23: 23:

adm n@Xor Pl us#

00: 00: 23: 23: 23:

adm n@Xor Pl us#

set interface
23 vlan 1

set interface
24 vlian 1

set interface
25 vlian 1

set interface
26 vlian 1

set interface
27 vlan 1
comm t

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net

gi gabi t - et her net

ge-1/1/1 port-security
ge-1/1/1 port-security
ge-1/1/1 port-security
ge-1/1/1 port-security

ge-1/1/1 port-security

nmac- addr ess

mac- addr ess

nmac- addr ess

nmac- addr ess

mac- addr ess

Mer gi ng the configuration.

Comit OK.

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show port-security address
Secure Mac Address Tabl e

1 00: 00: 23: 23: 23: 23 static ge-1/1/1
00: 00: 23: 23: 23: 24 static ge-1/1/1
00: 00: 23: 23: 23: 25 static ge-1/1/1
00: 00: 23: 23: 23: 26 static ge-1/1/1
00: 00: 23: 23: 23: 27 static ge-1/1/1
MAC age tine :
adm n@Xor Pl us#

Configuring Port Security with Sticky MAC Addresses on a Port

Port security with sticky MAC addresses retains dynamically learned MAC addresses when the link is
down and restores the MAC addresses when the link is up.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 port-security sticky true
adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Secure MAC Address Aging Time

The aging time is global whether port security is configured or not.

adm n@Xor Pl us# set interface ethernet-sw tching-options nac-tabl e-agi ng-tine 100
adm n@Xor Pl us# conmi t
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Mer gi ng the configuration.
Commit OK

Save done.

adm n@Xor Pl us#

Configuring Port Security Violation Mode on a Port

Port security can be configured to take one of four actions upon detecting a violation:

® protect (default) - Frames from MAC. Addresses other than the allowed addresses are dropped.
Traffic from allowed addresses is permitted to pass normally.

® restrict - Like protect mode but generates a syslog message and increases the violation counter.
®* shutdown - The interface is placed into the error-discard state, blocking all traffic.

* shutdown-temp - The interface is placed into the error-discard state and blocking all traffic
temporarily. After 20 seconds (default), the interface comes up.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 port-security violation ?
Possi bl e conpl eti ons:

protect Drop packets with unknown source addresses

restrict Drop packets w th unknown source addresses and | og viol ation

shut down Di sabl e interface

shut down-tenp Disable interface tenporarily(20 seconds for the default)

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 port-security violation restrict
adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Port Security Auto-recovery Time

When the port security violation mode is configured to shutdown-temp, user can configure the recovery
interval with the command below.

adm n@Xor Pl us# set interface ethernet-sw tching-options port-error-discard tineout 30
adm n@Xor Pl us# conmi t

Mer gi ng the configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Recovering the Port in Error-discard

When the port security violation mode is configured to shutdown, the port will be placed into the
error-discard state after detecting a violation. User can recover the port with the following command.

adm n@Xor Pl us# run clear port-security port-error
Cl ear done.
adm n@Xor Pl us#
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Configuring Port Security Block Mode on a Port

Port security can be configured to take one of five block actions:
® all — All traffic are not permitted to forward normally on egress.

* broadcast— Broadcast packets will be blocked on egress, but unknown uni/multi cast addresses
can forwards normally.

®* multicast — Only the multicast packets will be dropped.
® uni-multi-cast- The unknown uni/multi cast packets will be blocked on egress.

® unicast - Only the unknown unicast packets will be dropped.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 port-security block ?
Possi bl e conpl eti ons:

all Bl ock broadcast and unknow addr esses

br oadcast Bl ock broadcast address

mul ti cast Bl ock unknow nul ticast addresses

uni -nmul ti-cast Bl ock unknow uni/nulti cast addresses

uni cast Bl ock unknow uni cast addresses

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 port-security bl ock broadcast
adm n@Xor Pl us# conmmi t

Mer gi ng the configuration.

Commit OK.

Save done.

adm n@Xor Pl us#

Displaying Port Security Settings

To display port security settings, enter this command:

adm n@Xor Pl us# run show port-security address
Secure Mac Address Tabl e

00:00: 11: 11: 11: 11 dynamic ge-1/1/1

00:00: 11: 11: 11: 12 dynamic ge-1/1/1

00: 00: 11: 11: 11: 13 dynamic ge-1/1/1

00: 00: 11: 11: 11: 14 dynamic ge-1/1/1

00: 00: 11: 11: 11: 15 dynamic ge-1/1/1

00: 00: 23: 23: 23: 23 static ge-1/1/1

00: 00: 23: 23: 23: 24 static ge-1/1/1

00: 00: 23: 23: 23: 25 static ge-1/1/1

00: 00: 23: 23: 23: 26 static ge-1/1/1

00: 00: 23: 23: 23: 27 static ge-1/1/1

MAC age tinme :100s

adm n@Xor Pl us# run show port-security brief
System MAC limt : 32767

Secure port Dynam cMacLi m Current Addr Vi ol ati onCount Action

adm n@Xor Pl us#

adm n@Xor Pl us# run show port-security interface gigabit-ethernet ge-1/1/1
Interface ge-1/1/1

Port security : enabled

Violation action : restrict
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Bl ock type : broadcast

Sticky : true

Dynamic MAC limt : 5

Total MAC addresses : 10
Configured MAC addresses : 5
Sticky MAC addresses : 5

Security violation count : 286062
adm n@Xor Pl us#

Disabling Port Security

To disable port security, enter this command:

adm n@Xor Pl us# del ete interface gigabit-ethernet ge-1/1/1 port-security
Del eti ng:

port-security {

mac-limt: 5

violation: "restrict"

mac- addr ess 00: 00: 23: 23: 23: 23 {

vian 1 {

}

}

mac- addr ess 00: 00: 23: 23: 23: 24 {
vian 1 {

}

}

mac- addr ess 00: 00: 23: 23: 23: 25 {
vian 1 {

}

}

mac- addr ess 00: 00: 23: 23: 23: 26 {
vian 1 {

}

}

mac- addr ess 00: 00: 23: 23: 23: 27 {
vian 1 {

}

}

sticky: true
bl ock: "broadcast"

}
fo¢

adm n@Xor Pl us# conmi t
Mergi ng the configuration.
Commit OK.

Save done.

adm n@Xor Pl us#

IEEE 802.1x is a Port-based Network Access Control Protocol, which provides authentication
mechanism for both LAN and WLAN devices. It allows user to use LAN/WAN ports only after successful
authentication. However, if authentication fails, user is not able to use LAN/WLAN ports, even if there are
physical or wireless connections. 802.1x framework consists of three elements: a supplicant, an
authenticator, and an authentication server.

1 In the 2.6.4 previous version, Dotlx only support EAP-MD5 authentication method
In 2.6.4 version or later, Dot1x support EAP-MD5,EAP-PEAP,EAP-TLS,EAP-TTLS authentication methods.
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Enabling/ disabling 802.1x on the Interface

Enable 802.1x on an access port:

801.1x is not enabled by default. It can be enabled by issuing a single command on an interface:

adm n@Xor Pl us# set protocols dotlx interface ge-1/1/8 disable fal se
adm n@Xor Pl us#conmi t

Disable 802.1x on an access port:

adm n@Xor Pl us# set protocols dotlx interface ge-1/1/8 disable true
adm n@Xor Pl us#conm t

Configuring 802.1x Port Control Mode of Interface

Configuring auto mode:

By default, the port-control mode is “auto”.

adm n@Xor Pl us# set protocols dotlx interface ge-1/1/8 port-control auto
ERROR: The sanme value is set to node"protocols dotlx interface ge-1/1/8 port-control".
adm n@Xor Pl us#comm t

Configuring force-authorized mode:

adm n@Xor Pl us# set protocols dotlx interface ge-1/1/8 port-control force-authorized
adm n@Xor Pl us#conmi t

Configuring force-unauthorized mode:

adm n@Xor Pl us# set protocols dotlx interface ge-1/1/8 port-control force-unauthorized
adm n@Xor Pl us#conm t

Configuring radius server and the shared-key.

adm n@Xor Pl us# set protocol s dot1x aaa radius authentication server-ip 1.1.5.1 shared-key
123
adm n@Xor Pl us#conmi t

Configuring the Value of Reauth-period

By default, the value of reauth-period is 3600s.

adm n@Xor Pl us# set protocols dotlx interface ge-1/1/8 reauth-period 600
adm n@Xor Pl us# conm t
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By default, the re-authentication is enabled.

Enable re-authentication:

adm n@Xor Pl us# set protocols dotlx interface ge-1/1/8 reauthentication disable false
adm n@Xor Pl us# commi t

Disable re-authentication:

adm n@Xor Pl us# set protocols dotlx interface ge-1/1/8 reauthentication disable true
adm n@Xor Pl us# conm t

adm n@Xor Pl us# run show dot 1x i nterface
Interface Client Status

ge-1/1/8 08:9e: 01: 39: 1a: f e AUTHORI ZED

adm n@Xor Pl us# run show dot 1x interface gigabit-ethernet ge-1/1/8
Dot 1x Info for ge-1/1/8

Port Enabl ed = true
Port Control = AUTO
Qui et Period =

Server Ti mreout = 30

ReAut henti cation = true

ReAut hPeri od = 3600

Dot 1x Aut henticator Cient
Suppl i cant = 08: 9e: 01: 39: 1a: fe
Port Status = AUTHORI ZED

Auth SM St ate = AUTHENTI CATED
Auth BEND SM State = | DLE

Deleting Protocols of dotlx

adm n@Xor Pl us# del ete protocols dot 1x
Del et i ng:
dot 1x {
interface "ge-1/1/8" {
di sabl e: fal se
reaut henti cation {
di sabl e: fal se

}

r eaut h- peri od: 600
}
aaa {

radi us {
aut henti cation {
server-ip 1.1.5.1 {
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shar ed- key: "123"

}
}

adm n@Xor Pl us#conmm t

Buffer management

@ Buffer management is not supported on Kontron MSH8920.

Introduction

When the network congestion, the port don't send data immediately, to prevent data loss, device can
transmit the temporay storage of data to the data buffer.

1. Accounting Resources

The chip has the fixed-sized cells. Each cell is 208 bytes long. The first cell used by a packet contains
two payloads. The first payload is a 64-byte packet descriptor, and the second payload contains 144
bytes of packet data. Every cell, after the first one used by a packet, uses the complete 208 bytes for
packet data . A packet use at least one cell. The length of packet decides how many cell the packet
uses. For example untagged packeets 64 bytes to 144 bytes long use one cell. A 352-byte packet would
require two cells. And packets from 1393-bytes to 1600-bytes long use eight cells.

2. Memory Spaces
The cell data buffer is divided into fixed and shared spaces.
* Fixed space

Fixed space provide minimum guaranteed space on a per priority group and per port basis. This space
cannot be shared with other ports. When the port congestion occurs, it will occupy fixed space first,
shared space will be used when the fixed space is full. The Fixed space should not be too big, otherwise
it will waste space resources.

® Shared space

The shared space will be used by all ports and priority groups when the fixed space run out. When the
shared space is used up, the packet is discarded. If a queue don't store packet, the others queue will
grab this queue space. For a queue,all of ports transmit packets will first come first served, if the used
resource reach the threhold, packets will be dropped after arrived.The shared space can be configured
dynamic or static threshold at the logical level of the queue.
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share space (user just can configure this space)

queue 0

queue 1

queue 2

queue 3

queue 4 Fixed space

queue 5

queue 6

queue 7

port1 port2 portd ... ...

Command configuration

The device provide separate UC (unicast) and MC (multicase) queue. For the unicast queue and
multicast queue. The UC queues are used to store known unicast packets and can be flexibly assigned
while the MC queues are used to store DLF, multicast, broadcast and mirrored packets. While the CPU
port does not support separate UC and MC queues, the CPU port does have a total of 48 queues
available, and these queues are eligible for both UC and MC traffic based on CPU Cos mapping. We
have different configuration to deal with share space

1.multicast queue

static mode: This is the default configuration

®* The value of the static threshold is configured for the multicast queue in the shared space.This
avoids the case that the port enabled flow control or PFC affects the forwarding of other ports. But
the disadvantage is less efficient use of memory.

dynamic mode : Need to configure

®* The memory threhold is adjusted dynamically according to the avaliable shared memory in this
mode. The threholds will reduce when the remaining shared memory reduces. The threholds will
rise up when the remaining shared memory rises up.

For example, enable queue 0 dynamic-shared

r oot @<or Pl us# set interface ethernet-sw tching-options buffer egress-queue 0
nc- queue- dynami c- shared true
r oot @Xor Pl us# comm t

2.unicast queue
dynamic mode

® dynamic threshold is the default mode for the unicast queueand it can't configure static threshold.
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3.dynamic threshold ratio configuration

The dynamic mode both of multicast (must enable dynamic threshold) and unicast queue can configure
the max dynamic threshold ratio. The threhold is still dynamically adjusted until reaching the max ratio
configured.

For example, configure dynamic threshold ratio 50% for queue 0

r oot @or Pl us# set interface ethernet-sw tching-options buffer egress-queue 0 shared-ratio
50
r oot @Xor Pl us# comm t

Check the configuration result

r oot @or Pl us# run show i nterface egress-buffer
Cosqg Buffer-Shared-Rati o Mul ti cast-Queue- Dnani c- Shar ed- Buf f er

0 50 Enabl e

1 33 Di sabl e
2 33 Di sabl e
3 33 Di sabl e
4 33 Di sabl e
5 33 Di sabl e
6 33 Di sabl e
7 33 Di sabl e

For the maximum shared-area ratio for a queue, the percentage values 0 to 100 are divided into 10
rages.The table below shows the effective values that correspond to the configured values of ratio-value.

Value of ratio-value Effective value
Oto1 1
203
407 B
8o 16 11
17 to 29 20
30 to 42 33
43 to 60 50
61to 76 67
77 to 86 80
87 to 100 B89
@ notice

Now,multicast queue just support eight 1~67effective ratio value on all platforms
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Application notice

T

12 [3]

As show above: send packets from portl and port2 to port3 in 10G speed in queue 0, and port3 will be in
congestion.

For the multicast flow, if flow control is enabled on portl and port2 and configure static threshold, the
packets also perhaps will be dropped in port 3 egress queue. Ingress don't send pause frame because
egress's shared-ratio is smaller than ingress's and egress reach it's threhold before igress reach.

So if users meet this issue, in this case, we suggest users configure dynamic mode. portl and port2 will
send out pause frame before port3 queue limit is reached, and accept burst packets to avoid packet
drop.
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Layer 2 Switching Configuration

This chapter describes the configuration steps of Layer 2 switching, including MAC address learning,
LLDP, LACP, 802.1Q VLAN, flow control, mirroring, storm control, and the Spanning Tree Protocol
(STP/RSTP/MSTP).

® Static MAC entries and Dynamic MAC Address Learning
® Cut-Through Switching Method
®* MLAG Configuration Guide
® Configuring a Basic MLAG Step-by-Step Procedure
® Configuring a Basic MLAG Example
® Configuring Switch A with Static and LACP LAG
® Configuring Switch B with Static and LACP LAG
® Configuring Switch C with LACP and LAG
* View the MLAG Internal and Neighbor Status
® Configuring a MLAG domain with MSTP example
® Configuring Switch A with LACP LAG
® Configuring Switch B with LACP LAG
® Configuring an Aggregation Interface to VLAN Members
® Configuring Switch C and Switch D with LACP LAG
® Configure Mlag and Active-Active-Vrrp example
® Configure on Switch A
® Configure on Switch B
® Configure on Switch C
¢ Configure on Switch D
® Configuring a MLAG with vxlan Example
® (1 Configuring mlag in Switch A and Switch B
® (02 Configuring Lag in Switch C and Switch D
® (03 Configuring vxlan in Switch A and Switch B
® Q-in-Q Basic Port Configuration
® MSTP Configuration
® MSTP Configuration Example
® PVST Configuration
® PVST Configuration Example

¢ Configuring Mirroring
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¢ Configuring Mirroring Guide

®* BPDU Tunneling Configuration

® Configuring IPv6 RA Guard

® LFS Configuration

®* Symmetric Hash for ECMP and LAG Configuration Example

You can configure a static MAC entry in the FDB and manage dynamic MAC address learning (for
example, configuring aging time or deleting the dynamic MAC address entry).

Configuring a Static MAC Entry and Managing the FDB

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 static-ethernet-swtching
mac- address 22:22:22:22:22:22 vlan 1

adm n@Xor Pl us# set interface ethernet-sw tching-options mac-tabl e-agi ng-ti ne 60
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# run show et hernet-swi tching table

Total entries in switching table: 2

Static entries in switching table: 0O

Dynamic entries in switching table: 2

VLAN MAC address Type Age Interfaces

1 00: 22: be: 96: f2: 83 Dynamic 60 ge-1/1/1

1 00: 22: be: 96: f2: 84 Dynami c 60 ge-1/1/2

adm n@Xor Pl us# run clear ethernet-switching table all

adm n@Xor Pl us# run show et hernet-swi tching table

Total entries in switching table: O

Static entries in switching table: 0O

Dynamic entries in switching table: O

VLAN MAC address Type Age Interfaces

adm n@Xor Pl us#

By default, the switch forwards the packets in a cut-through switching method. That is, the switch begins
forwarding a packet before the entire frame is received, normally as soon as the destination address is
processed. This process reduces latency. Error handling is performed by the destination devices. User
can configure the switch to the "store-and-forward" method with the commands below.

1 4610 series switchs don't support cut-through mode.

Configuring your Switch to the Store-and-Forward Method

adm n@Xor Pl us# set interface cut_through_node fal se
adm n@Xor Pl us# conm t
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Waiting for merging configuration.
Commit OK

Save done.

adm n@Xor Pl us#

MLAG Configuration Guide

Traditionally, an aggregation interface is a logical interface that is used to increase bandwidth or
availability by using more than one physical interface in a switch. Multi-chassis LAG (MLAG) can form a
logical aggregation interface to multiple switches.

In Figure 1-1, switch A and C are connected by link A; switch B and C are connected by link B. In switch
C, link A and B have formed an aggregation interface to balance traffic. Meanwhile, switches A and B
have formed an MLAG using link A and B. For communication such as MAC entries between the
members of the MLAG are learned by the MLAG and must be synchronized. In Figure 1, synchronization
between switch A and B is achieved via link C which is used to connect switch A and B as the channel
interface. The number of links which connect switch A and C, or B and C, cannot be more than 1.

Important Things To Know About MLAG

There are two issues in the MLAG: MAC entry synchronization and broadcast traffic control. MAC entry
synchronization means that the MAC entry learned by the interface must be synchronized by the peer
switch. In the current version, only 2 nodes in a MLAG and using L2 traffic to communicate between
notes is supported.

Figure 1-1
SwitchA SwitchB
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Configuring MLAG domain-id

The domain-id command assigns an MLAG ID to an aggregation interface. MLAG neighbor switches
from an MLAG when each switch configures the same MLAG-ID to an aggregation interface. Only one
MLAG domain ID can be assigned to an aggregation interface. MLAG domain ID's are unique. That is to
say, an MLAG domain-ID cannot be assigned to more than one aggregation interface.

adm n@Xor Pl us# set interface aggregate-ethernet ae22 aggregat ed-et her-options m ag
domain-id 1

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring MLAG Peer

The peer command specifies the neighbor's IP address for a MLAG domain. The synchronization
messages between MLAG peers are sent to the neighbor's IP address.

adm n@Xor Pl us# set interface aggregate-ethernet ae22 aggregat ed-et her-options m ag peer
10.0.0.1 peer-link ae24

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring MLAG Priority

The priority uses master/slave negotiation between the two neighbor switches. The priority command
assigns a MLAG priority.

adm n@Xor Pl us# set interface aggregate-ethernet ae22 aggregated-ether-options mag priority
4096

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring MLAG hello-interval

The hello-interval command configures the hello message interval in both directions between MLAG
neighbors. If the neighbor switch is pinged four times and a reply is not received during the interval, the
MLAG neighbor switches revert to their independent state.
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adm n@Xor Pl us# set interface aggregate-ethernet ae22 aggregat ed-et her-options m ag
hel | o-interval 60

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

@ configuration Consistency Check

From version 2.9.1, add the function of configuration consistency check between two peer nodes. Mac address sync can work
well based on the same MLag interface configuration between two nodes.
Configuration consistency fields on MLag interface as below:

1. Vianid (native vlan id and vlan member)
2. Tagged / untagged (vlan member is tagged or untagged)
3. Mac-learning (true / false)

Match or mismatch result is shown in the c ommand "show mlag internal” .

adm n@Xor Pl us# run show m ag i nternal

Dormai n-id Local -LAG Flood MAC-sync State Conf - Consi stency Role
2 ael fal se true FULL CONFI G_MATCH MASTER
1 ae2 fal se true FULL CONFI G_MATCH MASTER

1 We don't recommend to configure system-id specially for MLag. MLag can automatically use mac-address of the in-band
interface as system-id.

® Configuring a Basic MLAG Step-by-Step Procedure
® Configuring a Basic MLAG Example
® Configuring Switch A with Static and LACP LAG
® Configuring Switch B with Static and LACP LAG
® Configuring Switch C with LACP and LAG
* View the MLAG Internal and Neighbor Status
® Configuring a MLAG domain with MSTP example
® Configuring Switch A with LACP LAG
® Configuring Switch B with LACP LAG
® Configuring an Aggregation Interface to VLAN Members
® Configuring Switch C and Switch D with LACP LAG
® Configure Mlag and Active-Active-Vrrp example
® Configure on Switch A
® Configure on Switch B
® Configure on Switch C

® Configure on Switch D
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® Configuring a MLAG with vxlan Example
® 01 Configuring mlag in Switch A and Switch B
® Configuring Lag in Switch C and Switch D
® 02 Configuring Lag in Switch C and Switch D
¢ 03 Configuring vxlan in Switch A and Switch B

Configuring a Basic MLAG Step-by-Step Procedure

SwitchA Peerlink SwitchB
Te-11M9 Te-1/1/48
S N 5 > N
@
L
Te-1M1t50 Te-1/1/50
Ge-111 Ge-111
< LAG1 S

Ge-111

Ge-1112

SwitchC

1. Configure the number of LAGs on Switch C. Add member interfaces to the aggregated ethernet
interface on Switch C.

2. Configure the number of MLAG member LAGs on both Switch A and Switch B. Add member
interfaces to the aggregated ethernet interface on both Switch A and Switch B.

3. Configure the number of MLAG peer-link LAGs on both Switch A and Switch B. Add member
interfaces to the aggregated ethernet interface on both Switch A and Switch B.

4. Configure the L3 interface IP address on both Switch A and Switch B for peer-to-peer
communication.

Configure the same domain-id number on both MLAG peers on Switch A and Switch B.
Configure different system-id's on both MLAG peers on Switch A and Switch B.
Configure the peer IP address for MLAG peer connect on both Switch A and Switch B.

© N o O

Configure the LAGs for MLAG peer-link connects on both Switch A and Switch B.
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Configuring a Basic MLAG Example

Figure 2 illustrates MLAG configured between Switch A and Switch B, the MLAG connections between
the neighboring switches, and two Network Devices.

The MLAG switches connect through a LACP LAG to Switch C.

The MLAG switches connect through a static LAG to Server A.

Figure 2
SwitchA Peer-link SwitchB
Te-11/49 Te-1/1:40
S S C S N
w
[F5]
Te-11450 Te-11s50
Ga-11M1 Ge-1M02 Ge-1M11 Ga-112
<~ LAG1 "_‘_‘/ LAG2
Ga-11M1 MIC 2
Ga-1112 MIC 2
SwitchC ServerA

® Configuring Switch A with Static and LACP LAG
® Configuring Switch B with Static and LACP LAG
® Configuring Switch C with LACP and LAG

View the MLAG Internal and Neighbor Status
Configuring Switch A with Static and LACP LAG

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true

adm n@Xor Pl us# set interface aggregate-ethernet ae2

adm n@Xor Pl us# set interface aggregate-ethernet ae3

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
adm n@Xor Pl us# set
adm n@Xor Pl us# set

nterface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
nterface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ae2
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 ether-options 802.3ad ae3
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/50 ether-options 802.3ad ae3
adm n@Xor Pl us# commi t

Waiting for merging configuration.
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Commit OK
Save done.
adm n@Xor Pl us#

Configuring an Aggregation Interface to VLAN Members

adm n@Xor Pl us# set protocol s spanning-tree enable false
adm n@Xor Pl us# set vlans vlian-id 15

adm n@Xor Pl us# set vlans vlan-id 16

adm n@Xor Pl us# set vlans vlan-id 4094 | 3-interface 4094
adm n@Xor Pl us# conmm t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us#
adm n@Xor Pl us# set

nterface aggregate-ethernet ael family ethernet-swtching port-node

;(rium'nﬁ@(or Pl us# set interface aggregate-ethernet ael famly ethernet-swtching vlan nenbers
im’ n@xor Pl us# set interface aggregate-ethernet ael fam |y ethernet-sw tching vlan nenbers
;gm' n@xor Pl us# set interface aggregate-ethernet ae2 fam |y ethernet-swtching port-node
;(rium'nﬁ@(or Pl us# set interface aggregate-ethernet ae2 famly ethernet-swtching vlan nenbers
im’ n@xor Pl us# set interface aggregate-ethernet ae2 fam |y ethernet-sw tching vlan nenbers
16

adm n@Xor Pl us# set
native-vlan-id 4094
adm n@Xor Pl us# set

nt erface aggregate-ethernet ae3 family ethernet-swtching

nterface aggregate-ethernet ae3 famly ethernet-sw tching port-node

trunk

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching vlan nenbers
15

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching vlan nenbers
16

adm n@Xor Pl us# commi t

Waiting for merging configuration.
Commit OK.

Save done.

adm n@Xor Pl us#

Configure the L3 Interface IP Address

adm n@Xor Pl us# set vlan-interface interface 4094 vif 4094 address 10.10.0.1 prefix-1length
24

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the domain-id for the MLAG

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options mag domain-id
1

adm n@Xor Pl us# conmi t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#
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adm n@Xor Pl us# set
2

i nterface aggregate-ethernet ae2 aggregated-ether-options mag domai n-id

adm n@Xor Pl us# conm t
Waiting for merging configuration.

Commit OK
Save done.
adm n@Xor Pl us#

Configuring the Peer IP Address and the Peer-link for the MLAG Domain Peer

adm n@Xor Pl us# set

i nterface aggregate-ethernet ael aggregated-ether-options nlag peer

10. 10. 0.2 peer-link ae3

adm n@Xor Pl us# set

i nterface aggregate-ethernet ae2 aggregated-ether-options nlag peer

10. 10. 0.2 peer-link ae3
admi n@Xor Pl us# conmi t
Waiting for merging configuration.

Commit OK.
Save done.
adm n@Xor Pl us#

Configuring Switch B with Static and LACP LAG

adm n@Xor Pl us# set
true

adm n@Xor Pl us# set
adm n@Xor Pl us# set

i nterface aggregate-ethernet ael aggregated-ether-options |acp enabl e

i nterface aggregate-ethernet ae2
i nterface aggregate-ethernet ae3

adm n@Xor Pl us# conm t
Waiting for mergi ng configuration.

Commt OK
Save done.
adm n@Xor Pl us#

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ae2
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 ether-options 802.3ad ae3
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/50 ether-options 802.3ad ae3
adm n@Xor Pl us# conm t

Waiting for mergi ng configuration.

Commt OK
Save done.
adm n@Xor Pl us#

Configuring an Aggregation Interface to VLAN Members

adm n@Xor Pl us# set protocol s spanning-tree enable false
adm n@Xor Pl us# set vlans vlan-id 15

adm n@Xor Pl us# set vlans vlian-id 16

adm n@Xor Pl us# set vlans vlan-id 4094 | 3-interface 4094
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
adm n@Xor Pl us# set
t runk

adm n@Xor Pl us# set
15

adm n@Xor Pl us# set
16

adm n@Xor Pl us# set

i nterface aggregate-ethernet ael fam ly ethernet-sw tching port-node

i nterface aggregate-ethernet ael fam ly ethernet-sw tching vlan nenbers

i nterface aggregate-ethernet ael fam ly ethernet-sw tching vlan nenbers

i nterface aggregate-ethernet ae2 fam ly ethernet-sw tching port-node
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trunk

adm n@Xor Pl us# set interface aggregate-ethernet ae2 famly ethernet-swtching vlan nmenbers
15

adm n@Xor Pl us# set interface aggregate-ethernet ae2 famly ethernet-swtching vlan nmenbers
16

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching

native-vl an-id 4094

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching vlan nmenbers
15

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching vlan nmenbers
16

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configure the L3 Interface IP Address

adm n@Xor Pl us# set vlan-interface interface 4094 vif 4094 address 10.10.0.2 prefix-Ilength
24

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the domain-id for the MLAG Domain

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options mag donmin-id
1

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options mag donain-id
2

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

Configuring the Peer IP Address and the peer-link for the MLAG Domain Peer

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options nlag peer
10. 10. 0.1 peer-link ae3

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options nlag peer
10. 10. 0.1 peer-link ae3

adm n@Xor Pl us# conmi t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#
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Configuring Switch C with LACP and LAG

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ael
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

Configuring an Aggregation Interface to VLAN Members

adm n@Xor Pl us# set protocols spanning-tree enable false

adm n@Xor Pl us# set vlans vlan-id 15

adm n@Xor Pl us# set vlans vlan-id 16

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-swtching vlan nenbers
15

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-swtching vlan nenbers
16

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

View the MLAG Internal and Neighbor Status

adm n@Xor Pl us# run show nl ag internal

Domei n-id Local -LAG Flood MAC sync State Conf - Consi stency Role
2 ael false true FULL CONFI G_MATCH MASTER
1 ae2 false true FULL CONFI G_MATCH MASTER
adm n@Xor Pl us# run show m ag peer 1

Peer Systemid State Li nk- st at us

10.10.0. 2 c8: 0a: a9: 9e: 14: a4 FULL UP

adm n@Xor Pl us# run show m ag peer 2

Peer Systemid State Li nk- st at us

10.10.0. 2 c8: 0a: a9: 9e: 14: a4 FULL UP
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View the MLAG Internal and Neighbor Status of Switch B

adm n@Xor Pl us# run show nl ag i nt ernal

Domai n-id Local -LAG Flood MAC sync State Conf - Consi stency Role
2 ael false true FULL CONFI G_MVATCH SLAVE
1 ae2 false true FULL CONFI G_VATCH SLAVE

adm n@Xor Pl us# run show nml ag peer 1
Peer Systemid State Li nk- st at us

10.10.0.1 e8: 9a: 8f : 50: 3d: 30 FULL uP

adm n@Xor Pl us# run show nm ag peer 2
Peer Systemid State Li nk- st at us

10.10.0.1 e8: 9a: 8f : 50: 3d: 30 FULL uP

If the configuration is inconsistent, the mlag internal as follows:

adm n@Xor Pl us# run show m ag i nt ernal
Domei n-id Local -LAG Flood MAC sync State Conf - Consi stency Role

1 ae2 fal se true FULL CONFI G_M SMATCH  MASTER

adm n@Xor Pl us# run show m ag internal 1 detail
Local - LAG ae2
Native Ml anl D 1941
Mac Learni ng: true
Unt agged VI anl D
Tagged VI anl D
157, 203

Configuring a MLAG domain with MSTP example

Figure 3 illustrates MLAG configured between Switch A and Switch B; the MLAG connections between
the neighboring switches as well as two Network Devices.

The MLAG switches connect through a LACP LAG to Switch C.

The MLAG switches connect through a LACP LAG to Switch D.

Figure 3
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® Configuring Switch A with LACP LAG
® Configuring Switch B with LACP LAG
® Configuring an Aggregation Interface to VLAN Members

® Configuring Switch C and Switch D with LACP LAG

Configuring Switch A with LACP LAG

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options |acp enable
true

adm n@Xor Pl us# set interface aggregate-ethernet ae3

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us#
adm n@Xor Pl us# set
adm n@Xor Pl us# set

nterface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
nterface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ae2
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 ether-options 802.3ad ae3
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/50 ether-options 802. 3ad ae3
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
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Configuring an Aggregation Interface to VLAN Members

adm n@Xor Pl us# set vlans vlan-id 15

adm n@Xor Pl us# set vlans vlan-id 16

adm n@Xor Pl us# set vlans vlan-id 4094 | 3-interface 4094

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-swtching port-node
trunk

adm n@Xor Pl us# set

nterface aggregate-ethernet ael famly ethernet-swtching vlan nmenbers

im’ n@xor Pl us# set interface aggregate-ethernet ael fam |y ethernet-sw tching vlan nmenbers
;gm' n@xor Pl us# set interface aggregate-ethernet ae2 fam |y ethernet-swtching port-node
f’;\!jum'nﬁ@(or Pl us# set interface aggregate-ethernet ae2 famly ethernet-swtching vlan nmenbers
im’ n@xor Pl us# set interface aggregate-ethernet ae2 fam |y ethernet-sw tching vlan nmenbers
;gm' n@xor Pl us# set interface aggregate-ethernet ae3 fam |y ethernet-swtching port-node
f’;\!jum'nﬁ@(or Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching vlan nmenbers
im’ n@xor Pl us# set interface aggregate-ethernet ae3 fam |y ethernet-sw tching vlan nmenbers
16

adm n@Xor Pl us# conm t

Waiting for merging configuration.
Commit OK

Save done.

adm n@Xor Pl us#

Configure the L3 interface IP address

adm n@Xor Pl us# set vlan-interface interface 4094 vif 4094 address 10.10.0.1 prefix-1ength
24

adm n@Xor Pl us# comni t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the domain-id for the MLAG

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options m ag donain-id
1

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options nm ag donmain-id
2

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
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Configuring the peer IP address and the peer-link for the MLAG domain peer

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options nlag peer
10. 10. 0. 2 peer-link ae3

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options nlag peer
10. 10. 0. 2 peer-link ae3

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch B with LACP LAG

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options |acp enable
true

adm n@Xor Pl us# set interface aggregate-ethernet ae3

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#
adm n@Xor Pl us# set
adm n@Xor Pl us# set

nterface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
nterface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ae2
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 ether-options 802. 3ad ae3
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/50 ether-options 802.3ad ae3
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring an Aggregation Interface to VLAN Members

adm n@Xor Pl us# set vlans vlan-id 15

adm n@Xor Pl us# set vlans vlian-id 16

adm n@Xor Pl us# set vlans vlian-id 4094 | 3-interface 4094
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commt OK

Save done.

adm n@Xor Pl us#
adm n@Xor Pl us# set

nterface aggregate-ethernet ael family ethernet-sw tching port-node

tatrjum'nﬁ@(or Pl us# set interface aggregate-ethernet ael famly ethernet-swtching vlan nmenbers
;3m' n@xor Pl us# set interface aggregate-ethernet ael fam |y ethernet-sw tching vlan nenbers
;Sm' n@Xor Pl us# set interface aggregate-ethernet ae2 fam |y ethernet-sw tching port-node
tatrjum'nﬁ@(or Pl us# set interface aggregate-ethernet ae2 famly ethernet-swtching vlan nmenbers
;3m' n@xor Pl us# set interface aggregate-ethernet ae2 fam |y ethernet-sw tching vlan nenbers
;Sm' n@Xor Pl us# set interface aggregate-ethernet ae3 fam |y ethernet-sw tching port-node
trunk

adm n@Xor Pl us# set interface aggregate-ethernet ae3 family ethernet-swtching
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nati ve-vl an-id 4094

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching vlan nmenbers
15

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching vlan nmenbers
16

adm n@Xor Pl us# conm t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configure the L3 interface IP address

adm n@Xor Pl us# set vlan-interface interface 4094 vif 4094 address 10.10.0.2 prefix-1ength
24

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the domain-id for the MLAG domain

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options mag donain-id
1

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options mag donmain-id
2

adm n@Xor Pl us# conmmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the peer IP address and the peer-link for the MLAG domain peer

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options nlag peer
10. 10. 0.1 peer-link ae3

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options nlag peer
10. 10. 0.1 peer-link ae3

adm n@Xor Pl us# conmi t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch C and Switch D with LACP LAG

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true

adm n@Xor Pl us# commi t

Waiting for merging configuration.
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Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ael
adm n@Xor Pl us# conm t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch C and Switch D an aggregation interface add to VLAN
Members

adm n@Xor Pl us# set vlans vlan-id 15

adm n@Xor Pl us# set vlans vlan-id 16

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ael fam |y ethernet-sw tching port-node

t runk

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-sw tching vlan nmenbers
15

adm n@Xor Pl us# set interface aggregate-ethernet ael fam |y ethernet-sw tching vlan nmenbers
16

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#

View the MLAG internal and neighbor status of Switch A

Swi t chA# run show m ag i nternal
Domei n-id Local - LAG Fl ood MAC-sync State Rol e
2 ael false true FULL MASTER

1 ae2 fal se true FULL MASTER

Swi t chA# run show m ag peer 1

Peer Systemid State Link-status
10. 10. 0. 2c8: Oa: a9: 9e: 14: a4 FULL UP
Swi t chA# run show m ag peer 2

Peer Systemid State Link-status
10. 10. 0. 2c8: Oa: a9: 9e: 14: a4 FULL UP
adm n@Xor Pl us#

View the MSTP status of Switch A

Swi t chA# run show spanning-tree mstp interface

MSTP Spanni ng Tree Interface Status for instance 0

Interface Port | D Designated Designated Bridge Ext Port Int Port State Role
Port 1D ID Cost Cost

ael 128.53 128.53 0. e8:9a: 8f:50: 3d: 30 20000 20000 FORWARDI NG DESI GNATED
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ae2 128.54 128.54 0.e8:9a: 8f:50: 3d: 30 20000 20000 FORWARDI NG DESI GNATED
ae3 128.55 128.55 0.e8:9a: 8f:50: 3d: 30 2000 2000 FORWARDI NG EDGE

View the MLAG internal and neighbor status of Switch B

Swi tchB# run show nl ag i nternal
Domei n-id Local - LAG Fl ood MAC-sync State Rol e
2 ael false true FULL MASTER

1 ae2 false true FULL MASTER

Swi tchB# run show nml ag peer 1

Peer Systemid State Link-status
10. 10. 0. 1e8: 9a: 8f: 50: 3d: 30 FULL UP
Swi tchB# run show nl ag peer 2

Peer Systemid State Link-status
10. 10. 0. 1e8: 9a: 8f: 50: 3d: 30 FULL UP
adm n@Xor Pl us#

View the MSTP status of Switch B

Swi t chA# run show spanning-tree nstp interface

MSTP Spanni ng Tree Interface Status for instance 0

Interface Port | D Designated Designated Bridge Ext Port Int Port State Role
Port 1D ID Cost Cost

ael 128.53 128.53 0. e8:9a: 8f:50: 3d: 30 20000 20000 FORWARDI NG DESI GNATED
ae2 128.54 128.54 0.e8:9a: 8f:50: 3d: 30 20000 20000 FORWARDI NG DESI GNATED
ae3 128.55 128.55 0. e8:9a: 8f: 50: 3d: 30 2000 2000 FORWARDI NG EDGE

Configure Mlag and Active-Active-Vrrp example

Requirements

This example uses the following hardware and software components:

® PICOS OS Release, from 2.8.1 version supported Mlag+Vrrp

Overview

In this example, there are two groups mlags and vrrps. It implements the communication between HostA
to HostB.
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Topology

IP192168 501724
SwitchB

IPY192 168.41.1/24

cpie=1/1/53 ge-1/1/52

ge-1/1/49 qe-1/1/4%

IP:172.168,30.4/24 IP-172.168.60.4/24

HostA HostB

The topology illustrates two groups MLAGs and Vrrp. One group contains Switch A, Switch B and HostA,

another group contains Switch C, Switch D and HostB. This two groups of switches communicate with
each other though IP Network.

The two groups of MLAG switches connect through a LACP(Link Aggregation Control Protocol) to HostA
and HostB.

® Configure on Switch A
® Configure on Switch B
® Configure on Switch C

® Configure on Switch D
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Configure on Switch A

Configure Mlag on Switch A

set
set
set

nt erface
nt erface
nt erface

peer-1link ae3

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

nt erface
nt erface
nt erface
nt erface
nt erface
nt erface
nt erface
nt erface
nt erface
pr ot ocol s
pr ot ocol s

aggr egat e- et hernet ael aggregat ed-ether-options | acp
aggr egat e- et hernet ael aggregat ed-ether-options nl ag
aggr egat e- et hernet ael aggregat ed-ether-options nl ag

enabl e true
domain-id 2
peer 192.168. 30. 2

aggregat e-et hernet ael famly ethernet-swtching port-node trunk

aggregat e-ethernet ael famly ethernet-switching vla
aggr egat e-et hernet ae3 fam |y ethernet-swtching nat

n menbers 100
ive-vlan-id 300

aggregat e-et hernet ae3 famly ethernet-swtching port-node trunk

aggregat e-et hernet ae3 famly ethernet-switching vla
gi gabi t-ethernet ge-1/1/49 ether-options 802.3ad ael
gi gabit-ethernet ge-1/1/50 fam |y ethernet-swtching
gi gabit-ethernet ge-1/1/51 ether-options 802.3ad ae3
gi gabit-ethernet ge-1/1/53 ether-options 802.3ad ae3
spanni ng-tree enabl e fal se

static route 172. 168. 60. 0/ 24 next-hop 192. 168. 40. 2

vlan-interface interface vlan-300 vif vlan-300 address 192. 168
vlan-interface interface vlan-100 vif vlan-100 address 172. 168
vlan-interface interface vlan-400 vif vl an-400 address 192. 168
vlans vlian-id 100 | 3-interface vl an-100
vlans vlian-id 300 | 3-interface vl an-300
vlans vlan-id 400 | 3-interface vl an-400

Configure Vrrp on Switch A

n menbers 100

native-vlan-id 400

.30.1 prefix-length 24
.30.2 prefix-length 24
.40.1 prefix-length 24

set protocols vrrp interface vlan-100 vif vlan-100 vrid 2 ip 172.168.30.1
set protocols vrrp interface vlan-100 vif vlan-100 vrid 2 | oad-bal ance di sabl e fal se

Configure on Switch B

Configure Mlag on Switch B

set
set
set

nterface
nterface
nterface

peer-1link ae3

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
nterface
pr ot ocol s

aggr egat e- et hernet ael aggregat ed-ether-options |acp
aggr egat e- et hernet ael aggregat ed-ether-options nl ag
aggr egat e- et hernet ael aggregat ed-ether-options nl ag

enabl e true
domain-id 2
peer 192.168. 30. 1

aggregat e-ethernet ael famly ethernet-swtching port-node trunk

aggregate-ethernet ael famly ethernet-switching vla
aggr egat e-et hernet ae3 fam |y ethernet-swtching nat

n menbers 100
ive-vlan-id 300

aggregat e-et hernet ae3 famly ethernet-swtching port-node trunk

aggregat e-ethernet ae3 famly ethernet-switching vla
gi gabit-ethernet ge-1/1/49 ether-options 802.3ad ael
gi gabit-ethernet ge-1/1/50 fam |y ethernet-swtching
gi gabit-ethernet ge-1/1/51 ether-options 802.3ad ae3
gi gabit-ethernet ge-1/1/53 ether-options 802.3ad ae3
static route 172.168. 60. 0/ 24 next-hop 192. 168. 50. 2

vlan-interface interface vlan-300 vif vlan-300 address 192. 168
vlan-interface interface vlan-100 vif vlan-100 address 172. 168
vlan-interface interface vlan-500 vif vlan-500 address 192. 168
vlans vlian-id 100 | 3-interface vl an-100
vlans vlian-id 300 | 3-interface vl an-300
vlans vlan-id 500 | 3-interface vl an-500

n menbers 100

native-vl an-id 500

.30.2 prefix-length 24
.30.3 prefix-length 24
.50.1 prefix-length 24
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Configure Vrrp on Switch B

set protocols vrrp interface vlan-100 vif vlan-100 vrid 2 ip 172.168.30.1
set protocols vrrp interface vlan-100 vif vlan-100 vrid 2 | oad-bal ance di sable fal se

Configure on Switch C

Configure Mlag on Switch C

set
set
set
peer
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interface
interface
interface
-link ae4
nt erface
nt erface
nt erface
nterface
nterface
nt erface
nterface
nt erface
nterface
prot ocol s
prot ocol s

aggr egat e- et her net
aggr egat e- et her net
aggr egat e- et her net

aggr egat e- et her net
aggr egat e- et her net
aggr egat e- et her net
aggr egat e- et her net
aggr egat e- et her net

ae2
ae2
ae2

ae2
ae2
ae4
ae4
ae4

aggr egat ed- et her-options | acp enabl e true
aggr egat ed- et her-options nmag domain-id 3
aggr egat ed- et her-opti ons m ag peer 192.168.70.2

famly
famly
famly
famly
famly

et hernet - swi t chi ng
et hernet - swi t chi ng
et hernet - swi t chi ng
et her net - swi t chi ng
et her net - swi t chi ng

gi gabi t-ethernet qe-1/1/49 ether-options 802. 3ad
gi gabit-ethernet ge-1/1/50 fam |y ethernet-switching native-vlan-id 800
gi gabit-ethernet ge-1/1/51 ether-options 802. 3ad
gi gabi t-ethernet ge-1/1/52 ether-options 802. 3ad
spanni ng-tree enabl e fal se

static route 172.168. 30. 0/ 24 next-hop 192. 168. 41.
vl an-interface interface vlan-200 vif vlan-200 address 172.
vlan-interface interface vlan-700 vif vlan-700 address 192.
vlan-interface interface vlan-800 vif vlan-800 address 192.

vlans vlan-id 200 | 3-interface vl an-200
vlans vlan-id 700 | 3-interface vl an-700
vlans vlan-id 800 | 3-interface vl an-800

Configure Vrrp on Switch C

port-node trunk

vl an nenbers 200
nati ve-vlan-id 700
port-node trunk

vl an nenbers 200
ae2

aed
aed

2

168. 60. 2 prefix-length 24
168.70. 1 prefix-length 24
168.41. 1 prefix-length 24

set protocols vrrp interface vlan-200 vif vlan-200 vrid 3 ip 172.168. 60.1
set protocols vrrp interface vlan-200 vif vlan-200 vrid 3 | oad-bal ance di sable fal se

Configure on Switch D

Configure Mlag on Switch D

set
set
set
peer
set
set
set
set
set
set
set
set
set

nt erface
nt erface
nt erface
link ae4
nt erface
nt erface
nt erface
nt erface
nt erface
nt erface
nt erface
nt erface
nt erface

aggr egat e- et her net
aggr egat e- et her net
aggr egat e- et her net

aggr egat e- et her net
aggr egat e- et her net
aggr egat e- et her net
aggr egat e- et her net
aggr egat e- et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net

ae2
ae2
ae2

ae2
ae2
aed
aed
aed

aggr egat ed- et her-options | acp enabl e true
aggr egat ed- et her-options mag domain-id 3
aggr egat ed- et her-options m ag peer 192.168.70.1

fam |y
fam |y
famly
famly
famly

et her net - swi t chi ng
et her net - swi t chi ng
et her net - swi t chi ng
et her net - swi t chi ng
et her net - swi t chi ng

ge-1/1/49 ether-options 802. 3ad
ge-1/1/50 fam ly ethernet-sw tching native-vlan-id 900
ge-1/1/51 ether-options 802.3ad ae4
ge-1/1/52 ether-options 802.3ad ae4

port - node trunk

vl an nenbers 200
native-vlan-id 700
port - node trunk

vl an nenbers 200
ae2
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set protocol s spanning-tree enable fal se

set protocols static route 172.168. 30. 0/ 24 next-hop 192. 168.51. 2

set vlan-interface interface vlan-200 vif vlan-200 address 172.168. 60.3 prefix-length 24
set vlan-interface interface vlan-700 vif vlan-700 address 192.168. 70.2 prefix-length 24
set vlan-interface interface vlan-900 vif vlan-900 address 192.168.51.1 prefix-length 24

set vlans vlian-id 200 | 3-interface vl an-200
set vlans vlian-id 700 | 3-interface vl an-700
set vlans vlian-id 900 | 3-interface vl an-900

Configure Vrrp on Switch D

set protocols vrrp interface vlan-200 vif vlan-200 vrid 3 ip 172.168.60.1
set protocols vrrp interface vlan-200 vif vlan-200 vrid 3 | oad-bal ance di sable fal se

Configuring a MLAG with vxlan Example

Figure 3 illustrates MLAG configured between Switch A and Switch B, the MLAG connections between
the neighboring switches, and two Network Devices.

The MLAG switches connect through a LACP LAG to Switch C.
The MLAG switches connect through a LACP LAG to Switch D.

Figure 3
Li 1
10.90.10.2 10.10.20.2
SwitchA~ . Peer-link cem SWitchB
10.10.10.1 10.10.20.1
Te-1/1149 /\\ Ta=1/1/49
~ e . ~ "
3) N
Ta-1/1/50 U Te-1/1/50
(e 1 =111 Ge=1/1M1 Ga=1/142
LAG1 LAGZ2

SwitchC

SwitchD
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® (01 Configuring mlag in Switch A and Switch B
® Configuring Lag in Switch C and Switch D
® 02 Configuring Lag in Switch C and Switch D

® (03 Configuring vxlan in Switch A and Switch B

01 Configuring mlag in Switch A and Switch B

Switch A Configuration

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options |acp enable
true

adm n@Xor Pl us# set interface aggregate-ethernet ae3

adm n@Xor Pl us# conmi t

Waiting for mergi ng configuration.

Commit OK

Save done

adm n@Xor Pl us#
adm n@Xor Pl us# set
adm n@Xor Pl us# set

nterface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
nterface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ae2
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 ether-options 802. 3ad ae3
adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/50 ether-options 802. 3ad ae3
adm n@Xor Pl us# conmi t

Waiting for mergi ng configuration.

Commit OK

Save done

adm n@Xor Pl us#

Configuring an Aggregation Interface to VLAN Members

adm n@Xor Pl us# set protocol s spanning-tree enable false
adm n@Xor Pl us# set vlans vlan-id 15

adm n@Xor Pl us# set vlans vlan-id 16

adm n@Xor Pl us# set vlans vlan-id 4094 | 3-interface 4094
adm n@Xor Pl us# conmm t

Waiting for merging configuration.

Commit OK.

Save done

adm n@Xor Pl us#
adm n@Xor Pl us# set

nterface aggregate-ethernet ael family ethernet-swtching port-node

gazrﬁ@ﬂorPlus# set interface aggregate-ethernet ael family ethernet-swtching vlan nenbers
ignin@ﬂorPlus# set interface aggregate-ethernet ael family ethernet-swtching vlan nenbers
ignin@ﬂorPlus# set interface aggregate-ethernet ae2 famly ethernet-swtching port-node
gazrﬁ@ﬂorPlus# set interface aggregate-ethernet ae2 famly ethernet-sw tching vlan nenbers
ignin@ﬂorPlus# set interface aggregate-ethernet ae2 famly ethernet-sw tching vlan nenbers
16

adm n@Xor Pl us# set
native-vlan-id 4094
adm n@Xor Pl us# set
t runk

adm n@Xor Pl us# set

nt erface aggregate-ethernet ae3 family ethernet-switching

nterface aggregate-ethernet ae3 family ethernet-sw tching port-node

nterface aggregate-ethernet ae3 family ethernet-sw tching vlan nmenbers
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15

adm n@Xor Pl us# set interface aggregate-ethernet ae3 famly ethernet-swtching vlan nmenbers
16

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configure the L3 Interface IP Address

adm n@Xor Pl us# set vlan-interface interface 4094 vif 4094 address 10.10.0.1 prefix-1length
24

adm n@Xor Pl us# conmi t

Wai ting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the Domain-id and System-id for the MLAG Domain

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options mag donain-id
1

adm n@Xor Pl us# conmmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options mag donain-id
2

adm n@Xor Pl us# comni t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring the Peer IP Address and the Peer-link for the MLAG Domain Peer

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options nlag peer
10. 10.0. 2 peer-link "ae3"

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options nlag peer
10. 10.0. 2 peer-link "ae3"

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Switch B Configuration

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true
adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options |acp enable
true
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adm n@Xor Pl us#
adm n@Xor Pl us#

set interface aggregate-ethernet ae3
conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#

set interface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ae2
set interface gigabit-ethernet te-1/1/49 ether-options 802. 3ad ae3
set interface gigabit-ethernet te-1/1/50 ether-options 802.3ad ae3
conmi t

Waiting for merging configuration.

Commit OK
Save done.
adm n@Xor Pl us#

Configuring an Aggregation Interface to VLAN Members

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#

set protocol s spanning-tree enable false
set vlans vlian-id 15
set vlans vlian-id 16
set vlians vlian-id 4094 | 3-interface 4094

adm n@Xor Pl us# conmi t

Waiting for merging configuration.
Commit OK.

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-swtching port-node
tatrjum'nﬁ@(orPl us# set interface aggregate-ethernet ael famly ethernet-sw tching vlan menbers
;gm' n@Xor Pl us# set interface aggregate-ethernet ael fam |y ethernet-sw tching vlan nenbers
;gm' n@Xor Pl us# set interface aggregate-ethernet ae2 fam |y ethernet-swtching port-node
tatrjum'nﬁ@(orPl us# set interface aggregate-ethernet ae2 famly ethernet-sw tching vlan menbers
;gm' n@xor Pl us# set interface aggregate-ethernet ae2 fam |y ethernet-sw tching vlan nenbers
;Sm' n@Xor Pl us# set interface aggregate-ethernet ae3 fam |y ethernet-swtching

native-vl an-id 4094

adm n@Xor Pl us# set interface aggregate-ethernet ae3 fam |y ethernet-sw tching port-node
;:jumnﬁ@(orPl us# set interface aggregate-ethernet ae3 family ethernet-sw tching vlan menbers
;gm' n@Xor Pl us# set interface aggregate-ethernet ae3 fam |y ethernet-sw tching vlan nenbers
16

adm n@Xor Pl us# conmi t

Waiting for merging configuration.
Commit OK.

Save done.

adm n@Xor Pl us#

Configure the L3 Interface IP Address

adm n@Xor Pl us# set vlan-interface interface 4094 vif 4094 address 10.10.0.2 prefix-1length

24
adm n@Xor Pl us# conmi t
Waiting for merging configuration.
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Commit OK
Save done.
adm n@Xor Pl us#

Configuring the Domain-id and System-id for the MLAG Domain

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options nlag donmin-id
1

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options mag domain-id
2

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

Configuring the Peer IP Address and the Peer-link for the MLAG Domain Peer

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options nlag peer
10.10.0.1 peer-link "ae3"

adm n@Xor Pl us# set interface aggregate-ethernet ae2 aggregated-ether-options nlag peer
10.10.0.1 peer-link "ae3"

adm n@Xor Pl us# conmnmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

® Configuring Lag in Switch C and Switch D

Configuring Lag in Switch C and Switch D

Switch C and Switch D Configuration

adm n@Xor Pl us# set interface aggregate-ethernet ael aggregated-ether-options |acp enable
true

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 ether-options 802. 3ad ael
adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 ether-options 802. 3ad ael
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#
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adm n@Xor Pl us# set protocol s spanning-tree enable false

adm n@Xor Pl us# set vlans vlan-id 15

adm n@Xor Pl us# set vlans vlian-id 16

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-swtching vlan menbers
15

adm n@Xor Pl us# set interface aggregate-ethernet ael famly ethernet-swtching vlan nmenbers
16

adm n@Xor Pl us# conm t

Waiting for mergi ng configuration.

Commit OK

Save done

adm n@Xor Pl us#

Configure the vxlan in Switch A and Switch B

Switch A

set vl an-interface | oopback address 10.10.10.1 prefix-length 32
set vxl ans source-interface | oopback address 10.10.10.1

set vxlans vni 100010 interface ael vlan 15

set vxlans vni 100010 fl ood vtep 20.20.20.1

set protocols static route 20.20.20.1/24 next-hop 10.10. 10. 2

Switch B

set vlan-interface | oopback address 10.10.10.1 prefix-length 32
set vxl ans source-interface | oopback address 10.10.10.1

set vxlans vni 100010 interface ael vlan 15

set vxlans vni 100010 fl ood vtep 20.20.20.1

set protocols static route 20.20.20.1/24 next-hop 10.10. 20. 2

Q-in-Q tunneling allows service providers on Ethernet access networks to extend a Layer2 Ethernet
connection between two customer sites. Q-in-Q tunneling can also be used to segregate or bundle
customer traffic into fewer VLANS, or different VLANS, by adding another layer of 802.1Q tags.

Q-in-Q tunneling is useful when there are overlapping VLAN IDs because the 802.1Q VLAN tags are
prepended by the service VLAN tag. The L2/L3 implementation of Q-in-Q tunneling supports the IEEE
802.1ad standard.

The Q-in-Q tunneling external mode belongs to basic Q-in-Q, while the Q-in-Q tunneling internal mode
belongs to selective Q-in-Q.

Configuring the Q-in-Q Tunneling Internal/External Mode

By default, Q-in-Q is disabled. User can enable it as shown below:
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adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng node

i nt er nal

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
dot 1g-t unnel i ng node

ext er nal

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Q-in-Q Tunneling to Map Ingress VLANSs to Service VLANs

Selective Q-in-Q tunneling allows user to add different customer VLAN tags based on different service
VLAN tags.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set vlans vlan-id 300

adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching

dot 1g-t unnel i ng node

i nternal

adm n@Xor Pl us# set vlans dot1qg-tunneling ingress t1 fromuntag enabl ed true

adm n@Xor Pl us# set vlans dot 1g-tunneling ingress t1 then custoner-vlan 10

adm n@Xor Pl us# set vl ans dot1g-tunneling ingress t1 then service-vlan 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching

dot 1g-tunnel i ng

ingress t1

adm n@Xor Pl us# conmi t

adm n@Xor Pl us# set vlans dot 1g-tunneling ingress t2 fromone-tag custoner-vlan-list 20
adm n@Xor Pl us# set vl ans dot1g-tunneling ingress t2 then service-vlan 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching

dot 1g-tunneling ingress t2

adm n@Xor Pl us# conmi t

adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t3 fromone-tag custoner-vlan-list 30
adm n@Xor Pl us# set vlans dot 1g-tunneling ingress t3 then service-vlan 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching

dot 1g-tunneling ingress t3

adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show i nterface gigabit-ethernet ge-1/1/1 dot 1g-tunnel i ng

Dot 1g Tunneling Mbde: none, Ether Type: 0x8100

Ingress: t1l1

Unt agged-type Enabl ed: true

One-t agged-type Custoner W an:

Doubl e-t agged-type Service M an: 0O

New Service M an: 100

New Custoner VMl an: 10

Ingress: t2

Unt agged-t ype Enabl ed: fal se

One-t agged-type Custoner VM an: 20

Doubl e-t agged-type Service M an: 0O
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New Service MV an: 200

New Custonmer M an: 0O

I ngress: t3

Unt agged-t ype Enabl ed: fal se

One-t agged-type Custoner WVl an: 30
Doubl e-t agged-type Service M an: 0O
New Service MVl an: 300

New Customer M an: 0O

adm n@Xor Pl us#

Configuring Q-in-Q Tunneling Egress Pop Service VLANs

Selective Q-in-Q tunneling allows user to delete different customer VLAN tags based on different service
VLAN tags.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set vlans vlan-id 300

adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng node

i nt ernal

adm n@Xor Pl us# conmi t

adm n@Xor Pl us# set vlans dot1g-tunneling egress t1 from custoner-vlan 10

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t1 from service-vlan 100

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t1 then action none

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-tunnel i ng

egress t1

adm n@Xor Pl us# conmi t

adm n@Xor Pl us# set vlans dot1g-tunneling egress t2 from custoner-vlan 20

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t2 from service-vlan 200

adm n@Xor Pl us# set vlans dot1g-tunneling egress t2 then action one

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-tunnel i ng

egress t2

adm n@Xor Pl us# conmi t

adm n@Xor Pl us# set vlans dot 1g-tunneling egress t3 from custoner-vlan 30

adm n@Xor Pl us# set vlans dot 1g-tunneling egress t3 from servi ce-vlan 300

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t3 then action one

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-tunnel i ng

egress t3

adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show i nterface gigabit-ethernet ge-1/1/1 dot 1g-tunnel i ng

Dot 1g Tunneling Mdde: internal, Ether Type: 0x8100

Egress: t1l

Service VI an: 100

Custoner VI an: 10

Action: Strip both tags
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Egress: t2

Service VI an: 200

Cust oner VI an: 20

Action: Retain the customer vlan tag
Egress: t3

Service VI an: 300

Cust oner VI an: 30

Action: Retain the customer vlan tag
adm n@Xor Pl us#

Q-in-Q Configuration Example

The configuration of Q-in-Q is shown in Fig. 4-2.

VLAN 10
untaged

[
Customer A =

Public network

Te-1/1/49

VLAN 100,200

Ge-1/1/2

P~

Customer C

VLAN 20
untaged

Figure 4-2.Q-in-Q configuration.

Configuration on Provider A

VAN 10
untaged

Customer B

Ge-1/1/1

Ge-1/1/2

Customer D

VLAMN 20
untaged

Configure VLAN 100 as the default VLAN of Gigabit Ethernet ge-1/1/1, and enable the Q-in-Q tunneling

internal mode on Gigabit Ethernet ge-1/1/1.

Then, configure the untagged frames received by the port with the customer VLAN tag 30 and service

VLAN tag 100.

Finally, configure the customer VLAN tag 10 frames received by the port with the service VLAN tag 100.

adm n@Xor Pl us# set vlans vlan-id 100
adm n@Xor Pl us# conmi t

Commit OK.

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-switching

native-vlan-id 100

adm n@Xor Pl us# set vl ans dot1g-tunneling ingress t1 fromuntag enabl ed true

adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t1 then custoner-vlan 30

adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t1 then service-vlan 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-switching

dot 1g-tunnel i ng
ingress t1
adm n@Xor Pl us# conmi t

adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t2 fromone-tag custoner-vlan-list 10
adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t2 then service-vlan 100
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adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-tunnel ing ingress t2

adm n@Xor Pl us# conm t

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t3 from customer-vlan 10
adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t3 from servi ce-vlan 100
adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t3 then action one

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng

egress t3

adm n@Xor Pl us# conm t

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t4 from customer-vlan 30
adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t4 from servi ce-vlan 100
adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t4 then action none

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng

egress t4

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng node

i nt er nal

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us# run show i nterface gi gabit-ethernet ge-1/1/1 dot1g-tunneling
Dot 1g Tunneling Mdde: internal, Ether Type: 0x8100

Ingress: t1

Unt agged-t ype Enabl ed: true

One-t agged-t ype Custoner W an:

Doubl e-t agged-type Service M an: 0

New Service Vl an: 100

New Custoner VMl an: 30

I ngress: t2

Unt agged-t ype Enabl ed: fal se

One-t agged-type Custoner MVl an: 10

Doubl e-t agged-type Service M an: 0

New Service Vl an: 100

New Custoner Vlan: 0O

Egress: t3

Service MVl an: 100

Custoner VMl an: 10

Action: Retain the customer vlan tag

Egress: t4

Service Vl an: 100

Custoner VMl an: 30

Action: Strip both tags

adm n@Xor Pl us#

Configure VLAN 200 as the default VLAN of Gigabit Ethernet ge-1/1/2, and enable the Q-in-Q tunneling
internal mode on Gigabit Ethernet ge-1/1/2.

Then, configure the untagged frames received by the port with the customer VLAN tag 30 and service
VLAN tag 200.

Finally, configure the customer VLAN tag 20 frames received by the port with the service VLAN Tag 200.

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
nati ve-vl an-id 200

adm n@Xor Pl us# set vl ans dot1g-tunneling ingress t5 from untag enabl ed true

adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t5 then custoner-vlan 30

adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t5 then service-vlan 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
dot 1g-t unnel i ng

ingress t5

adm n@Xor Pl us# conm t
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adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t6 fromone-tag custoner-vlan-list 20
adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t6 then service-vlan 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swtching
dot 1g-tunnel i ng i ngress t6

adm n@Xor Pl us# conm t

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t7 from customer-vlan 20

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t7 from service-vlan 200

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t7 then action one

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
dot 1g-t unnel i ng

egress t7

adm n@Xor Pl us# conm t

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t8 from customer-vlan 30

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t8 from servi ce-vl an 200

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t8 then action none

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
dot 1g-t unnel i ng

egress t8

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
dot 1g-t unnel i ng node

i nt er nal

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us# run show i nterface gi gabit-ethernet ge-1/1/2 dot1g-tunneling

Dot 1g Tunneling Mdde: internal, Ether Type: 0x8100

I ngress: t5

Unt agged-t ype Enabl ed: true

One-t agged-t ype Custoner W an:

Doubl e-t agged-type Service M an: 0O

New Service Vl an: 200

New Custoner VWl an: 30

I ngress: t6

Unt agged-t ype Enabl ed: fal se

One-t agged-t ype Custoner WVl an: 20

Doubl e-t agged-type Service M an: 0

New Service Vl an: 200

New Custoner VMl an: 0

Egress: t7

Service Vl an: 200

Custoner VMl an: 20

Action: Retain the customer vlan tag

Egress: t8

Service Vl an: 200

Custoner VMl an: 30

Action: Strip both tags

adm n@Xor Pl us#

Configure VLAN 100/200 as the trunk port of Gigabit Ethernet te-1/1/49, and enable the Q-in-Q tunneling
internal mode.

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 famly ethernet-sw tching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam |y ethernet-swtching

dot 1g-t unnel i ng nodei nt er nal

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us# run show i nterface gi gabit-ethernet te-1/1/49 dot 1g-tunneling

Dot 1g Tunneling Mdde: internal, Ether Type: 0x8100
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Configuration on Provider B

Configure VLAN 100 as the default VLAN of Gigabit Ethernet ge-1/1/1, and enable the Q-in-Q tunneling
internal mode on Gigabit Ethernet ge-1/1/1.

Then, configure the untagged frames received by the port with the customer VLAN tag 30 and service
VLAN tag 100.

Finally, configure the customer VLAN tag 10 frames received by the port with the service VLAN tag 100.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
nati ve-vl an-id 100

adm n@Xor Pl us# set vl ans dot1g-tunneling ingress t1 from untag enabl ed true

adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t1 then custoner-vlan 30

adm n@Xor Pl us# set vlans dot 1g-tunneling ingress t1 then service-vlan 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng

ingress t1l

adm n@Xor Pl us# conm t

adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t2 fromone-tag custoner-vlan-list 10
adm n@Xor Pl us# set vl ans dot 1g-tunneling ingress t2 then service-vlan 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-tunnel ing ingress t2

adm n@Xor Pl us# conm t

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t3 from customner-vlan 10

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t3 from servi ce-vlan 100

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t3 then action one

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng

egress t3

adm n@Xor Pl us# conm t

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t4 from custoner-vlan 30

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t4 from servi ce-vlan 100

adm n@Xor Pl us# set vl ans dot 1g-tunneling egress t4 then action none

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng

egress t4

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
dot 1g-t unnel i ng node

i nt er nal

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us# run show i nterface gi gabit-ethernet ge-1/1/1 dot1g-tunneling

Dot 1g Tunneling Mdde: internal, Ether Type: 0x8100

Ingress: t1

Unt agged- t ype Enabl ed: true

One-t agged-t ype Custoner WVl an:

Doubl e-t agged-type Service M an: 0O

New Service Vl an: 100

New Custoner WVl an: 30

I ngress: t2

Unt agged-t ype Enabl ed: fal se

One-t agged-type Custoner WVl an: 10

Doubl e-t agged-type Service M an: 0O

New Service Vl an: 100

New Custoner Vlan: 0O

Egress: t3

Servi ce Vlan: 100

Custoner VMl an: 10

Action: Retain the customer vlan tag

Egress: t4

Servi ce Vlan: 100
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Cust oner VI an:

30

Action: Strip both tags

adm n@Xor Pl us#

Configure VLAN 200 as the default VLAN of Gigabit Ethernet ge-1/1/2, and enable the Q-in-Q tunneling
internal mode on Gigabit Ethernet 1/1/2.

Then, configure the untagged frames received by the port with the customer VLAN tag 30 and service

VLAN tag 200.

Finally, configure the customer VLAN tag 20 frames received by the port with the service VLAN Tag 200.

adm n@Xor Pl us#
adm n@Xor Pl us#
Commit OK.

Save done.

adm n@Xor Pl us#
native-vlan-id
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
dot 1g-t unnel i ng
ingress t5

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
dot 1g-t unnel i ng
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
dot 1g-t unnel i ng
egress t7

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
dot 1g-t unnel i ng
egress t8

adm n@Xor Pl us#
dot 1g-t unnel i ng
i nt er nal

adm n@Xor Pl us#
Commit OK.

Save done.

adm n@Xor Pl us#
Dot 1g Tunnel i ng
I ngress: t5

set vlans vlan-id 200
conmmi t

set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swtching
200

set vl ans dot 1g-tunneling ingress t5 from untag enabl ed true

set vl ans dot 1g-tunneling ingress t5 then custoner-vlan 30

set vl ans dot 1g-tunneling ingress t5 then service-vlan 200

set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching

conmi t

set vl ans dot 1g-tunneling ingress t6 fromone-tag custoner-vlan-list 20

set vl ans dot 1g-tunneling ingress t6 then service-vlan 200

set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
ingress t6

conmi t

set vl ans dot 1g-tunneling egress t7 from custoner-vlan 20

set vl ans dot 1g-tunneling egress t7 from service-vlan 200

set vlans dot 1g-tunneling egress t7 then action one

set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching

conmi t

set vl ans dot 1g-tunneling egress t8 from custoner-vlan 30

set vl ans dot 1g-tunneling egress t8 from service-vlan 200

set vl ans dot 1g-tunneling egress t8 then action none

set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching

set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
node
conmi t

run show i nterface gigabit-ethernet ge-1/1/2 dot1qg-tunneling
Mode: internal, Ether Type: 0x8100

Unt agged-t ype Enabl ed: true

One-t agged-t ype
Doubl e- t agged- t

Cust oner VI an:
ype Service Man: 0

New Service VI an: 200

New Cust ormer M
I ngress: t6

an: 30

Unt agged-t ype Enabl ed: fal se

One-t agged-t ype
Doubl e- t agged- t

Cust oner VI an: 20
ype Service Man: 0

New Service VI an: 200

New Cust oner VI
Egress: t7
Service Ml an: 2
Cust oner VI an:
Action: Retain

an: 0

00
20
t he custonmer vlan tag
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Egress: t8

Service VI an: 200
Custoner VIan: 30
Action: Strip both tags
adm n@Xor Pl us#

Configure VLAN 100/200 as the trunk port of Gigabit Ethernet te-1/1/49, and enable the Q-in-Q tunneling
internal mode.

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 famly ethernet-sw tching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam |y ethernet-swtching

dot 1g-t unnel i ng nodei nt er nal

adm n@Xor Pl us# conm t

Commit OK

Save done.

adm n@Xor Pl us# run show i nterface gigabit-ethernet te-1/1/49 dot 1g-tunneling

Dot 1g Tunneling Mdde: internal, Ether Type: 0x8100

adm n@Xor Pl us#

802.1D, 802.1w, and 802.1s are spanning tree protocols that can avoid the loop in Layer2. You can
configure the parameters of MSTP, including bridge-priority, forward-delay, max-age, and hello-time
interval.

Enabling Spanning Tree Mode in MSTP

adm n@Xor Pl us# set protocols spanning-tree force-version 3
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Basic Global Parameters of MSTP

When configuring global parameters, make sure to set the forward delay to greater than Max-Age/2 + 1,
or the commit will fail.

adm n@Xor Pl us# set protocols spanning-tree nstp bridge-priority 4096
adm n@Xor Pl us# set protocols spanning-tree nstp forward-delay 20
adm n@Xor Pl us# set protocols spanning-tree nstp hello-time 2

adm n@Xor Pl us# set protocols spanning-tree nstp nmax-age 20

adm n@Xor Pl us# set protocols spanning-tree nstp nmax- hops 8

adm n@Xor Pl us# set protocols spanning-tree nstp configuration-nane testl
adm n@Xor Pl us# conmi t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us# run show spanni ng-tree nstp bridge
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Bri dge Spanning Tree Paraneters

Enabl ed Protocol: MSTP

Root | D: 4096. 08: 9e: 01: 39: 1la: fe

External Root Path Cost: O

Cl ST Regi onal Root |ID: 4096.08: 9e: 01: 39: 1la: fe

Root Port:

CI ST Internal Root Path Cost: O

Hello Tine: 2

Maxi mum Age: 20

Forward Del ay: 20

Remai ni ng Hops: 8

Bri dge Configuration Nanme: testl

Bri dge Configuration Digest: ac36177f50283cd4b83821d8ab26de62
Nurmber of Topol ogy Changes: 13

Ti me Since Last Topol ogy Change: 0 days 00: 00: 31
Local Paraneters

Bridge I D: 4096. 08: 9e: 01: 39: 1la: fe

Hello Tine: 2

Maxi mum Age: 20

Forward Del ay: 20

Remai ni ng Hops: 8

adm n@Xor Pl us#

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set vlans vlan-id 300

adm n@Xor Pl us# set vlans vlan-id 400

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols spanning-tree nstp nsti
adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 2
adm n@Xor Pl us# conm t

Waiting for merging configuration.

=

Commit OK
Save done.
adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 1 vlan 100
adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 1 vlan 200
adm n@Xor Pl us# set protocols spanning-tree mstp nsti 2 vlan 300
adm n@Xor Pl us# set protocols spanning-tree nmstp nsti 2 vlan 400

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show spanni ng-tree nstp bridge
Bri dge Spanning Tree Paraneters

Enabl ed Protocol: MSTP

Root | D: 4096. 08: 9e: 01: 39: 1la: fe

Ext ernal Root Path Cost: O

Cl ST Regi onal Root |ID: 4096.08: 9e: 01: 39: 1la: fe
Root Port:

CI ST Internal Root Path Cost: O

Hello Tine: 2

Maxi mum Age: 20

Forward Del ay: 20

Remai ni ng Hops: 8

Bri dge Configuration Nanme: testl

Bri dge Configuration Di gest: 8b5d98ca042bad0d7f a5f 18744f 4755d
Msti 1 Menber VLANSs:

100, 200,
Msti 2 Menmber VLANSs:
300, 400,

Nurmber of Topol ogy Changes: 14

Ti me Since Last Topol ogy Change: 0 days 00: 02: 49
Local Paraneters

Bridge I D: 4096. 08: 9e: 01: 39: 1la: fe

Hello Tine: 2

Maxi mum Age: 20

Forward Del ay: 20
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Remai ni ng Hops: 8
adm n@Xor Pl us#

Configuring MSTP Interface Parameters

adm n@Xor Pl us# set protocols spanning-tree nmstp interface ge-1/1/1 external -path-cost 30000
adm n@Xor Pl us# set protocols spanning-tree nmstp interface ge-1/1/1 internal-path-cost 10000
adm n@Xor Pl us# set protocols spanning-tree nstp interface ge-1/1/1 edge true

adm n@Xor Pl us# set protocols spanning-tree nmstp interface ge-1/1/1 node point-to-point

adm n@Xor Pl us# set protocols spanning-tree nstp interface ge-1/1/1 port-priority 100

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# run show spanni ng-tree nstp interface

Spanning Tree Interface Paraneters for |nstance 0

Interface Port |ID Designated Designated Bridge Ext Port Int Port State Role

Port ID ID Cost Cost

ge-1/1/1 96.1 96.1 8192. 08: 9e: 01: 39: 1a: fe 30000 10000 FORWARDI NG EDGE

Configuring the BPDU Filter

The BPDU filter prevents the bridge from using BPDUs for STP calculations. The switch then ignores
any BPDUs that it receives.

adm n@Xor Pl us# set protocols spanning-tree mstp interface ge-1/1/1 bpdu-filter true
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring BPDU Root Guard

If a switch port receives a higher bridge-priority BPDU, it will ignore the BPDU and keep the current
root-bridge as the root-bridge.

adm n@Xor Pl us# set protocols spanning-tree nstp interface ge-1/1/1 root-guard true
adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring BPDU TCN-Guard

When a port is configured with TCN-guard, the port does not process or propagate any topology change
information received on the configured port.

250



PicOS Routing and Switching Configuration Guide

adm n@Xor Pl us# set protocol s spanning-tree nstp interface ge-1/1/1 tcn-guard true
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring MSTP BPDU-Guard

When a port is configured with mstp bpdu-guard, the port which should not receive bpdu receives bpdu
messages, it will be set to err-discard True and down.

adm n@Xor Pl us# set protocols spanning-tree nstp interface ge-1/1/1 bpdu-guard true
adm n@Xor Pl us# co

Commit OK

Save done.

If the port is down by mstp bpdu-guard, the port status as follows.

adm n@Xor Pl us# run show i nterface gi gabit-ethernet ge-1/1/1

Physi cal interface: ge-1/1/1, Enabled, error-discard True, Physical link is Down
Interface index: 1, Mac Learning Enabl ed

Description: User Port

Li nk-1evel type: Ethernet, MIU. 1514, Speed: Auto, Duplex: Full

Source filtering: Disabled, Flow control: D sabled, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps |nternal: 0x0

Storm control ratio Broadcast: 1%

Interface rate limt ingress:0, egress:0

Current address: c4:39:3a:ff:2d:cl, Hardware address: c4:39:3a:ff:2d:cl
Traffic statistics:

5 sec input rate 0 bits/sec, 0 packets/sec

5 sec output rate 0 bits/sec, 0 packets/sec

Input Packets............... ... .......... 132
Qutput Packets................ ... ........ 4733
Input Octets.........o .. 11266
Qutput Octets. .. ...t 1664371

When the port is down by mstp bpdu-guard, the port will be up after you delete bpdu-guard and disable,
enable the port.

adm n@Xor Pl us# del ete protocols spanning-tree nmstp interface ge-1/1/1 bpdu-guard
adm n@Xor Pl us# commi t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 disable true

adm n@Xor Pl us# commi t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 disable fal se

adm n@Xor Pl us# commi t

Commit OK

Save done.

adm n@Xor Pl us# run show i nterface gi gabit-ethernet ge-1/1/1

Physi cal interface: ge-1/1/1, Enabled, error-discard Fal se, Physical link is Up
Interface index: 1, Mac Learning Enabl ed

Descri ption: User Port

Li nk-1evel type: Ethernet, MIU. 1514, Speed: 1Gb/s, Duplex: Full

Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Disabled
Interface flags: Hardware-Down SNVP-Traps |nternal: 0x0

Stormcontrol ratio Broadcast: 1%
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Interface rate limt ingress:0, egress:0
Current address: c4:39:3a:ff:2d:cl, Hardware address: c4:39:3a:ff:2d:cl
Traffic statistics:

5 sec input rate 0 bits/sec, 0 packets/sec

5 sec output rate 688 bits/sec, 0 packets/sec

Input Packets............ ... ... ... ....... 132
Qutput Packets............. ... ... ... .... 4736
Input Cctets......... .. .. ... ... 11266
Qutput Cctets........ ... ..., 1664755

Disabling/Enabling MSTP

If you disable MSTP, the port will stay in forwarding status and cease to send BPDUs.

adm n@Xor Pl us# set protocols spanning-tree enable false

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show spanni ng-tree nstp interface

Spanning Tree Interface Paraneters for |nstance 0

Interface Port |ID Designated Designated Bridge Ext Port Int Port State Role
Port ID ID Cost Cost

ge-1/1/1 96.1 96.1 8192. 08: 9e: 01: 39: 1a: fe 30000 10000 FORWARDI NG MSTP DI SABLED
ge-1/1/2 128.2 128.2 8192. 08: 9e: 01: 39: 1a: fe 20000 20000 FORWARDI NG MSTP DI SABLED
ge-1/1/13 128.13 128.13 8192. 08: 9e: 01: 39: 1a: fe 20000 20000 FORWARDI NG MSTP DI SABLED
adm n@Xor Pl us# set protocols spanning-tree enable true

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show spanni ng-tree nstp interface

Spanning Tree Interface Paraneters for |nstance 0

Interface Port |ID Designated Designated Bridge Ext Port Int Port State Role

Port ID ID Cost Cost

ge-1/1/1 96.1 96.1 8192. 08: 9e: 01: 39: 1a: fe 30000 10000 FORWARDI NG EDGE
ge-1/1/2 128.2 128.2 8192. 08: 9e: 01: 39: 1a: fe 20000 20000 FORWARDI NG EDGE
ge-1/1/13 128.13 128.13 8192. 08: 9e: 01: 39: 1a: f e 20000 20000 FORWARDI NG DESI GNATED

There are two examples of MSTP configuration. In our first example, VLAN 100 is mapped to MSTI-1
and VLAN 200 is mapped to MSTI-2. The entire topology belongs to only one MSTP domain named
regionl. Switch A is the root of the network.

To achieve load balancing, VLAN 100 should be in MSTI-1 (Fig. 4-4), and VLAN 200 should be in
MSTI-2 (Fig. 4-5).
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Switch A Switch B

Sestils Ge-1/1/3

VLAN 100,200, WVLAN 100,200

Ge-1/1M1 ' . Ge-1/1/2

>

Switch C Switch D Switch E

Ge-1/11

Figure 4-3. MSTP configuration.

Regional Root
Switch A Switch B

Ge-1/1/3

Ge-1/1/1 Ge-1/1/1

WLAN 100

Ge-1/1/1 - Ge-1/112

S

Figure 4-4. MSTI-1 topology for VLAN 100.
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Regional Root
Switch A Switch B

Ge-1/111 2

WVLAN 200

Ge-1/11 Ge-1/1/2

S

Switch C Switch D Switch E

Ge-1/1/2 Ge-1/111

Figure 4-5. MSTI-2 topology for VLAN 200.

Configuring Switch A, Example 1

For Switch A, configure ge-1/1/1~ge-1/1/3 as trunk ports and as members of VLAN 100 and VLAN 200.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-swi tching port-node
t runk

adm n@Xor Pl us# set

nterface gigabit-ethernet ge-1/1/1 famly et hernet-sw tching vlan

nmenbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 famly ethernet-sw tching vlan
nmenbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swi tching port-node
t runk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 famly ethernet-sw tching vlan
nmenbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 famly ethernet-sw tching vlan
nmenbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fam |y ethernet-swi tching port-node
t runk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 famly ethernet-sw tching vlan
nmenbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 famly ethernet-sw tching vlan
nmenbers 200

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 1 vlan 100

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 2 vlan 200

adm n@Xor Pl us# set protocols spanning-tree nstp configuration-name regionl
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#

To make sure that Switch Ais the root of the network and the regi onal root of MSTI-1,
configure it as the higher priority.
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adm n@Xor Pl us#

Commit OK
Save done
adm n@Xor Pl us#

set

set

protocol s spanning-tree nstp bridge-priority O
adm n@Xor Pl us# conm t
Waiting for merging configuration.

protocol s spanning-tree nstp nsti

adm n@Xor Pl us# conm t
Waiting for merging configuration.

Commit OK
Save done
adm n@Xor Pl us#

Configuring Switch B, Example 1

1 bridge-priority 4096

Configure ge-1/1/1~ge-1/1/3 as trunk ports and as members of VLAN 100 and VLAN 200.

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
trunk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
trunk

adm n@Xor Pl us#
nmenbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#

set

set

set

set

set

set

set

set

set

set

set

vlans vlan-id 100
vl ans vl an-id 200

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

adm n@Xor Pl us# conmi t
Waiting for merging configuration.

Commit OK.
Save done
adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nstp nst
adm n@Xor Pl us# set protocols spanning-tree nstp nst

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net

gi gabi t - et her net

ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/3
ge-1/1/3

ge-1/1/3

fanily
fanly
fanly
fanly
fanly
fanly
fanly
fanly

famly

et hernet-swi tch

et hernet-swi tch

et hernet-swi tch

et hernet-swi tch

et hernet-swi tch

et hernet-swi tch

et hernet-swi tch

et hernet-swi tch

et hernet-swi tch

1 vlian 100
2 vlan 200

adm n@Xor Pl us# set protocols spanning-tree nstp configuration-name regionl
adm n@Xor Pl us# conmi t
Waiting for merging configuration.

Commit OK.
Save done
adm n@Xor Pl us#

ng

ng

ng

ng

ng

ng

ng

ng

ng

port - node
vl an
vl an
port - node
vl an
vl an
port - node
vl an

vl an

To verify that Switch B is the regional root of MSTI-2 and that ge-1/1/2 and ge-1/1/3 are in blocking
status in MSTI-1, configure a higher MSTI-2 priority and a large value for internal-path-cost in MSTI-1.

adm n@Xor Pl us# set protocols spanning-tree nstp nst

adm n@Xor Pl us# conmi t
Waiting for mergi ng configuration.

Commit OK.
Save done
adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nstp nst
adm n@Xor Pl us# set protocols spanning-tree nstp nst

adm n@Xor Pl us# conmi t

2 bridge-priority 4096

1 interface ge-1/1/2 cost
1 interface ge-1/1/3 cost

10000000
10000000
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Waiting for merging configuration.
Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch C, Example 1

Configure ge-1/1/1~ge-1/1/2 as trunk ports and as members of VLAN 100 and VLAN 200.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-swi tching port-node
t runk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 famly ethernet-sw tching vlan
nmenbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 famly ethernet-sw tching vlan
nmenbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swi tching port-node
t runk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 famly ethernet-sw tching vlan
nmenbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 famly ethernet-sw tching vlan
nmenbers 200

adm n@Xor Pl us#

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 1 vlan 100

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 2 vlan 200

adm n@Xor Pl us# set protocols spanning-tree nstp configuration-name regionl

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#

To set ge-1/1/1 and ge-1/1/2 in forwarding status in MSTI-1, configure a lower value for
internal-path-cost.
To set ge-1/1/1 in blocking status in MSTI-2, configure a higher value for internal-path-cost.

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 1 interface ge-1/1/1 cost 1000
adm n@Xor Pl us# set protocols spanning-tree nstp nsti 1 interface ge-1/1/2 cost 1000
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 2 interface ge-1/1/1 cost 100000
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch D, Example 1

Configure ge-1/1/1~ge-1/1/2 as trunk ports and as members of VLAN 100 and VLAN 200.
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adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us#

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 1 vlan 100

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 2 vlan 200

adm n@Xor Pl us# set protocols spanning-tree nstp configuration-name regionl

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

To set ge-1/1/1 in blocking status in MSTI-2 and ge-1/1/2 in blocking status in MSTI-1, configure a large
value for internal-path-cost.

adm n@Xor Pl us# set protocols spanning-tree nmstp nsti 2 interface ge-1/1/1 cost 10000000
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 1 interface ge-1/1/2 cost 10000000
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch E, Example 1

Configure ge-1/1/1~ge-1/1/2 as trunk ports and as members of VLAN 100 and VLAN 200.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanily ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 200
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adm n@Xor Pl us#

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree mstp nsti 1 vlan 100
adm n@Xor Pl us# set protocols spanning-tree nmstp nsti 2 vlan 200
adm n@Xor Pl us# set protocol s spanning-tree nmstp configuration-name regionl
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

To set ge-1/1/1 and ge-1/1/2 in forwarding status in MSTI-2, configure a lower value for
internal-path-cost.
To set ge-1/1/2 in blocking status in MSTI-1, configure a large value for internal-path-cost.

adm n@Xor Pl us# set protocols spanning-tree nmstp nsti 2 interface ge-1/1/1 cost 1000
adm n@Xor Pl us# set protocols spanning-tree nmstp nsti 2 interface ge-1/1/2 cost 1000
adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK.

Save done.

adm n@Xor Pl us# set protocols spanning-tree nmstp nsti 1 interface ge-1/1/2 cost 10000000

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.
Commit OK.

Save done.

adm n@Xor Pl us#

In the second example, there are two regions. In region 1, VLAN 100 is mapped to MSTI-1, VLAN 200 is

mapped to MSTI-2, and VLAN 300 is mapped to MSTI-3. In region 2, VLAN 200 is mapped to MSTI-2
and VLAN 400 is mapped to MSTI-4. Switch A is the root of the entire network. The topologies of the

VLANS are presented in Fig. 4-6 through 4-10.

Ge-1/111 e-1/1/2

! Switch B Switch C
: Ge-1/1/3 Ge-1/1/3
: Region 1
Ge-1111 Ge-1/1/1 |
RN AR |
Switch D )Ge-wuz Ge-1/1/2 Switch E |
: Ge-1/1/3 Ge-1/1/3 i
i Region 2 |

258



PicOS Routing and Switching Configuration Guide

Figure 4-6. MSTP configuration.

SwitchB [>>»™9 Switch C
Ge-1/1/2
Ge-1/1/3 Ge-1/1/3
Region 1 :
VLAN 100
| Ge-1/1/1 X Ge-1111 i
VLAN 100 R 5
Switch D Ge-1/1/2 Ge-1/1/2 Switch E
E Regional Root Ge i3 Gaa :
: Region 2 ;
Figure 4-7. Topology for VLAN 100.

Switch A '

Ge-1/1/2

o 1/1
i Regional Root )@EL

i Swifch B VLAN 200 Switch C -
i L ~"Ge-11112 Ge-111/2 i
! Ge-1/1/3 Ge-1/1/3 '
; Region 1 :
VLAN 200
Ge-11/1
5 . R VLAN 200 !
i Switch D Ge-1/1/2 |
i Regional Root Ge-1/1/3 :
| Region 2 :

Figure 4-8. Topology for VLAN 200.
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Switch A
Ge-1/1/1
Ge:1/111 | 1/1 Regional
k\ Root ,
Switch B WVLAN 300 Switch C
Ge-1/1/2 Ge-1/1/2
Ge-1/1/3 Ge-1/1/3
Region 1
VLAN 300
Ge-1/1/1 S Ge-1111
VLAN |
‘ 300 R . :
Switch D Ge-1/1/2 Ge-1/1/2 Switch E |
: Regional Root ™ 4/4/3 Ge-111/3
; Region 2

Region 1
VLAN 400
: Ge-111/115 Ge-1/1/1 ’
5 = VLAN 400 RE :
i SwitchD > Jce1n12 Ge-1/1/2 > ] switch E |
; Ge-1/1/3 Ge-1/1/3  Regional Root !
; Region 2 i

Figure 4-10. Topology for VLAN 400.

Configuring Switch A, Example 2

For Switch A, configure ge-1/1/1~ge-1/1/2 as trunk ports and as members of VLAN 100, VLAN 200,
VLAN 300, and VLAN 400.

adm n@Xor Pl us# set vlans vlan-id 100
adm n@Xor Pl us# set vlans vlan-id 200
adm n@Xor Pl us# set vlans vlan-id 300
adm n@Xor Pl us# set vlans vlan-id 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-swi tching port-node
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trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanily ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 400

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 1 vlan 100

adm n@Xor Pl us# set protocols spanning-tree nmstp nsti 2 vlan 200

adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 3 vlan 300

adm n@Xor Pl us# set protocols spanning-tree nstp configuration-nanme regionl

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

To verify that Switch Ais the root of the network and the regional root of MSTI-1,

configure it as the higher priority.

adm n@Xor Pl us# set protocol s spanning-tree
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocol s spanning-tree
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch B, Example 2

nmstp bridge-priority O

nmstp mnsti

1 bridge-priority 4096

Configure ge-1/1/1~ge-1/1/3 as trunk ports and as members of VLAN 100, VLAN 200, VLAN 300, and

VLAN 400.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set vlans vlan-id 300

adm n@Xor Pl us# set vlans vlan-id 400

adm n@Xor Pl us# set interface gigabit-ethernet
trunk

adm n@Xor Pl us# set interface gigabit-ethernet
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet

ge-1/1/1 fanmily
ge-1/1/1 fanmily
ge-1/1/1 fanmily
ge-1/1/1 fanmily

ge-1/1/1 fanmily

et hernet - swi t chi ng port-node

et hernet - swi t chi ng vl an
et hernet - swi t chi ng vl an
et hernet - swi t chi ng vl an

et hernet - swi tchi ng vl an
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menbers 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanily ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanmily ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fam |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-sw tching vlan
menbers 400

adm n@Xor Pl us#

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nmstp nsti 1 vlan 100
adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 2 vlan 200
adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 3 vlan 300
adm n@Xor Pl us# set protocols spanning-tree nstp configuration-nanme regionl
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#

To verify that Switch B is the regional root of MSTI-2 and that ge-1/1/1 is in blocking status in MSTI-3,
configure a higher MSTI-2 priority and a large value for internal-path-cost in MSTI-3.

adm n@Xor Pl us# set protocols nmstp nsti 2 bridge-priority 4096
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set protocols mstp nsti 3 interface ge-1/1/1 cost 10000000
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch C, Example 2

Configure ge-1/1/1~ge-1/1/3 as trunk ports and as members of VLAN 100, VLAN 200, VLAN 300, and
VLAN 400.

adm n@Xor Pl us# set vlans vlan-id 100
adm n@Xor Pl us# set vlans vlan-id 200
adm n@Xor Pl us# set vlans vlan-id 300
adm n@Xor Pl us# set vlans vlan-id 400
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adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanmily ethernet-swtching port-node

trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanily ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanily ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-sw tching vlan
nmenbers 400

adm n@Xor Pl us#

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#

adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 1 vlan 100
adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 2 vlan 200
adm n@Xor Pl us# set protocol s spanning-tree nmstp nsti 3 vlan 300
adm n@Xor Pl us# set protocols spanning-tree nstp configuration-nanme regionl
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#

To verify that Switch C is the regional root of MSTI-3, ge-1/1/1 is in blocking status in MSTI-2, and
ge-1/1/2 is in blocking status in MSTI-1, user should configure a higher MSTI-3 priority and large values
for internal-path-costs of ge-1/1/1 in MSTI-2 and ge-1/1/2 in MSTI-1.

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 3 bridge-priority 4096

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done

adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nstp nsti 2 interface ge-1/1/1 cost 10000000
adm n@Xor Pl us# set protocols spanning-tree nstp nsti 1 interface ge-1/1/2 cost 10000000
adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done

adm n@Xor Pl us#
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Configuring Switch D, Example 2

Configure ge-1/1/1~ge-1/1/3 as trunk ports and as members of VLAN 100, VLAN 200, VLAN 300, and

VLAN 400.

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
trunk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 300
adm n@Xor Pl us#
menbers 400
adm n@Xor Pl us#
trunk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 300
adm n@Xor Pl us#
menbers 400
adm n@Xor Pl us#
trunk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 300
adm n@Xor Pl us#
menbers 400
adm n@Xor Pl us#

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

vl ans
vl ans
vl ans
vl ans

vlan-id 100
vl an-id 200
vl an-id 300
vl an-id 400

i nterface gigabit-ethernet

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

adm n@Xor Pl us# conmi t
Wai ting for mergi ng configuration.

Commit OK.
Save done
adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nstp nst
adm n@Xor Pl us# set protocols spanning-tree nstp nst

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net

gi gabi t - et her net

ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/3
ge-1/1/3
ge-1/1/3
ge-1/1/3

ge-1/1/3

fanly
fanly
fanly
fanily
fanly
fanly
fanly
fanly
fanily
fanily
fanly
fanly
fanly
fanly

famly

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

2 vlan 200
4 vl an 400

adm n@Xor Pl us# set protocols spanning-tree nstp configuration-name region2
adm n@Xor Pl us# conmi t
Wai ting for mergi ng configuration.

Commit OK.
Save done
adm n@Xor Pl us#

To verify that Switch D is the regional root of MSTI-2 and the root of CIST. Configure a higher MSTI-2

priority and bridge priority.

adm n@Xor Pl us# set protocols spanning-tree nstp bridge-priority 16384
adm n@Xor Pl us# commi t
Waiting for merging configuration.

Commit OK
Save done

adm n@Xor Pl us# set protocols spanning-tree nstp nsti

adm n@Xor Pl us# conmi t

2 bridge-priority 4096

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

port - node

vl an

vl an

vl an

vl an

port - node

vl an

vl an

vl an

vl an

port - node

vl an

vl an

vl an

vl an
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Waiting for merging configuration.

Commit OK
Save done
adm n@Xor Pl us#

Configuring Switch E, Example 2

Configure ge-1/1/1~ge-1/1/3 as trunk ports and as members of VLAN 100, VLAN 200, VLAN 300, and

VLAN 400.

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
nmenbers 200
adm n@Xor Pl us#
menbers 300
adm n@Xor Pl us#
menbers 400
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 300
adm n@Xor Pl us#
menbers 400
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 300
adm n@Xor Pl us#
menbers 400
adm n@Xor Pl us#

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

vl ans
vl ans
vl ans
vl ans

vl an-id 100
vl an-id 200
vl an-id 300
vl an-id 400

interface gigabit-ethernet

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

admi n@Xor Pl us# commi t
Waiting for merging configuration.

Commit OK.
Save done
adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree nstp nsti
adm n@Xor Pl us# set protocols spanning-tree nstp nsti

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net

gi gabi t - et her net

ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/3
ge-1/1/3
ge-1/1/3
ge-1/1/3

ge-1/1/3

fam |y
famly
fam |y
fam |y
famly
fam |y
fam |y
famly
fam |y
fam |y
famly
fam |y
fam |y
famly

famly

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

2 vlan 200
4 vlan 400

adm n@Xor Pl us# set protocols spanning-tree nstp configuration-nanme region2
adm n@Xor Pl us# commi t
Waiting for merging configuration.

Commit OK.
Save done
adm n@Xor Pl us#

To verify that Switch E is the regional root of MSTI-4. Configure a higher MSTI-4 priority.

adm n@Xor Pl us# set protocols spanning-tree nstp nst

adm n@Xor Pl us# conmi t

4 bridge-priority 4096

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

ng

port - node

vl an

vl an

vl an

vl an

port - node

vl an

vl an

vl an

vl an

port - node

vl an

vl an

vl an

vl an
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Waiting for merging configuration.
Commit OK

Save done.

adm n@Xor Pl us#

802.1D, 802.1w, and 802.1s are spanning tree protocols that avoid the loop in Layer 2. You can
configure the parameters of PVST, including bridge-priority, forward-delay, max-age, and hello-time
interval.

Enabling Spanning Tree Mode in PVST

adm n@Xor Pl us# set protocols spanning-tree force-version 4
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us#

Configuring Basic VLAN Parameters of PVST

When configuring basic VLAN parameters, set the forward delay to greater than Max-Age/2 + 1, or the
commit will fail.

adm n@Xor Pl us# set protocols spanning-tree pvst vlan 2 bridge-priority 4096
adm n@Xor Pl us# set protocols spanning-tree pvst vlan 2 forward-delay 20
adm n@Xor Pl us# set protocols spanning-tree pvst vlian 2 hello-tine 4
adm n@Xor Pl us# set protocols spanning-tree pvst vlan 2 nax-age 30
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show spanni ng-tree pvst bridge vlan 2

PVST Bri dge Paraneters for VLAN 2

Root Bridge: 4098.08:9e: 01: 61: 65: 71

Root Cost: O

Root Port:

Hello Time: 4

Max Age: 30

Forward Del ay: 20

Ti me Since Last Topol ogy Change: 0 days 00: 02: 55

Local Paraneters

Bridge I D: 4098. 08: 9e: 01: 61: 65: 71

Hello Time: 4

Maxi mum Age: 30

Forward Del ay: 20

Configuring PVST Interface Parameters

adm n@Xor Pl us# set protocol s spanning-tree pvst vlian 2 interface ge-1/1/1 path-cost 555555
adm n@Xor Pl us# set protocols spanning-tree pvst vlian 2 interface ge-1/1/1 port-priority 200
adm n@Xor Pl us# commi t
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Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# run show spanni ng-tree pvst interface vlan 2

Rapi d PVST+ Spanning Tree Interface Status for VLAN 2

Interface Port |ID Designated Designated Bridge Port Cost State Role
Port IDID

ge-1/1/1 192.1 192.1 4098. 08: 9e: 01: 61: 65: 71 555555 FORWARDI NG EDGE

Configuring the Interface Mode

You can configure the interface mode as point-to-point or shared.

adm n@Xor Pl us# set protocols spanning-tree pvst interface ge-1/1/1 node point-to-point
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us# set protocols spanning-tree pvst interface ge-1/1/1 node shared
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us#

Configuring PVST BPDU-guard

When a port is configured with pvst bpdu-guard, the port which should not receive bpdu receives bpdu
messages, it will be set to err-discard True and down.

adm n@Xor Pl us# set protocol s spanning-tree pvst interface ge-1/1/1 bpdu-guard true
adm n@Xor Pl us# co

Commit OK.

Save done.

If the port is down by pvst bpdu-guard, the port status as follows.

adm n@Xor Pl us# run show i nterface gigabit-ethernet ge-1/1/1

Physi cal interface: ge-1/1/1, Enabled, error-discard True, Physical |ink is Down
Interface index: 1, Mac Learning Enabl ed

Descri ption: User Port

Li nk-1evel type: Ethernet, MU 1514, Speed: Auto, Duplex: Full

Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled
Interface flags: Hardware-Down SNVP-Traps |nternal: 0x0

Storm control ratio Broadcast: 1%

Interface rate limt ingress:0, egress:0

Current address: c4:39:3a:ff:2d:cl, Hardware address: c4:39:3a:ff:2d:cl
Traffic statistics:

5 sec input rate O bits/sec, 0 packets/sec

5 sec output rate 0 bits/sec, 0 packets/sec

Input Packets............................ 132
Qutput Packets........................... 4733
Input Cctets......... ... ... ... ... ... ... 11266
Qutput Cctets......... ... ... ... 1664371
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When the port is down by pvst bpdu-guard, the port will be up after you delete bpdu-guard and disable,
enable the port.

adm n@Xor Pl us# del ete protocols spanning-tree pvst interface ge-1/1/1 bpdu-guard
adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 disable true

adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 disable fal se

adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us# run show i nterface gigabit-ethernet ge-1/1/1

Physi cal interface: ge-1/1/1, Enabled, error-discard Fal se, Physical link is Up

Interface index: 1, Mac Learning Enabl ed
Description: User Port
Li nk-1evel type: Ethernet, MIU. 1514, Speed: 1Gb/s, Duplex: Full
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Disabled
Interface flags: Hardware-Down SNVP-Traps Internal: 0x0
Storm control ratio Broadcast: 1%
Interface rate limt ingress:0, egress:0
Current address: c4:39:3a:ff:2d:cl, Hardware address: c4:39:3a:ff:2d:cl
Traffic statistics:
5 sec input rate 0 bits/sec, 0 packets/sec
5 sec output rate 688 bits/sec, 0 packets/sec

Input Packets............................ 132
Qutput Packets................ ... ... .... 4736
Input Cctets........ ... ..., 11266
Qutput Octets........ ... . 1664755

Disabling/Enabling PVST on One VLAN

You can disable or enable the spanning tree protocol PVST on a single designated VLAN.

adm n@Xor Pl us# set protocol s spanning-tree pvst vlan 2 enable false
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show spanni ng-tree pvst bridge vlan 2
PVST Bri dge Paraneters for VLAN 2

Root Bridge: 32769.08: 9e: 01: 61: 65: 71

Root Cost: O

Root Port:

Hello Tine: 2

Max Age: 20

Forward Del ay: 15

Ti me Since Last Topol ogy Change: 15804 days 23:00: 11
Local Paraneters

Bridge ID: 32769.08: 9e: 01: 61: 65: 71

Hello Tine: 2

Maxi mum Age: 20

Forward Del ay: 15

adm n@Xor Pl us# set protocol s spanning-tree pvst vlan 2 enable true
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.
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adm n@Xor Pl us#

adm n@Xor Pl us# run show spanni ng-tree pvst bridge vlan 2
PVST Bridge Paraneters for VLAN 2

Root Bridge: 4098.08:9e: 01: 61: 65: 71

Root Cost: O

Root Port:

Hello Tine: 4

Max Age: 30

Forward Del ay: 20

Ti me Since Last Topol ogy Change: 0 days 00: 00: 21
Local Paraneters

Bridge I D: 4098.08: 9e: 01: 61: 65: 71

Hello Tine: 4

Maxi mum Age: 30

Forward Del ay: 20

adm n@Xor Pl us#

Disabling/Enabling PVST

You cannot disable the spanning tree protocol PVST with just the enable false command. To disable
PVST, first configure the spanning tree mode in MSTP/RSTP/STP. Then, disable the spanning tree.

After the spanning tree is disabled, the port will stay in "forwarding" status and cease to send BPDUSs.

adm n@Xor Pl us# set protocol s spanning-tree enable false
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit Fail ed

102 Command fail ed Cannot di sabl e spanning tree under PVST node[
adm n@Xor Pl us#

adm n@Xor Pl us# exit discard

adm n@Xor Pl us> confi gure

Enteri ng configurati on node.

There are no other users in configuration node.

adm n@Xor Pl us#

adm n@Xor Pl us# set protocol s spanning-tree force-version 2
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocol s spanning-tree enable false
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# set protocol s spanning-tree force-version 4
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocol s spanning-tree enable true
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

adm n@Xor Pl us# run show spanni ng-tree

Bri dge Spanni ng Tree Paraneters

Enabl ed Protocol : PVST

Root | D: 32769.08: 9e: 01: 61: 65: 71

Root Path Cost: O

Desi gnated Bridge ID: 32769. 08: 9e: 01: 61: 65: 71

Root Port:

Hello Tine: 2
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Maxi mum Age: 20

Forward Del ay: 15

Nurmber of Topol ogy Changes: 1

Ti me Since Last Topol ogy Change: 0 days 00: 00: 09
Local Paraneters

Bridge ID: 32769.08: 9e: 01: 61: 65: 71

Hello Time: 2

Maxi mum Age: 20

Forward Del ay: 15

PVST Configuration Example

The following topology is an example of a PVST configuration. Switches A and B are in the aggregation

layer, and switches C and D are in the access layer. Configure switch A as the root bridge of VLAN 100

and VLAN 200, switch B as the root bridge of VLAN 300, and switch C as the root bridge of VLAN 400.
Switch A Switch B

Ge-1/111
Permit: all VLAN

Ge-

Permit; VLAN
100, 200

Permit: VLAN
200, 300

L Ge-1/1/3

Sas1AA Permit: VLAN 200, 400 Ge-1/1/1

Switch C Switch D

Figure 4-11. PVST configuration.

Configuring Switch A

For Switch A, configure ge-1/1/1~ge-1/1/3 as trunk ports; ge-1/1/1 as a member of VLANs 100, 200, 300,
and 400; ge-1/1/2 as a member of VLANs 200 and 300; and ge-1/1/3 as a member of VLANs 100 and
200.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set vlans vlan-id 300

adm n@Xor Pl us# set vlans vlan-id 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanily ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanily ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanmily ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-sw tching vlan
menbers 400
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adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 300
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200

set

set

set

set

set

set

nt erface

nt erface

nt erface

nt erf ace

nt erface

nt erface

adm n@Xor Pl us# conm t
Waiting for merging configuration.

Commit OK
Save done
adm n@Xor Pl us#
adm n@Xor Pl us#

Commit OK
Save done
adm n@Xor Pl us#

set

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net

gi gabi t - et her net

ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/3
ge-1/1/3

ge-1/1/3

fam |y
fam |y
fam |y
fam |y
fam |y

fam |y

protocol s spanni ng-tree force-version 4
adm n@Xor Pl us# conm t
Waiting for merging configuration.

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

ng

ng

ng

ng

ng

ng

port - node
vl an
vl an
port - node
vl an

vl an

To verify that Switch A is the root bridge of VLANs 100 and 200, configure VLANs 100 and 200 as the

higher priority.

adm n@Xor Pl us# set protocols spanning-tree pvst vlan 100 bridge-priority O
adm n@Xor Pl us# set protocols spanning-tree pvst vlan 200 bridge-priority O
adm n@Xor Pl us# conm t
Waiting for merging configuration.

Commt OK
Save done.
adm n@Xor Pl us#

Configuring Switch B

Configure ge-1/1/1~ge-1/1/3 as trunk ports, and ge-1/1/1 as a member of VLANs 100, 200, 300, and
400; ge-1/1/2 as a member of VLANs 100 and 200; and ge-1/1/3 as a member of VLANs 200 and 300.

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 300
adm n@Xor Pl us#
menbers 400
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
t runk

set
set
set
set
set
set
set
set
set
set
set

set

set

vl ans
vl ans
vl ans
vl ans
i nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

vl an-id 100
vl an-id 200
vl an-id 300
vl an-id 400

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net

gi gabi t - et her net

ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/2
ge-1/1/2
ge-1/1/2

ge-1/1/3

fam |y
fam |y
famly
fam |y
fam |y
famly
fam |y
fam |y

famly

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

et hernet -swi tch

ng

ng

ng

ng

ng

ng

ng

ng

ng

port - node
vl an
vl an
vl an
vl an
port - node
vl an
vl an

port - node
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adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 300

set

set

interface gigabit-ethernet ge-1/1/3 famly ethernet-sw tching vlan

interface gigabit-ethernet ge-1/1/3 famly ethernet-swi tching vlan

adm n@Xor Pl us# conm t
Waiting for merging configuration.

Commit OK
Save done
adm n@Xor Pl us#
adm n@Xor Pl us#

Commit OK
Save done
adm n@Xor Pl us#

set

prot ocol s spanni ng-tree force-version 4
adm n@Xor Pl us# conm t
Waiting for merging configuration.

To verify that Switch B is the root bridge of VLAN 300, configure VLAN 300 as the higher priority.

adm n@Xor Pl us#

Commit OK
Save done
adm n@Xor Pl us#

set

prot ocol s spanni ng-tree pvst vlan 300 bridge-priority O
adm n@Xor Pl us# conm t
Waiting for merging configuration.

Configuring Switch C

Configure ge-1/1/1~ge-1/1/3 as trunk ports; ge-1/1/1 as a member of VLANs 200 and 400; ge-1/1/2 as a
member of VLANs 100 and 200; and ge-1/1/3 as a member of VLANs 100 and 200.

adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
menbers 400
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200
adm n@Xor Pl us#
t runk

adm n@Xor Pl us#
menbers 100
adm n@Xor Pl us#
menbers 200

set

set

set

set

set

set

set

set

set

set

set

set

vlans vlan-id 100
vl ans vl an-id 200
vl ans vl an-id 400

i nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

nterface

adm n@Xor Pl us# conmi t
Waiting for mergi ng configuration.

Commit OK.
Save done
adm n@Xor Pl us#

gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net
gi gabi t - et her net

gi gabi t - et her net

ge-1/1/1
ge-1/1/1
ge-1/1/1
ge-1/1/2
ge-1/1/2
ge-1/1/2
ge-1/1/3
ge-1/1/3

ge-1/1/3

fanily
fanly
fanly
fanily
fanily
fanly
fanily
fanly

famly

adm n@Xor Pl us# set protocols spanning-tree force-version 4
adm n@Xor Pl us# conmi t
Waiting for mergi ng configuration.

Commit OK.
Save done
adm n@Xor Pl us#

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

et hernet-switch

ng

ng

ng

ng

ng

ng

ng

ng

ng

port - node
vl an
vl an
port - node
vl an
vl an
port - node
vl an

vl an
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To verify that Switch C is the root bridge of VLAN 400, configure VLAN 400 as the higher priority.

adm n@Xor Pl us# set protocol s spanning-tree pvst vlan 400 bridge-priority O
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch D

Configure ge-1/1/1~ge-1/1/3 as trunk ports; ge-1/1/1 as a member of VLANs 200 and 400; ge-1/1/2 as a
member of VLANs 200 and 300; and ge-1/1/3 as a member of VLANs 200 and 300.

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# set vlans vlan-id 300

adm n@Xor Pl us# set vlans vlan-id 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanm |y ethernet-switching port-node
t runk

adm n@Xor Pl us# set

nterface gigabit-ethernet ge-1/1/1 famly ethernet-sw tching vlan

menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching vlan
menbers 400

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanmly ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanm |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fam |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanm |y ethernet-sw tching vlan
menbers 300

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done

adm n@Xor Pl us#

adm n@Xor Pl us# set protocols spanning-tree force-version 4
adm n@Xor Pl us# conmi t

Waiting for mergi ng configuration.

Commit OK

Save done

adm n@Xor Pl us#

You can configure one (1) mirror to analyze traffic. Configure the source/destination port (input/output
port).

Note: The output (mirroring) port can belong to any VLAN and will not participate in Layer2 or Layer3
forwarding.
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Configuring Mirroring to Analyze Traffic

adm n@Xor Pl us# set interface ethernet-sw tching-options analyzer 111 input egress ge-1/1/1
adm n@Xor Pl us# set interface ethernet-swtching-options analyzer 111 input ingress ge-1/1/1

adm n@Xor Pl us# set interface ethernet-sw tching-options analyzer 111 input egress ge-1/1/2
adm n@Xor Pl us# set interface ethernet-swtching-options analyzer 111 input ingress ge-1/1/2
adm n@Xor Pl us# set interface ethernet-sw tching-options analyzer 111 output ge-1/1/3

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us# run show anal yzer 111

Anal yzer nane: 111

Qut put interface: <ge-1/1/3>

Ingress nonitored interfaces: <ge-1/1/1><ge-1/1/2>

Egress nonitored interfaces: <ge-1/1/1><ge-1/1/2>

adm n@Xor Pl us#

User can configure a port as a mirroring port, which can analyze the traffic of egress port or ingress port.

Configuring a Port as a Mirroring Port

When configuring mirroring, user must first configure the port as a mirror.

adm n@Xor Pl us# set interface ethernet-swtching-options anal yzer 111 output ge-1/1/1
adm n@Xor Pl us# commi tWaiting for nerging configuration.

Commit OK

Save done.

Configuring Mirroring on Egress Port or Ingress Port

After configuring a port as a mirroring port, user should use it to monitor the flows of egress or ingress.
Configure Monitor the flows of ingress port:

adm n@Xor Pl us# set interface ethernet-sw tching-options analyzer 111 input ingress ge-1/1/2
adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

Configure Monitor the Flows of Egress Port:

adm n@Xor Pl us# set interface ethernet-sw tching-options analyzer 111 input egress ge-1/1/3
adm n@Xor Pl us# commi t
Waiting for merging configuration.
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Commit OK
Save done.

Mirroring Configuration Example

As shown in Fig 1, ge-1/1/1 is the ingress port, ge-1/1/2 is the egress port, and ge-1/1/3 is the mirroring
port. In the following example, the mirroring port can analyze the flows of egress port and ingress port.

ge—lflfz

Switch A

Fig 1. Configure Mirroring

Configure Mirroring Port

Mirroring ports can be used for analyzing the traffic of the egress or ingress port. The following example
describes how to configure a mirroring port. In this example, ge-1/1/3 is the mirroring port.

adm n@Xor Pl us# set interface ethernet-swtching-options analyzer 111 output ge-1/1/3
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done
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Configuring Mirroring on Egress or Ingress Port

The following example shows how to configure mirroring on egress or ingress ports. In this example, the
egress port is ge-1/1/2, and the ingress port is ge-1/1/1.

adm n@Xor Pl us# set interface ethernet-sw tching-options analyzer 111 input ingress ge-1/1/1
adm n@Xor Pl us# set interface ethernet-sw tching-options analyzer 111 input egress ge-1/1/2
adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

Generate Traffic

PC1 sends traffic to PC2. The expected result is that PC3 can monitor the traffic from the ingress port
ge-1/1/1 and the engress port ge-1/1/2.

Note:

1. The mirroring port can belong to any VLAN. This port can be either a trunk port or an access port
and will not participate in Layer2 or Layer3 forwarding.

2. The egress port or ingress port can be either an access port or a trunk port.

3. When user sends untagged packets, the priority of mirroring is higher than the priority of adding
tag.

4. When user receives tagged packets, the priority of mirroring is higher than the priority of removing
tag.

5. The mirroring port can also analyze BPDU/LACP/LLDP packets.

6. When user configures ACL for ingress/egress port, the priority of mirroring is higher than the
priority of filter.

As a Layer2 tunneling technology, BPDU tunneling enables Layer2 protocol packets from geographically
dispersed customer networks to be transparently transmitted over specific tunnels across a service
provider network.

Configuring BPDU Tunneling for STP on an Interface

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/37 fam |y ethernet-swtching
bpdu- t unnel i ng

prot ocol stp

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK
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Save done.
adm n@Xor Pl us#

Configuring Destination Multicast MAC Address for BPDU Packets

adm n@Xor Pl us# set interface bpdu-tunneling destination-mac 01: OE: 00: 00: 00: 01
adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commi t OK.

Save done.

adm n@Xor Pl us#

BPDU Tunneling Configuration Example

The topology below is an example of BPDU tunneling configuration.

STP1 5TP1

"

Customer A Customer B

Public network Te-1/1/49

VLAN 1007200 ger B
Ge-1/1/2 Ge-1/1/2
.
Customer C > Customer D
3TP2 STP2

Figure4-12. BPDU Tunneling Configuration.

Configuration on Provider A

Configure VLAN 100 as the default VLAN of Gigabit Ethernet ge-1/1/1, and enable BPDU tunneling on
Gigabit Ethernet ge-1/1/1.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Comit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
bpdu- t unnel i ng

protocol stp

adm n@Xor Pl us# commi t

Waiting for merging configuration.
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Commit OK
Save done.
adm n@Xor Pl us#

Configure VLAN 200 as the default VLAN of Gigabit Ethernet ge-1/1/2, and enable BPDU tunneling on
Gigabit Ethernet ge-1/1/2.

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swtching
nati ve-vl an-id 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
bpdu-tunnel i ng

prot ocol stp

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configure VLAN 200 as the default VLAN of Gigabit Ethernet te-1/1/49.

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 famly ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam ly ethernet-sw tching vlan
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam |y ethernet-sw tching vlan
menbers 200

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

Configure the destination multicast MAC address for BPDUs as 01:0E:00:00:00:1.

adm n@Xor Pl us# set interface bpdu-tunneling destination-nmac 01: OE: 00: 00: 00: 01
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuration on Provider B

Configure VLAN 100 as the default VLAN of Gigabit Ethernet ge-1/1/1, and enable BPDU tunneling on
Gigabit Ethernet ge-1/1/1.

adm n@Xor Pl us# set vlans vlan-id 100

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
nati ve-vl an-id 100

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
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bpdu-tunnel i ng

prot ocol stp

adm n@Xor Pl us# conm t

Waiting for merging configuration.
Commit OK

Save done.

adm n@Xor Pl us#

Configure VLAN 200 as the default VLAN of Gigabit Ethernet ge-1/1/2, and enable BPDU tunneling on
Gigabit Ethernet ge-1/1/2.

adm n@Xor Pl us# set vlans vlan-id 200

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
nati ve-vl an-id 200

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
bpdu-tunnel i ng

prot ocol stp

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configure VLAN 200 as the default VLAN of Gigabit Ethernet te-1/1/49.

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 famly ethernet-swtching port-node
trunk

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam |y ethernet-sw tching vl an
menbers 100

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 fam ly ethernet-sw tching vl an
menbers 200

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

Configure the destination multicast MAC address for BPDUs as 01:0E:00:00:00:1.

adm n@Xor Pl us# set interface bpdu-tunneling destination-nmac 01: OE: 00: 00: 00: 01
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Flex Links Preemption Delay

User can configure two physical ports or two LAGs as Flex Links or configure one physical port and one
LAG as Flex Links.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 backup-port interface ael
adm n@Xor Pl us# conmnmi t

Waiting for merging configuration.

Commit OK.
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Save done.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 backup-port delay 10
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set interface aggregate-ethernet ae2 backup-port interface ae3
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

Configuring the Preemption Mode

By default, the preemption mode is set, and the active interface is preferred. Beyond that, user can
configure the "bandwidth” or "off" mode. The "bandwidth" mode calls for a higher bandwidth interface,
and the "off" mode turns off preemption.

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 backup-port node bandwi dth
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Showing Flex Links on All Interfaces

User can view the state of user's Flex Links interfaces:

adm n@Xor Pl us# run show i nterface fl exlink
Active Interface Backup Interface Mdde Del ay(seconds)

ge-1/1/1(up) ge-1/1/2(standby) bandw dth 10
adm n@Xor Pl us#

When the switch receives an ingress router advertisement (RA) message, it will attempt to match the
message via the RA guard. If the ingress port has the RA guard applied but is not a trusted port, the
applied VLAN ID will be matched first. If the RA tag is matched with the VLAN ID, the RA guard will
continue matching conditions to determine whether to forward or drop the RA message. If the RA tag is
not matched with the VLAN ID, the applied interface will be matched (followed by the subsequent
conditions). RA guard policy can be configured using hop-limit, managed-config-flag, other-config-flag,
prefix, source-ipv6-addr, and source-mac-addr options.

adm n@Xor Pl us# set protocol s nei ghbour ra-guard 1 hop-limt 1

adm n@Xor Pl us# set protocol s nei ghbour ra-guard 1 managed-config-flag fal se
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocol s nei ghbour ra-guard 2 prefix 2001: 1:1:1::/64
adm n@Xor Pl us# commi t
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Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocol s nei ghbour ra-guard 3 source-mac-addr 22:22:22:22:22:22
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Trusted-Port

RA guard can be applied to physical interfaces, LAGs, or VLANs. No more than one RA guard can be
applied to one interface. The RAs will be forwarded only if all conditions are matched. But if "trusted-port"
has been configured for the RA guard, RAs will be forwarded on the trusted port regardless.

adm n@Xor Pl us# set protocol s nei ghbour ra-guard term1 interface ge-1/1/1
adm n@Xor Pl us# set protocol s nei ghbour ra-guard term 1l interface ael
adm n@Xor Pl us# set protocol s nei ghbour ra-guard term1 vlian-id 2
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#set protocol s nei ghbour ra-guard trusted-port ge-1/1/1
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocol s nei ghbour ra-guard term2 vlian-id 3
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Displaying RA Guards

adm n@Xor Pl us# run show raguard
Raguard: 1

cur hop limt : 1..10
managed configuration : Unset
ot her configuration : Set
source nmac address :
22:22:22:22:22: 22

source ipv6 address :
fe80::/64

prefix :

2001:1:1:1::/64

interface : ge-1/1/1, ael
vian : 2

packet dropped: 0

packet total : O

Raguard: 2

vian : 3

packet dropped: 0

packet total : O

trusted port:

ge-1/1/1

adm n@Xor Pl us#
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LFS Configuration

Abstract

Link fault signaling (LFS) operates between the remote RS and the local RS. Faults detected between
the remote RS and the local RS are received by the local RS as Local Fault. RS is the only layer that can
generate Remote Fault signals.

Sublayers within the PHY are capable of detecting faults that render a link unreliable for communication.
Upon recognition of a fault condition, a PHY sublayer indicates Local Fault status on the data path.
When this Local Fault status reaches an RS, the RS stops sending MAC data, and continuously
generates a Remote Fault status on the transmit data path (possibly truncating a MAC frame being
transmitted). When Remote Fault status is received by an RS, the RS stops sending MAC data, and
continuously generates ldle control characters. When the RS no longer receives fault status messages, it
returns to normal operation, sending MAC data.

The RS reports the fault status of the link. Local Fault indicates a fault detected on the receive data path
between the remote RS and the local RS. Remote Fault indicates a fault on the transmit path between
the local RS and the remote RS.

The fault status is as follows:
a) link_fault = OK

The RS shall send MAC frames as requested through the PLS service interface. In the absence of MAC
frames, the RS shall generate Idle control characters.

b) link_fault = Local Fault
The RS shall continuously generate Remote Fault Sequence ordered_sets.
¢) link_fault = Remote Fault

The RS shall continuously generate Idle control characters.

Link Fault Signaling

If ignore local fault is set as false: When link local fault is triggered, the RS shall continuously generate
Remote Fault Sequence ordered_sets. Otherwise, the RS will not generate Remote Fault Sequence
ordered_sets.

If ignore remote fault is set as false: When link remote fault is received, the RS shall continuously
generate Idle control characters. Otherwise, the RS shall send MAC frames as requested through the
PLS service interface and generate Idle control characters in the absence of MAC frames

LFS Commands

The following is the configuration command as sample:

set interface gigabit-ethernet te-1/1/1 link-fault-signaling ignore-local-fault true/fal se
set interface gigabit-ethernet te-1/1/1 link-fault-signaling ignore-renpte-fault true/fals
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Up Mode

The force up command forcibly brings up a fiber Ethernet port and enables the port to forward packets
unidirectionally over a single link. In this way, transmission links are well utilized.

Up Mode Commands

The following is the configuration commad as sample:
set interface gigabit-ethernet te-1/1/1 up-node true/fal se

1 Up-mode true command should be configured with ignore-local-fault true command together. If user only configures up-mode
true and does not configure ignore-local-fault command, traffic cannot transmit from TX link.

Symmetric Hash for ECMP and LAG Configuration Example

Symmetric Hash support for ECMP and LAG port. Symmetric hash need the hashing field must be
symmetric. For example, packet 1 and packet 2 are symmetric in table 1 and table 2 as below, and then
packet 1 and packet2 will go out from the same physical port. Now Our symmetric Hash use IP layer and
L4 field to hash when packets are transmitted on ECMP and LAG port. Only matching symmetric
condition, two packets can be transmitted on the same member port of LAG interface or ECMP.

IP Packet Source IP Address Destination IP Address

Packetl  10.1.1.1 20.1.1.1
Packet2  20.1.1.1 10.1.1.1
Table 1.

Layer 4 Packet Source IP Address Destination IP Address Source Port Number Destination Port Number

Packetl 10.1.1.1 20.1.1.1 100 200
Packet2 20.1.1.1 10.1.1.1 200 100
Table 2.

Symmetric Hash field as below:

1. ip-source

2. ip-destination
3. port-source
4

. port-destination

By default, Enable hash field on LAG interface:
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ingress-interface
ethernet-source-address
ethernet-destination-address
ethernet-type

vlan

ip-protocol

ip-source

ip-destination

port-source

port-destination

By default, Enable hash field on ECMP:

1
2
3.
4

. ip-source

. ip-destination

port-source

. port-destination

LAG interface enables 10 fields to hash more than symmetric hashing 4 fields in the default case. So if to need symmetric hash
work on lag interfaceplease it is best to disable the following field

ingress-interface
ethernet-source-address
ethernet-destination-address
ethernet-type

vilan

ip protocol

ourwWNE

The Symmetric hashing is supported on Trident 2, Trident 2+, Trident 3, Trumph.sdk version need bcm6.3.9 or advanced
version.

ECMP Configuration

set

i nterface ecnp hash-mappi ng symetric true

ECMP Examples:

configure three ECMP route:

set
set
set
set
set
set
set
set

interface gigabit-ethernet te-1/1/1 fam ly ethernet-sw tching native-vlan-id 199
interface gigabit-ethernet te-1/1/2 fam ly ethernet-sw tching native-vlan-id 299
interface gigabit-ethernet te-1/1/3 fam |y ethernet-sw tching native-vlan-id 300
interface gigabit-ethernet te-1/1/4 fam ly ethernet-sw tching native-vlan-id 301
protocols static route 100.100. 100. 0/ 24 next-hop 182.168. 1. 100

protocol s static route 100.100. 100. 0/ 24 qualifi ed-next-hop 183.168.1.100 netric 1
protocol s static route 100.100. 100. 0/ 24 qualifi ed-next-hop 184.168.1.100 netric 1
protocols static route 172.168. 1. 0/ 24 next-hop 182.168. 1. 100
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set
set
set
set
set
set
set
set
set
set
set
set

protocols static route 172.168. 1.0/ 24 qualified-next-hop 183.168.1. 100 netric 1
protocols static route 172.168.1.0/24 qualified-next-hop 184.168.1. 100 netric 1
vlan-interface interface vlanl199 vif vlanl99 address 172.168.1.1 prefix-length 24
vl an-interface interface vlan299 vif vlan299 address 182.168.1.1 prefix-length 24
vl an-interface interface vlan300 vif vlan300 address 183.168.1.1 prefix-length 24
vl an-interface interface vlan301 vif vlan301 address 184.168.1.1 prefix-length 24
vl an-interface interface vl an399 vif vlan399 address 100.100.100.1 prefix-length 24
vlans vlan-id 199 | 3-interface "vlan199"

vlans vlan-id 299 |3-interface "vl an299"

vl ans vlan-id 300 | 3-interface "vlan300"

vlans vlan-id 301 | 3-interface "vlan301"

vlans vlan-id 399 | 3-interface "vlan399"

Configure the symmetric hash true

set

interface

ecnp hash-mappi ng synmetric true

LAG Hashing Configuration

set
set

interface
interface

aggr egat e- et hernet ael hash- mappi ng node advanced
aggr egat e- bal anci ng hash- mappi ng synmetric true

LAG Hashing Examples:

configure one lag with three ports:

set
set
set
set
set
set
set
set
set
set
set
set
set

interface
interface
interface
interface
interface
prot ocol s
prot ocol s

gigabit-ethernet te-1/1/1 famly ethernet-sw tching native-vlan-id 199
aggregat e-et hernet ael family ethernet-sw tching native-vlan-id 299

gi gabit-ethernet te-1/1/2 ether-options 802. 3ad ael

gi gabit-ethernet te-1/1/3 ether-options 802. 3ad ael

gi gabit-ethernet te-1/1/4 ether-options 802. 3ad ael

static route 100.100. 100. 0/ 24 next-hop 182.168. 1. 100

static route 172.168. 1. 0/24 next-hop 182.168. 1. 100

vlan-interface interface vlanl199 vif vlan199 address 172.168.1.1 prefix-length 24
vlan-interface interface vlan299 vif vlan299 address 182.168.1.1 prefix-length 24
vlan-interface interface vlan399 vif vlan399 address 100.100.100.1 prefix-length 24
vlans vlan-id 199 | 3-interface vl anl99

vlans vlan-id 299 | 3-interface vl an299

vlans vlan-id 399 | 3-interface vl an399

Configure the symmetric hash true

set interface
set interface
set interface
set interface
set interface
true

set interface
set interface
set interface

aggr egat e- et hernet ael hash- mappi ng node advanced

aggr egat e- bal anci ng hash- mappi ng symmetric true

aggr egat e- bal anci ng hash-mapping field ingress-interface disable true

aggr egat e- bal anci ng hash-mappi ng field ethernet-source-address di sable true
aggr egat e- bal anci ng hash-mappi ng field ethernet-destination-address disable

aggr egat e- bal anci ng hash-mapping field ethernet-type disable true
aggr egat e- bal anci ng hash-mapping field vlan disable true
aggr egat e- bal anci ng hash-mapping field ip-protocol disable true
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Layer 3 Unicast Routing Configuration

This chapter describes the configuration steps of Layer 3 routing, including static routing, RIPv2,

OSPFv2, VRRP, and ECMP.

Layer 3 VLAN Interface Configuration
ARP Configuration
Dynamic ARP Inspection
Default Administrative Distance Values
Static Routing Configuration
Static Routing Configuration Example
RIPv2 Routing Protocol Configuration
RIPv2 Routing Configuration Example
OSPF (Open Shortest Path First)

® OSPF Overview

® Basic OSPF Configuration Tasks

® Basic OSPF Configuration Example
OSPF Configuration Example: NSSA Stub Normal
OSPF Stub Area NSSA Summary
OSPF Virtual Link Configuration Guide
OSPF Area Range Configuration Guide
Importing an External Route into an OSPF Area
BFD Protocol Configuration
BFD Basic Configuration Example
Configuring ECMP (Equal-Cost Multipath Routing)
Configuring VRRP (Virtual Router Redundancy Protocol)
Configuring Active-Active-VRRP(Active Active Virtual Router Redundancy Protocol)
IPv6 Neighbor Configuration
IPv6 Static Routing Configuration
OSPFv3 Routing Protocol Configuration
ACL and Filter Configuration

® Configuring Control Plane Security Guide

® Configuration Control Plane Security Policer

® Control Plane Security Examples
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IPv4/IPv6 BGP Configuration

* |Pv4 BGP configuration

BGP Configuration Guide

BGP Basic Configuration Example

BGP Route Reflector Configuration Example
BGP Confederation Configuration Example

BGP Load Balancing Configuration Example

* |Pv6 BGP Configuration

IPv6 BGP Introduction
Building Peering Sessions
* EBGP Peering
* |IBGP Peering
Establish BGP Peer Use 4-byte-AS-Number

Sources of Routing Updates

® Injecting Information Dynamically into BGP

® |njecting Information Statically into BGP
BGP Attributes
® The NEXT_HOP Attribute

The AS_PATH Attribute
®* The LOCAL_PREF Attribute
® The MULTI_EXIT_DISC Attribute

The COMMUNITY Attribute

BGP-4 Aggregation

Synchronization

Controlling Large-Scale Autonomous System
¢ Confederations
®* Route Reflectors

Redundancy and Load Balancing

Designing Stable Internets

® |Label BGP

Labeled BGP Support

Configuration Example for Labeled Support
®* |PV4 Labeled BGP Configuration
® |PV6 Labeled-BGP Configuration
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® Debugging CLI for Labeled-BGP

The Layer 3 interface is a VLAN interface. Use the following configuration sequence:

1. Create a VLAN using the set vlans vlan-id command.
2. Associate an L3 interface with the VLAN using the vlans vlan-id I3-interface command.

3. Configure the IP address and prefix length for the virtual interface using the vian-interface
interface vif address prefix-length command.

1 When all the interfaces in a VLAN are link-down, the VLAN interface will be link-down. The VLAN interface will be link-up only
when at least one of the member interfaces is link-up.

adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# set vlans vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-switching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-switching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 192.168.1.1
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 192.168.2.1
prefix-length 24

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us# run show vl an-i nterface

vl an-2 Hwaddr C8: 0A: A9: 9E: 14: 9F, M an: 2, St at e: DOMN

I net addr: 192.168.1.1/24

f e80: : cala: a9f f : f e9e: 149f/ 64

Traffic statistics:

IPv4 I nput Packets................ ..., 0
| Pv4 Forwarding Packets....................... 0
IPv6 I nput Packets................ ... ... 0
I Pv6 Forwarding Packets....................... 0

vl an-3 Hwaddr C8: 0A: A9: 9E: 14: 9F, M an: 3, State: UP
I net addr: 192.168.2.1/24

f e80: : cala: a9f f : f e9e: 149f/ 64

Traffic statistics:

IPv4 I nput Packets................ ... ... 0
I Pv4 Forwarding Packets....................... 0
IPv6 I nput Packets................ ... ... 0
I Pv6 Forwarding Packets....................... 0

adm n@Xor Pl us#
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Configuring ARP Aging Time

In the default setting, the ARP aging time is 1200 seconds.

adm n@Xor Pl us# set protocols arp agi ng-tine 600
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring a Static ARP Entry

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlan-interface interface vlan-2 address 192.168.1.1 prefix-length 24
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#set protocols arp interface vlan-2 address 192.168. 1.1 nac- address
22:22:22:22:22: 22

adm n@Xor Pl us# conm t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Dynamic ARP Inspection (DAI), is a security feature that validates ARP packets in a network. DAI
intercepts and discards ARP packets with invalid IP-to-MAC address bindings. This capability protects
the network from some man-in-the-middle attacks. DAI ensures that only valid ARP requests and
responses are relayed. The switch performs these activities:

® |Intercepts all ARP requests and responses on untrusted ports.

* Verifies that each of these intercepted packets has a valid IP-to-MAC address binding before
updating the local ARP cache, or before forwarding the packet to the appropriate destination.

® Drops invalid ARP packets.

DAl determines the validity of an ARP packet based on valid IP-to-MAC address bindings stored in a
trusted database, the DHCP snooping binding database. This database is built by DHCP snooping, if
DHCP snooping is enabled on the VLANs and on the switch. If the ARP packet is received on a trusted
interface, the switch forwards the packet without any checks. On untrusted interfaces, the switch
forwards the packet only if it is valid.
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DAI associates a trust state with each interface on the switch. Packets arriving on trusted interfaces
bypass all DAI validation checks, and those arriving on untrusted interfaces undergo the DAI validation
process.

In a typical network configuration, you configure all switch ports connected to host ports as untrusted,
and configure all switch ports connected to switches as trusted. With this configuration, all ARP packets
entering the network from a given switch bypass the security check. No other validation is needed at any
other place in the VLAN or in the network.

When configuring DAI, follow these guidelines and restrictions:
® DAl is an ingress security feature; it does not perform any egress checking.

® DAl is not effective for hosts connected to switches that do not support DAL, or that do not have
this feature enabled. Because man-in-the-middle attacks are limited to a single Layer 2 broadcast
domain, separate the domain with DAI checks from the one with no checking. This action secures
the ARP caches of hosts in the domain enabled for DAI.

® DAI depends on the entries in the DHCP snooping binding database to verify IP-to-MAC address
bindings in incoming ARP requests and ARP responses. Make sure to enable DHCP snooping to
permit ARP packets that have dynamically assigned IP addresses.

® DAl is supported on access ports, trunk ports, and lag ports.

DAI Configuration example

CdCF

Serecr

Te-1/1/50

Figure-DAI

Step 1. Enable DHCP snooping on Switch.
You can enable DHCP snooping on the egress port, the port connected to DHCP server.

Enable DHCP snooping:

adm n@Xor Pl us# set protocols dhcp snoopi ng di sable false
adm n@Xor Pl us# conmi t

Commit OK

Save done.

adm n@Xor Pl us#

Set the interface to trust mode

adm n@Xor Pl us# set protocols dhcp snooping port te-1/1/50 trust true
adm n@Xor Pl us# commi t
Comit OK
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Save done.
adm n@Xor Pl us#

Step 2: Enable DAI

You can enable DAI on the port connect to the host.

adm n@Xor Pl us# set protocols arp interface vlan-900 inspection disable fal se
adm n@Xor Pl us# conm t

Mer gi ng the configuration.

Commit OK

adm n@Xor Pl us#

Step 3: Check ARP inspection table.

When the host gets an IP address from the DHCP server, and the switch has enabled DHCP snooping, it
will create a table, the IP-MAC-port binded table. The entry in this table was trusted, all other ARP
packets not in this table, will be discarded. (The ARP packet must be in accordance with the ARP
inspection table, interface, IP address, and MAC address must be identified).

adm n@Xor Pl us# run show arp inspection
Total count : 1
Interface DAl Address HW Address

vl an- 900 Enabl ed 192.168.9.5 0: 1le: c9: bb: d3: 35

Select the Best Path

A PicOS system can run multiple routing protocols simultaneously. For example, RIP may be used to
distribute routes within our network and BGP to learn external routes. In some situations this can lead to
a router learning the same route from more than one routing protocol.

For example, these two routes might be learned:

» Subnet: 128.16.64.0/24, nexthop: 192.150.187.1, learned from BGP via an external peering. AS Path:
123 567 987.

» Subnet: 128.16.64.0/24, nexthop: 10.0.0.2, learned from RIP with metric 13

The longest prefix match rule doesn’t help us because the prefix lengths are the same, and the metric
used for RIP is not directly comparable against the AS path length or any other attribute attached to a
BGP route. So, how do we decide which route to take? A PicOS system uses the concept of
administrative distance to determine which route wins. Basically, each routing protocol has a configured
“distance,” and if a route is heard from two protocols, then the version with the smallest distance wins.

Default Distance Value Table

This table lists the administrative distance default values of the protocols that PicOS supports:
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Route Protocol Default Distance Val ues

Directly connected 0
Static route 1
External BGP 20
OSPF 110
RIP 120
Internal BGP 200

Hence, in the example above, the route learned from BGP will be preferred.

The adm nistrative distance is fixed in the PicOS system and cannot be nodifi ed.

In L2/L3, all routing entries will be configured to the ASIC switching chip if the outgoing VLAN-interface is
link-up, and the outgoing physical port is learning.

Traffic that can be routed will have a route entry in the RIB and the ARP of the next hop; the outgoing
interface should be link-up. The traffic will then be soft-routed (i.e., routed by the switch's CPU).

When the switch learns the MAC address of the next-hop, the switch will forward the traffic with the ASIC
chip.

Configure static route:

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swtching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 192.168.1.1
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-2 address 192. 168.2.1
prefix-length 24

adm n@Xor Pl us# set protocols static route 10.10. 1.0/ 24 next-hop 192. 168. 2.5

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# run show route table ipv4 unicast final

10.10.1.0/24 [static(1l)/1]

> to 192.168.2.5 viavlan-3/vlan-3
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192. 168. 1. 0/ 24 [ connect ed(0)/ 0]

> via vlan-2/vl an-2

192. 168. 2. 0/ 24 [ connect ed(0)/ 0]

> via vlan-3/vl an-3
adm n@Xor Pl us#

adm n@Xor Pl us# run show route forward-route ipv4 all
Desti nati on Net Mask Next HopMac Port

10. 10. 1. 0 255. 255. 255. 0 00: 1E: 68: 37: EF: 7D ge-1/1/ 2
192.168. 1. 0 255. 255. 255. 0 CB: OA: A9: 04: 49: 28 connect ed
192.168. 2. 0 255. 255. 255. 0 CB: OA: A9: 04: 49: 28 connect ed

With the show route forward-routeipv4 all command, all the route entries in the ASIC chip will be
displayed. Following the show route table ipv4 unicastfinal command, all routes in the RIB of the

kernel will be displayed.

Configure max-route-limit.

Before configuring max-route-limit, check the forward-route table:

adm n@Xor Pl us# run show route forward-route ipv4 all

Desti nati on Net Mask Next HopMac Por t
192.168.1.0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF connect ed
192.168.2.0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF connect ed
192.168.3.0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF connect ed
192. 168. 20.0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF connect ed
192. 168. 100. 0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF connect ed
Total route count:5

adm n@Xor Pl us#

adm n@Xor Pl us# run show route forward-route ipv6 all

Destinati on Net Mask

Next HopMac Por t

5001: : frff:fefff:ffff.fFfff::
04: 7D: 7B: 62: 93: FF connect ed

2001: : fEff.ffff . ffff.fFFff::
04: 7D: 7B: 62: 93: FF connect ed

7001: : fEff.ffff . ffff.fFFff::
C8: 0A: A9: AE: OA: 66 te-1/1/3

6001: : frff:fefff:ffff.fFfff::

C8: 0A: A9: AE: OA: 66 te-1/1/3
Total route count: 4
adm n@Xor Pl us#

After configuring max-route-limit:

adm n@Xor Pl us# set interface max-route-limt 1
adm n@Xor Pl us# conmm

Mer gi ng the configuration.

Commt OK

Save done.

Maxi mum of route limt changes, please reboot systemto make it effect!

adm n@Xor Pl us#

Check the forward-route table:

adm n@Xor Pl us# run show route forward-route ipv4 all
Desti nation Net Mask Next HopMac

192.168.1.0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF

connect ed
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192.168.2.0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF  connect ed
192.168.3.0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF  connect ed
192. 168. 20. 0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF  connect ed
192. 168. 100. 0 255. 255. 255. 0 04: 7D: 7B: 62: 93: FF  connect ed

Total route count:5
adm n@Xor Pl us#
adm n@Xor Pl us# run show route forward-route ipv6 all

Desti nati on Net Mask

Next HopMac Por t

5001: : feff . feff.ffff.fFFff::
04: 7D: 7B: 62: 93: FF connect ed

2001: : feff.feff.ffff.fFFff::

04: 7D: 7B: 62: 93: FF connect ed

Total route count: 2
adm n@Xor Pl us#

Note: The switch supports 12k ipv4 routes at most and 6k ipv6 routes at most. One ipv6 route is equal to
two ipv4 routes. The directly-connected routes are not excepted to route limit.

An example of configuration with static routing is shown in Fig. 5-1. Host A and Host B should be able to
communicate with each other. Host A and Host B should be able to communicate with the gateway (e.g.,
access Internet).

zateray

1010510249

104032524 104042724

ge-1/141 ge-1/142
Switch C
ge-1/12 10104124 | ge 112 101025424
10.106.1/24 10.10.6.2/24
ge 1143 ge 10153 10102 1424

ge 11 Switeh A

Switch B ge-10141

Figure 5-1. Static routing configuration.

Configuring Switch A

For Switch A, configure 3 VLAN interfaces for networks 10.10.1.1/24, 10.10.3.1/24, and 10.10.6.1/24.
Also configure a static route to 10.10.2.0/24 and a default route.

adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# set vlans vlan-id 3

adm n@Xor Pl us# set vlans vlan-id 4

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-switching
native-vlan-id 2
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adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fam |y ethernet-sw tching
native-vlan-id 4

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlans vlian-id 4 | 3-interface vlan-4

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10.1.1
prefix-1length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-2 address 10.10.3.1
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-4vif vlan-2 address 10.10.6.1
prefix-length 24

adm n@Xor Pl us# set protocols static route 10.10.2.0/ 24 next-hop 10.10.6. 2

adm n@Xor Pl us# set protocols static route 0.0.0.0/0 next-hop 10.10. 3.2

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Verify the route entry in the RIB as follows:

adm n@Xor Pl us# run show route table ipv4 unicast final
0.0.0.0/0 [static(1)/1]

> to 10.10.3.2 via vlan-3/vlan-3
10.10. 2.0/ 24[static(1)/1]

> to 10.10.6.2 via vlan-4/vlan-4
10. 10. 1. 0/ 24 [connect ed(0)/ 0]

> via vlan-2/vl an-2

10. 10. 3. 0/ 24 [connect ed(0)/0]

> via vlan-3/vl an-3

10. 10. 6. 0/ 24 [connect ed(0)/ 0]

> via vlan-4/vl an-4

adm n@Xor Pl us#

Configuring Switch B

Configure 3 VLAN interfaces for networks 10.10.2.1/24, 10.10.4.1/24, and 10.10.6.2/24. Then, configure
a static route to 10.10.1.0/24 and a default route.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set vlans vlian-id 4

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fam |y ethernet-swtching
native-vlan-id 4

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlans vlian-id 4 | 3-interface vl an-4

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commt OK

Save done.
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adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10.2.1
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-2 address 10.10.4.1
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-4vif vlan-2 address 10.10.6.1
prefix-length 24

adm n@Xor Pl us# set protocols static route 10.10.1.0/24 next-hop 10.10.6.1

adm n@Xor Pl us# set protocols static route 0.0.0.0/0 next-hop 10.10.4.2

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Verify the route entry in the RIB:

adm n@Xor Pl us# run show route table ipv4 unicast final
0.0.0.0/0 [static(1)/1]

> to 10.10.4.2 via vlan-3/vlan-3
10.10. 1.0/ 24[static(1)/1]

> to 10.10.6.1 via vlan-4/vlan-4
10. 10. 2. 0/ 24 [connect ed(0)/ 0]

> via vlan-2/vl an-2

10. 10. 4. 0/ 24 [connect ed(0)/ 0]

> via vlan-3/vl an-3

10. 10. 6. 0/ 24 [connect ed(0)/ 0]

> via vlan-4/vl an-4

adm n@Xor Pl us#

Configuring Switch C

Configure 3 VLAN interfaces for networks 10.10.3.2/24, 10.10.4.2/24, and 10.10.5.2/24. Then, configure
a static route to 10.10.1.0/24 and a default route.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set vlans vlian-id 4

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fam |y ethernet-sw tching
native-vlan-id 4

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlans vlian-id 4 | 3-interface vl an-4

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commt OK

Save done.

adm n@Xor Pl us# set vlan-interface interface vlan-2vif vlan-2 address 10.10.3.2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3vif vlan-3 address 10.10.4. 2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-4vif vlan-4 address 10.10.5. 2
prefix-length 24

adm n@Xor Pl us# set protocols static route 10.10.1.0/24 next-hop 10.10.3.1

adm n@Xor Pl us# set protocols static route 10.10.2.0/ 24 next-hop 10.10.4.1

adm n@Xor Pl us# set protocols static route 10.10.6.0/ 24 next-hop 10.10.3.1

adm n@Xor Pl us# set protocols static route 0.0.0.0/0 next-hop 10.10.5.1

adm n@Xor Pl us# conm t
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Waiting for merging configuration.
Commit OK

Save done.

adm n@Xor Pl us#

Verify the route entry in the RIB:

adm n@Xor Pl us# run show route table ipv4 unicast final
0.0.0.0/0 [static(1)/1]

> to 10.10.5.1 via vlan-4/vlan-4
10.10. 1.0/ 24[static(1)/1]

> to 10.10.3.1 via vlan-2/vlan-2
10.10. 2.0/ 24[static(1)/1]

> to 10.10.4.1 via vlan-3/vlan-3
10.10. 6.0/ 24[static(1)/1]

> to 10.10.3.1 via vlan-2/vlan-2
10. 10. 3. 0/ 24 [connect ed(0)/0]

> via vlan-2/vl an-2

10. 10. 4. 0/ 24 [connect ed(0)/ 0]

> via vlan-3/vl an-3

10. 10. 5. 0/ 24 [connect ed(0)/0]

> via vlan-4/vl an-4

adm n@Xor Pl us#

In L2/L3, RIPv2 is supported. A policy statement is used to specify which route entry will be distributed.
For example, static route or the connected route can be distributed to a neighbor. Also, the distributed
route metric can be specified. The RIPv2 interface parameters (accept-default-route,
advertise-default-route, deletion-delay, request-interval, update-interval) can be configured.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 192.168.1.1
prefix-length 24

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 192. 168.2.1
prefix-length 24

adm n@Xor Pl us# set protocols static route 9.9.9.0/24 next-hop 192. 168. 2. 2

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set policy policy-statenent connected-to-rip term export from protocol
connect ed

adm n@Xor Pl us# set policy policy-statenent connected-to-rip termexport then netric O
adm n@Xor Pl us# set policy policy-statement static-to-rip termexport from protocol static
adm n@Xor Pl us# set policy policy-statenent static-to-rip termexport then netric 1
adm n@Xor Pl us# conm t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols rip interface vlan-2 vif vlan-2 address 192.168.1.1
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adm n@Xor Pl us# set protocols rip export "connected-to-rip,static-to-rip"
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

You can verify the RIP configuration:

adm n@Xor Pl us# run show rip status all
* RIP on vlan-2vlan-2 192.168.1.1
St atus: enabl ed
adm n@Xor Pl us#
adm n@Xor Pl us# run show rip statistics all
* RIP on vlan-2vlan-2 192.168.1.1
St at us: enabl ed
Count er Val ue
Requests Sent
Updat es Sent
Tri ggered Updates Sent
Non- RI P Updat es Sent
Tot al Packets Recei ved
Request Packets Received
Updat e Packets Recei ved
Bad Packets Recei ved
Aut henti cati on Fail ures
Bad Rout es Recei ved
Non- RI P Requests Recei ved

eNeoNelNoNoNelNeNolN e RN

Configuration Example

An example of configuring RIPv2 is shown in Fig. 5-2. Host A and Host B should be able to communicate
with each other with an RIP route. Host A and Host B should be able to communicate with the gateway
(e.g., access Internet) with RIP.

& ateway

101051024

ge1M3 | 10105 2524

10403224 10404.224
ge11 ge 12
Switch C
10404824 10103124 | ge iz 10404424 | ge 142 10102824
10101129 .i gmm_m Host B
geAii Switch A Switch B ge 111

Figure 5-2. RIPv2 routing configuration.
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Configuring Switch A

For Switch A, configure 2 VLAN interfaces for networks 10.10.1.1/24 and 10.10.3.1/24. Then, configure
an RIP interface in network 10.10.3.1/24. Switch A should accept the default route, which is advertised
by Switch C.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-swtching
native-vlian-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2vif vlan-2 address 10.10.1.1
prefix-1length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3vif vlan-3 address 10.10.3.1
prefix-length 24

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set policy policy-statenent connected-to-rip termexport from protocol
connect ed

adm n@Xor Pl us# set policy policy-statenent connected-to-rip termexport then netric O
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols rip interface vlan-3 address 10.10.3.1

adm n@Xor Pl us# set protocols rip export "connected-to-rip"

adm n@Xor Pl us# set protocols rip interface vlan-3vif vlan-3 address 10.10.3.1
accept-default-route true

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch B

Configure 2 VLAN interfaces for networks 10.10.1.1/24 and 10.10.3.1/24. Then, configure an RIP
interface in network 10.10.3.1/24. Switch B should accept the default route, which is advertised by
Switch C.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2vif vlan-2 address 10.10.2.1
prefix-1length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3vif vlan-2 address 10.10.4.1
prefix-1length 24

adm n@Xor Pl us# conm t
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Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set policy policy-statenent connected-to-rip termexport from protocol
connect ed

adm n@Xor Pl us# set policy policy-statenent connected-to-rip termexport then netric O
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols rip interface vlan-3vif vlan-3 address 10.10.4.1

adm n@Xor Pl us# set protocols rip export "connected-to-rip"

adm n@Xor Pl us# set protocols rip interface vlan-3vif vlan-3 address 10.10.4.1
accept-default-route true

adm n@Xor Pl us# conm t

Waiting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch C

Configure 3 VLAN interfaces for networks 10.10.3.2/24, 10.10.4.2/24, and 10.10.5.2/24. Then, configure
a default route and 2 RIP interfaces.

adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set vlans vlian-id 4

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanmily ethernet-swi tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanily ethernet-switching
native-vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/3 fanily ethernet-swi tching
native-vlan-id 4

adm n@Xor Pl us# set vlans vlan-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlans vlian-id 4 | 3-interface vl an-4

adm n@Xor Pl us# conmm t

Waiting for merging configuration.

Commt OK

Save done.

adm n@Xor Pl us# set vlan-interface interface vlan-2vif vlan-2 address 10.10.3.2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3vif vlan-3 address 10.10.4.2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-4vif vlan-4 address 10.10.5.2
prefix-length 24

adm n@Xor Pl us# set protocols static route 0.0.0.0/0 next-hop 10.10.5.1

adm n@Xor Pl us# set protocols rip interface vlan-2vif vlan-2 address 10.10. 3.2
adm n@Xor Pl us# set protocols rip interface vlan-2vif vlan-2 address 10.10. 3.2
advertise-default-route true

adm n@Xor Pl us# set protocols rip interface vlan-3vif vlan-3 address 10.10.4.2
adm n@Xor Pl us# set protocols rip interface vlan-3vif vlan-3 address 10.10.4.2

advertise-default-route true

adm n@Xor Pl us# set protocols rip export "connected-to-rip"
adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK.

Save done.

adm n@Xor Pl us#
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Verifying the RIP Configuration

Verify the RIP configuration of the switches as shown below. (In the following example, the RIP peer and
the RIP route table in Switch A is verified.)

adm n@Xor Pl us# run show rip peer
Address Interface State Hello Rx Hell o Tx Last Hello

10. 10. 3. 2vl an-3/vlan-3 Up 0 O 00: 41: 44

adm n@Xor Pl us#

adm n@Xor Pl us# run show route table ipv4 unicast rip
0.0.0.0/0[rip(120)/1]

> to 10.10.3.2 via vlan-3/vlan-3

10.10.2.0/24 [rip(120)/1]

> to 10.10.3.2 via vlan-3/vlan-3

10.10.4.0/24 [rip(120)/1]

> to 10.10.3.2 via vlan-3/vlan-3

OSPF (Open Shortest Path First) is a link-state routing protocol that is not proprietary to any vendor or
organization. OSPF was developed by IETF (Internet Engineering Task Force), and it is the IGP (Interior
Gateway Protocol) recommended by Pica8.

OSPF has evolved through several RFCs. OSPF version 2, which is the current version for IPv4, is
defined in RFC 2328. PicOS supports version 2 of the OSPF protocol in L2/L3 mode.

Pica8 PicOS Version 2.6 supports the following OSPF area types:

1. Normal Area
2. Stub Area
3. NSSA (Not-So-Stubby Area)

® OSPF Overview
® Basic OSPF Configuration Tasks

® Basic OSPF Configuration Example

OSPF Overview

The high-level operation of OSPF is explained below:

1. OSPF routers send Hello packets out of all OSPF-enabled interfaces. Two routers sharing a
common data link become neighbors. If they agree on certain parameters in Hello packets.

2. Some neighbors move on and form adjacencies, which can be thought of as virtual point-to-point
links over which routing information is exchanged.

3. Each OSPF router sends LSAs (link-state advertisements) over all its adjacencies. The LSAs
describe the router’s neighbors, links, and the state of the links. OSPF defines multiple LSA types
to communicate different types of link-state information.
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4. When an OSPF router receives an LSA from a neighbor, it adds the LSA to its link-state
database. The router also sends a copy of the LSA over all of its adjacencies. The flooding of
LSAs throughout an OSPF area enables all routers to have identical link-state databases.

5. When the link-state databases are built, every router runs the Dijkstra’s SPF (Shortest Path First)
algorithm to calculate the shortest loop-free path to every known subnet. The collection of all
paths calculated by the router, with itself as the root, is known as the SPF tree.

6. Each router populates its routing table from its SPF tree.

Basic OSPF Configuration Tasks

To configure OSPF on a PicOS device, complete the tasks described in the following sections .

Configuring OSPF Router ID

The OSPF router ID is a 32-bit value similar to an IP address by which the OSPF router or switch is
uniquely identified within the OSPF domain.

Use the following command to configure OSPF router ID:
set protocols ospf4 router-id <router-id>

The following example configures 1.1.1.1 as the OSPF router ID:

adm n@Xor Pl us# set protocols ospf4 router-id 1.1.1.1
adm n@Xor Pl us# conmi t

Commit OK

Save done.

Do not change the router ID after completing the configuration.

Configuring OSPF Areas

Divide an OSPF domain into areas, which contains the flow of most routing protocol traffic within a single
area and reduces the impact of protocol on CPU and memory.

Use the following command to configure OSPF areas:
set protocols ospf4 area <area-id > area-type <type>

Area ID 0.0.0.0 is reserved for the backbone and each OSPF domain should have the backbone area.
All traffic between two non-backbone areas must pass through the backbone. OSPF area types
supported by PicOS are: normal, stub, and NSSA.

The example that follows demonstrates configuration of three different areas:
Area ID Area Type

0.0.0.0 Normal

1.1.1.1 Stub

2.2.22 NSSA
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adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 area-type nornal
adm n@Xor Pl us# set protocols ospf4 area 1.1.1.1 area-type stub
adm n@Xor Pl us# set protocols ospf4 area 2.2.2.2 area-type nssa
adm n@Xor Pl us# commi t

Commit OK

Save done.

Configuring OSPF Interfaces

After configuring an OSPF area, assign a switch interface to the area. Once an interface is assigned to
an OSPF area, it will start sending OSPF hello messages.

Use the following command to assign a Layer 3 interface to an OSPF area:

set protocols ospf4 area <area-id> interface <interface-name> vif <interface-name> address
<ip-address>

The following commands create Layer 3 VLAN interfaces vlan-2 and vlan-3. The interfaces are given IP
addresses and switch ports are assiged to them. Finally, both interfaces are configured to be in the
OSPF backbone area according to the table shown below.

VLAN Interface IP Address /Mask Length Assigned Switch Interface(s) OSPF Area

vlan-2 10.10.60.10/ 24 ge-1/1/1 0.0.0.0

vlan-3 10.10.61.10/ 24 ge-1/1/2 0.0.0.0

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10. 10. 60. 10
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.61. 10
prefix-length 24

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-2 vif vlan-2 address
10. 10. 60. 10

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-3 vif vlan-3 address
10. 10. 61. 10

adm n@Xor Pl us# conmmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Additional OSPF Parameters

Fine-tune OSPF operation by configuring additional OSPF interface parameters including hello interval,
interface cost, passive interface, priority, retransmit interval, router dead interval, and transmit delay.

The following example demonstrates how to configure some of the OSPF interface parameters:
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adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-2 vif vlan-2 address
10. 10. 60. 10 hello-interval 5

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-2 vif vlan-2 address
10. 10. 60. 10 i nterface-cost 8

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-2 vif vlan-2 address
10. 10. 60. 10 transm t-del ay 2

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

Basic OSPF Configuration Example

Fig.5-3 presents an example of configuring OSPF routing. Switch A and Switch B are located in the
backbone area, 0.0.0.0. There are two non-backbone areas, 1.1.1.1 and 2.2.2.2.

Switch D will obtain the routes of networks 10.10.1.0/24, 10.10.3.0/24, and 10.10.9.0/24 through the
LSAs sent from its neighbors. Switch C will obtain the routes of networks 10.10.1.0/24, 10.10.2.0/24, and
10.10.8.0/24 according to LSAs sent from its neighbors.

Switch A Switch B
ge-1/1/1 Area ge-1/1/1
10.10.1.1/24 0.0.0.0 10.10.1.2/24
ge-1/1/2 ge-1/1/2
10.10.2.1/24 10.10.3.1/24
Area Area
0.0.0.1 0.0.0.2
ge-1/1/1 ge-1/1/1
10.10.2.2/24 10.10.3.2/24
\ ge-1/1/2 Host A gel/l/i
0s
Switch D 10.10.8.1/24 10.10.9.1/24 Switeh C

Figure 5-3 Basic OSPF Configuration

Configuring Switch A

For switch A, configure 2 VLAN interfaces for networks 10.10.1.1/24 and 10.10.2.1/24. Also configure
area 0.0.0.0, which includes network 10.10.1.1/24, and area 0.0.0.1, which includes network
10.10.2.1/24.

adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10.1.1
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prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.2.1
prefix-length 24

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols ospf4 router-id 1.1.1.1

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-2 vif vlan-2 address
10.10.1.1

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.1 interface vlan-3 vif vlan-3 address
10.10.2.1

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch B

Configure 2 VLAN interfaces for networks 10.10.1.2/24 and 10.10.3.1/24. Then configure area 0.0.0.0,
which includes network 10.10.1.2/24, and area 0.0.0.3, which includes network 10.10.3.1/24.

adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# set vlans vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fanmily ethernet-swi tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fanmily ethernet-swi tching
native-vlian-id 3

adm n@Xor Pl us# set vlans vlan-id 2 |3-interface vlan-2

adm n@Xor Pl us# set vlans vlan-id 3 |3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10.1.2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.3.1
prefix-length 24

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Conmit OK.

Save done.

adm n@Xor Pl us# set protocols ospf4 router-id 2.2.2.2

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-2 vif vlan-2 address
10.10.1.2

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.2 interface vlian-3 vif vlan-3 address
10.10.3.1

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Conmit OK.

Save done.

adm n@Xor Pl us#

Configuring Switch C

Configure just one OSPF interface in area 0.0.0.2.

adm n@Xor Pl us# set vlans vlan-id 2

adm n@Xor Pl us# set vlans vlan-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3
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adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10.3.2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.9.1
prefix-length 24

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols ospf4 router-id 3.3.3.3

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.2 interface vlan-2 vif vlan-2 address
10.10.3.2

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch D

Configure just one OSPF interface in area 0.0.0.1.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10. 2.2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.8.1
prefix-length 24

adm n@Xor Pl us# conmmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols ospf4 router-id 4.4.4.4

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.1 interface vlan-2 vif vlan-2 address
10.10.2.2

adm n@Xor Pl us# conmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Verifying the OSPF configuration

You can verify the OSPF configuration of a switch by checking its OSPF neighbor.
Below, switch A has two OSPF neighbor interfaces, 10.10.1.2 and 10.10.2.2.

adm n@Xor Pl us# run show ospf4 nei ghbor
Address Interface State Router |ID Pri Dead

10.10.1.2vlan-2/vlan-2 Full 2.2.2.2
10.10.2.2vlan-3/vlan-3 Full 4.4.4.4

Then check the OSPF dat abase as shown bel ow
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adm n@Xor Pl us# run show ospf4 dat abase
OSPF |ink state database, Area 0.0.0.0
Type ID Adv Rtr Seq Age Opt Cksum Len

Router *1.1.1.1 1.1.1.1 0x8000025a 394 0x2 Oxf2bb 48

Network *10.10.1.1 1.1.1.1 0x80000180 394 0x2 0xcOb9 32

Network *10.10.2.1 1.1.1.1 0x80000180 394 0x2 0xcOb9 32
222220

Router 2.2.2. x8000023e 339 0x2 0x3024 36
Net wor k 10. 10. 3. 2.2 0x80000180 394 0x2 0xc0b9 32
Rout er 3. 3. 3. 33. 0x8000023e 339 0x2 0x3024 36

1
3
Net wor k 10.10.9.1
Router 4.4.4.44. 4 0x8000023e 339 0x2 0x3024 36

Net wor k 10. 10. 8.1 4.4 0x80000180 394 0x2 0xcOb9 32
OSPF |ink state database, Area 0.0.0.2

Type ID Adv Rtr Seq Age Opt Cksum Len

2. 2.

3.3

3. 3. 3.3 0x80000180 394 0x2 0xcOb9 32
4.4

4.4.

t

Router *1.1.1.1 1.1.1.1 0x8000025a 394 0x2 Oxf2bb 48

Network *10.10.1.1 1.1.1.1 0x80000180 394 0x2 0xcOb9 32

Network *10.10.2.1 1.1.1.1 0x80000180 394 0x2 0xcOb9 32
222220

Router 2.2.2. x8000023e 339 0x2 0x3024 36

Net wor k 10. 10.3.1 2.2.2.2 0x80000180 394 0x2 OxcOb9 32

Rout er 3.3.3.33.3.3.3 0x8000023e 339 0x2 0x3024 36

Net wor k 10.10.9.1 3. 3. 3.3 0x80000180 394 0x2 OxcOb9 32
Router 4.4.4.44.4.4.4 0x8000023e 339 0x2 0x3024 36

Net wor k 10. 10. 8.1 4. 4. 4.4 0x80000180 394 0x2 OxcOb9 32
Finally, you can check the OSPF route in the RIB of switch A

adm n@Xor Pl us#

adm n@Xor Pl us# run show route table ipv4 unicast osfp
10. 10. 3. 0/ 24 [ospf (110)/ 2]

> to 10.10.1.2 via vlan-2/vlan-2

The configurations of an OSPF NSSA and a stub area are shown in Fig. 5-4. Switch D will obtain the
routes of networks 10.10.1.0/24, 10.10.3.0/24, and 10.10.9.0/24 according to the LSAs received from its
neighbors. Switch C will obtain the routes of networks 10.10.1.0/24, 10.10.2.0/24, and10.10.8.0/24
according to the LSAs received from its neighbors. The figure below does not include RIP or BGP
configurations.

G o a1
e . 1001229 siteh B
Switch A
et Ga M2

Area Areg
0.0.0.1 0083
Ge-1MM }{ Y Gt
10102 224 101033224
Switeh D Eq l $ Suwitch [
GedHE

1010.8.1249 Host A HostB qoq0.0.12g

Figure 5-4. OSPF NSSA, stub area configurations.
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Configuring Switch A

For switch A, configure 2 VLAN interfaces for networks 10.10.1.1/24 and 10.10.2.1/24. Also configure
area 0.0.0.0, which includes network 10.10.1.1/24 and area 0.0.0.1, which includes network
10.10.2.1/24.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10.1.1
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.2.1
prefix-length 24

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols ospf4 router-id 1.1.1.1

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-2 vif vlan-2 address
10.10.1.1

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.1 interface vlan-3 vif vlan-3 address
10.10.2.1

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.1 area-type nssa

adm n@Xor Pl us# conmi t

Wai ting for mergi ng configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch B

Configure 2 VLAN interfaces for networks 10.10.1.2/24 and 10.10.3.1/24. Then, configure area 0.0.0.0,
which includes network 10.10.1.2/24 and stub area 0.0.0.3, which includes network 10.10.3.1/24.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlan-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10.1.2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.3.1
prefix-length 24

adm n@Xor Pl us# conmmi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols ospf4 router-id 2.2.2.2

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-2 vif vlan-2 address
10.10.1.2

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.2 interface vlan-3 vif vlan-3 address
10.10.3.1
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adm n@Xor Pl us# set protocols ospf4 area 0.0.0.2 area-type stub
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch C

Configure just one OSPF interface in area 0.0.0.2.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlian-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlian-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10. 3.2
prefix-length 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.9.1
prefix-1ength 24

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols ospf4 router-id 3.3.3.3

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.2 interface vlan-2 vif vlan-2 address
10. 10.3. 2

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.2 area-type stub

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

Configuring Switch D

Configure just one OSPF interface in area 0.0.0.1. Switch D should import the RIP or BGP route from the
RIB and distribute it to other areas.

adm n@Xor Pl us# set vlans vlian-id 2

adm n@Xor Pl us# set vlans vlian-id 3

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/1 fam |y ethernet-sw tching
native-vlian-id 2

adm n@Xor Pl us# set interface gigabit-ethernet ge-1/1/2 fam |y ethernet-sw tching
native-vlan-id 3

adm n@Xor Pl us# set vlans vlian-id 2 | 3-interface vlan-2

adm n@Xor Pl us# set vlans vlian-id 3 | 3-interface vlan-3

adm n@Xor Pl us# set vlan-interface interface vlan-2 vif vlan-2 address 10.10.2.2
prefix-Ilength 24

adm n@Xor Pl us# set vlan-interface interface vlan-3 vif vlan-3 address 10.10.8.1
prefix-length 24

adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set policy policy-statenment rip-ospf termrip fromprotocol rip
adm n@Xor Pl us# set policy policy-statement rip-ospf termrip then external -type 2
adm n@Xor Pl us# conm t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us# set protocols ospf4 router-id 4.4.4.4
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adm n@Xor Pl us# set protocols ospf4 area 0.0.0.1 interface vlian-2 vif vlan-2 address
10. 10.2.2

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.1 area-type nssa

adm n@Xor Pl us# set protocols ospf4 export rip-ospf

adm n@Xor Pl us# commi t

Waiting for merging configuration.

Commit OK

Save done.

adm n@Xor Pl us#

OSPF Stub Area NSSA Summary

By default, external routes and inter-area routes will be injected into stub areas or NSSAs. User can
utilize the summaries disable true parameter to prevent external printer-area routes from being injected
into stub areas or NSSAs. User can also use set protocols ospf4 area <area-id> default-Isa disable
false to create a default route entry.

Area
0.0.0.0+

Switch A Switch B Switch -

Figure 5-5. OSPF Stub area/NSSA summary: area 1.1.1.1 should be a stub area or an NSSA

Configuring Switch A

adm n@Xor Pl us# set vlans vlian-id 500 | 3-interface vl an-500

adm n@Xor Pl us# set vlan-interface interface vlan-500 vif vlan-500 address 192.168.1.2
prefix-1ength 30

adm n@Xor Pl us# set interface gigabit-ethernet te-1/1/49 famly ethernet-switching
native-vlan-id 500

adm n@Xor Pl us# set protocols ospf4 router-id 1.1.1.1

adm n@Xor Pl us# set protocols ospf4 area 0.0.0.0 interface vlan-500 vif vlan-500 addre